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Legal Disclaimers
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Code.

Documentation Disclaimer and Restrictions

Information in this document is subject to change without notice and does not represent a commitment on the
part of Brivo, Inc. For the most up-to-date information, visit www.brivo.com

This document and the data herein shall not be duplicated, used or disclosed to others for procurement or
manufacturing, except as authorized with the written permission of Brivo, Inc. The information contained within
this document or within the product itself is considered the exclusive property of Brivo, Inc. All information in
this document or within the hardware and software product themselves is protected by the copyright and/or
other intellectual property laws of the United States.

Product Support

All support for this product is provided by the third-party dealer. Please contact the dealer who installed the
product with questions and support requests.

© 2016 Brivo, Inc. All rights reserved.

Brivo® is a registered trademark of Brivo, Inc. Brivo, Inc., 7700 Old Georgetown Road, Suite 300, Bethesda, MD
20814.



Brivo OnSite Server Administrator’s Manual Page 3 of 324

Table of Contents

SR 7= a1 =] = (= o 11
System Overview: Brivo OnSite Server and the Brivo ACS5000-A .......ueiiiiiriiiiieeeeee e eee e e ssee e 12
BIIVO ONSITE SEIVEN .ottt sttt e st e e st e e s ae e e s st e e s se e e s as e e s seeeasaseeeeneeesnneeeeaseeeeneeesnneas 14
Brivo ACS5000-S control panels in ClIENt MOAE ........oiieiiiiiiicee et s 15
BrOWSEI REQUITEMENTS. ..ottt ettt e e e e e e e e e e e s e e e e e e e s e nne e e e e e e aneeeeeeeaansneeeeaaannneeeeeaanneeesaasannnen 16
Main Features of the Brivo ONSITE SEIVET ..ottt s e 17

2. NEtWOrK ENVIFONMENT.......ieieeciriececersssnenssmersssmesssme s ssssmsssssmesssmenesssmesssssmssnsmeensssmssnsnssnensmnenssssnsssassesnssnnssnssnsnsans 18
NEetworking REQUITEMENTS ....ceiiiiieicii e e e nr e s ar s e 19
Brivo OnSite Server with multiple Brivo ACS5000-A panels on a single LAN.......occoiviveen e 19
Brivo OnSite Server with multiple Brivo ACS5000-A panels on multiple LANS ..cc.cceiveicer e 20
Adding a Brivo ACS5000-A t0 BriVO ONSIte SEIVEN ......eiiiiiiieeeecee ettt e 21
Adding a Brivo ACS5000-S panel using manual handshake Mode..........ccooceeiiiniinieesee e 22
ACCESSING BIVO ONSITE SEIVET ... ittt e e s e s e s ene e e e e s b e s nesn e s saneeneesanis 23

3 03 = 25

4 = | 26
Browsing the DasShbDO@IT........uuiiiiiiiiiii e e e 27
Managing the DashDOAIT .........cceeiiiiiiii e e e 30
T L AN E= U I =Y TSP 34
USING DISPIAY FIITEIS ..ottt ettt e e e e e e ee e e e e s e nne e e e e e s ne e e e e e s e nsneeee e s nnneeeeaaanneeessanannnen 39
MY\ =Yo7 ol (o ToT g o1 o LU TR UURRTPRNE 41

5 1 0 Y S 42
LA T L TS N1 1Y/ SRS 43
Browsing the SYStEm ACHIVITY LOE ...cccuiiiieeiiiie ettt e e s s n e ne e s n e nne e e 44
INAEX OF EVENTS ..ttt st e st e s e e e e s se e e e st e e s sne e e sase e e e ne e e snneeaeaseeenneeesnneas 46
GeNerating @n ACHIVITY REPOIM ..ottt e et e s e e e e s se e e et e e s nneeeeaneeesaneeesnes 49
EXPOrting the ACTIVITY LOE ..uiceeiiiieeiiiiiiiie ettt sa e s snn s 51
WAt IS REPOITING? ... ettt s a e e s e s e e e e e s b e e e e e s se e saseeneeeae e e aneeennesaneesnnesaneesn 52
Browsing the REPOITS LiST......uiiiieiiiiiiiiii e e e e 53
Creating @ NEW REPOIT ... ettt sa e e ea e s e e e ne e e e e s ne e eanesne e saseeaneesneesnneeennenane 54
Y =Y A=Y= = T=T o o] o £ T 55
Browsing the Scheduled REPOIS LISt .....ccciiiiiiieiie et e e s e 58
Creating @ New SChedUuled REPOI ......ouiiiie ettt s se e s n e e ene e s e e s eneeenne e 59
Managing SCNEAUIEA REPOITS ...cc.ueeiiiiiieieeere ettt s e e e eae e s e e e me e s e e e ne e sneeane e sareenneeeneis 61
RUNNINE 8 MUSTEI REPOI ... ittt e re e s sa e e s e e 63
Browsing the Administrative JOUINEL........uuiiieiiiiiiie e e s 64

6. LT T €T U1 o1 65
What are Users, User AlIasSes, aNd GIrOUPS? ......ceiiceeiriiirreieieisieessseessssesssseesssseessssesssseessseesssssessssseessaseesans 66
BroWSING the USErS LiSt....cuicuiiiiiieiiiii et sa e s e 67
VIEWINEG USEI DETAIIS....eeeieiii it ar e e s b e s nn e sne e e 68
CrEATING @ USEI ..ttt sttt st e et e s st e s e e s b e s s e e ne e e ae e e ne e eae e s neesanesneesaseeaneesnnesannannnenane 70
Y =Y A=Y= =0T £ T 74
BrowSing the GrOUPS LISt ... ettt e e s ae e e me e s e e s ne e s neenne e saneenneeenes 76
ViIEWINE GroUP DELAIIS .....eeiiieieeeie et s a e s e s s e s e e s ne e e me e s b e e e nesne e sneenneennes 77
CrEATING @ GIOUD .ueeieeiiieiiieeieeeee et e et e se e s s e s e e e sse e s e e s ase e s e e s s e e s e e s s e e saseeane e sae e e Reeeae e s Reesanesneesaseeaneesneesaneannnesane 79
Creating @ Group ENabled SChEAUIE ........oo it e s n e 81
MANGEINEG GIOUPS ..ueeeueeiiteeeieesreeetesse e s eeesesaseesaseasseesseeaaeesae e e aseeease e ne e sseeaseesas e e eneeeae e e aneeeane s neesneeaneesareeaneesnnis 83

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 4 of 324

10.

11.

12.

13.

14.

MaN@GING CUSTOM FIEIAS ....ueeiiiiieieeie et e e s e e e me e e e e s ne e s neenne e saneenneeenes 85
072 o L= 88
LA T L TS T = T (o RSP 89
BrowSing the Cards LISt ....cocei ittt s ae e e e ae e me e s e e e ne e sneenne e sareenneeenes 90
Lo o 11 F =R 0= o =SOSR 92
MaN@GINEG Card FOIMATS. ...cooiiiiiieeeei et s e s e e e eae e s e e e me e e ane s ne e sneenne e sareenneennes 94
Managing Card ASSISNMENTS .. ..ciieeiiiiiieeiee et ere e e e s s se e e e e s b e se e s s e e se e s se e saeesneeeneesneesneesneesnnesnneaan 100
MANGEINEG CAIUS...eeieiiiieiiteeeie ettt e e st e e st e sae e e e s e e e ae e s s e e e aeess e e saeeeseeaae e s neeaneesaseeaneesneesnnesnneaan 101
222 TP T 102
WAt @re BaAOEEST ... ettt s e e s e s ne e e ae e sae e e e ne e e ee e e ne e s neeaneesneennnenaee 103
Badge TEMPIATES. ...t e e 104
Y00 1§ ) - 114
LA LT L I T VT o o T L PSRRI 115
Defining the Initial System Account AdMINISTrator.......coceeiiiiiee e 116
VieWing ACCOUNT DETAIIS ....cuviiieiiicie et e 120
Creating TENANT ACCOUNTS ...ttt e e e e a e e s ese e e ae e s s e e eae e sas e e s meeene e e neesneeennas 122
Managing Account Contact INFOrMatioN ........eeiiiiie e 125
[0 0= LI\ L 1 = o) R 126
What are EmMail NOUFICATIONST ..o ittt s ne e e ne e e nne e e nanee s 127
Browsing the NOTIfiCAtIONS LISt ......uiiiiiiieiieeiie et n e e s n e e e meeene s 128
Creating NOtIfiCAtioN RUIES .....oi et s e e e e s e s neeene s 129
Managing NOtIfICAtION RUIES... ..o i n e s n e e e e e ne s 130
Sample EMail NOtifiCATIONS. ..ttt s et s s e e e e e e e e ne e e naneeas 131
Administrators and AAMINISTrator ROIES........cccceeeeeiieecrrrre e s s s e e smm e e s e e e e e nmnnn s 132
AdMINISTIATON ROIES ...ttt et e e e e e e e s e e e e e e s ssne e e e s e nneeeeeaaanseeeesaaannneeessaannneeesaaannn 135
DEfiNItIONS Of PEIMISSIONS ....etiiiiiiiiieee ettt sttt s se e e e s bt e e s st e e s see e e s ase e e e st e e sanneeasnneeaas 136
QLI 52 L == R 140
Who Can Change Threat LEVEIS?... ..o ittt st s e e s e s n e ne s sneeenee e 141
THrEat LEVEI INTIUENCE ....eiiee ettt st st e e s b e e e st e e s e e e e e ase e e s eneeesaneeeasseennanes 142
Threat Level CONfIBUIATION. ... it e e s e s s ne e ene e s e e e e eneean 144
TRIEAT LEVEI SEVEIITY ... eeeieii ettt e s et e s et e e s b e e e s ne e e s ane e e e ase e e s aneeesanneeannseennanes 147
Editing Permissions for TNre@t LEVEIS.........oi ittt s s ene s 149
Editing DeViCes fOr TNIEat LEVEIS .......iiieeeiie ettt s s n e e se e ne e 150
Editing Schedules fOr TNrEat LEVEIS .......co ittt s s ene s 151
Threat Levels and SNared DEVICES. ....ccciii ittt s e e e s ne s s ne e sne e s s e s e e sannean 152
] 0T Y] o7 T < 153
ANTIPASSDACK ZONES ...ttt ettt ee e e e e e mee e e e e e s s e e e e e e sassneeeeseaanneeeeeaaanseeeesaaannnneeeeaaannnneesanannn 154
ANtipasSShACK DEFINITIONS .....eiiiiei e s e e e e s ae e e s se e e s e se e e e ene e e sneeeanreeennes 155
Hard ANTIP@SSDACK ...ttt e e et e e e e e e e e e e e e e ne e e e e s e nnreeeeesanseeeeesaannneeeseaannneeeseaannnees 155
Soft ANtipassSback RESEL INTEIVAL .......eiiiiee e et ne e e ne e s 155
ANTIPASSDACK IMMIUNITY ...ttt e e e e e e e e e e e s e e e e e s s e mne e e e eesnnreeeeeaannneeeesaannneeesaaannnnen 155
Important Antipassback CONSIAEIAtIONS........ueiiieiiiriiee et s e e s e e e s nne e e neeaas 156
Managing ANtipassDaCK CONTIOIS .......ii it sn e s e e ene s 157
9= R 161

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 5 of 324

15.

16.

17.

Managing Multiple CONTIOl PANEIS .........eoiiiiieeeeee et s ne s 163
Programmable DEVICES .....ciccuiiiiiiiiiie ittt e e e 164
Special Options for Devices: FIOOrs and ElEVATOrS......c.uuiieieiiii ettt 165
Special Options fOr DEVICES: CAMEIAS ..ciiuiiirieeeeeiieeeeee e erte et e st e ree e e st s s esee e s s ee e s s st e s s ene e e saneeeeenseeseaneeas 168
Special Options fOr DEVICES: DVRS ......uiiiiieiiiteeesiee ettt ettt et e e s e e e s s se e s s ne e e sne e e s enneeseaneeas 170
Special Options for DeVICES: MUSLEr POINTS......ciii ittt 173
Special Options for Devices: Keypad COMMANAS ...ciicueriiiirieiier et e et sse e s nneeas 175
Special Options fOr DEVICES: GUAIT TOUN ....uiiiiieieiiieeeeee s etee et eee e s e e st s se e e s e e e s s se e s s ne e e ene e e e eaneeesaneeas 177
Special Options for Devices: Salto Routers and Salto DOOIr LOCKS .....cceicciiieiicciiiiee e cccieree e e e s e 179
Special Options for Devices: DEDS (Data Entry DEVICES)....cuuuiiiiireeririeieeeiiee et e st 183
Special Options fOr DEVICES: IPAC DEVICES ......ueeiriiiiieiieieieeeestee s etee st e st see e s see e s s se e s s ne e e sne e e e sneessaneeas 185
BT = YT 1T o T 187
Viewing Panel and Board DEeTailS ........cccviiiiiiieiiiiiie et e 190
Update and/or Configure @ CONTrol PANEl ...ttt e ne e 192
CONTIOl PANEl OPTIONS ettt ettt ettt s e e s bt e s e ne e s s se e e e as e e s ane e e sasee e e nteesenneeesnnennas 193
Jao o 1T =R 0o aLu o]l = o T=T (o [ SRR 196
Managing CONTIOl BOAIUS .....coiiuiiiieieieiee ettt st b e e e e e s e s e e e se e s e e s neeene e sseeeneesneesnneenneaan 197
Browsing the DEVICES LiST......covieiiiiiiiiiis e e e e 200
VIieWINg DEVICE DETAIIS ...ccuiiiiiieiiiiiie it n e 201
CrEATING DBVICES...ceitie ettt ettt s e e ae e s st e st e s st e s e e e se e e ae e s ne s ne e sneeeneesaseeemeeeaneeaneesneeaneas 204
(DYoo) 11 SRR 205
YT = LU 1SRN 207
MANBEINE DEVICES ....eeeiiiiieiitii e e e e e s e b s e s e e e s e s e e s e e e s snn e e s nn e e e 209
Schedules and HOlIAAYS.....c.ciiiiimiicrri i e rr st r e s e e e s s s e s s e e s s s e me e e e e e st ee e e e msmne e eesnssmnmeeesnansnmens 216
WHhAt @re SCREAUIES? ...ttt s e st e e e st e e s st e e e ae e e s e st e e s neeesneeeenaneeesaneeas 217
LA LT = T C= I o] 1T =S PSR 218
Browsing the SCHEAUIES LiST... ..o it n e e s n e emeeene s 219
ViIieWINE SChEAUIE DELAIIS......oiieiiieeiie et e e s e e ne e s ne e ene e s s e e e nneennnean 220
Creating @ SCNEAUIE ... .ot e e e e s e e e s s e e e ae e s n e e e ae e sas e e e neeene e e neesneeaneas 221
MaN@EINE SCNEUUIES ...ttt e st e b e s e e s b e e sae e e se e s ae e s neeene e sneeeneesneeennesnnnaan 224
Browsing the HolidaYS LiST......ouieiiiiiiiiiiiie e e e e 226
L0 =T Ta g F == T 0] T F= PR PR 227
Y =Y 0= Y= = o] o F= 1 N 228
1Y =T 0TS A o oY g o F= g T 3 S 229
Maps/FIOOrplans DEfiNITIONS .......eiiiieeietee ettt s e st s se e e s s se e e st e e senne e s aneeanas 230
Browsing MapS/FIOOIPIANS ...ttt e e e e e e e e e e e e e e e e e ne e e e e e e amnneeeeaeasnneeaeeaannneeeeaannnn 231
ManNaging MapPS/ FIOOIPIANS. ..ottt e e e e e e e e e e e s e e e e e e s e e me e e e e e e s nsnee e e e s snreeeeeaannneeeeaannnn 232
Y AV = o TP RPN 238
RS C= JH1T =T = T =T o 1= o S 241
MaAINTENANCE IMOAE ...ttt et e e e e e e e e e s e e e e e e s e nneeeeae e nseeeeeaansneeeaaaasnneeeeeaanneeesaaannn 242
Browsing the System Status Page/Using Maintenance MOdE........cccooeriieiiieriienie e 243
BrowSing the SYSTEM LOZS . .ueiiiiiiieiiiiee ettt s e s s e s n e ae e s n e e e e e s ne e emeeeneaan 245
0L Y= 1 =T 4 T o Yo O PRTRTPRI 246
Panel CoOMMS MONITOMNE . .....eiiiiiiieeiierte et e s e e s s e e s e e e s e e sae e s ne e ene e sneeeneesneesnneenneaan 247
SESSION MABNAEEMENT ...ttt st et e e e e s e e e s e e s se s e se e sseeeaeesase e aneesaneeaneesnesaneesneennnesaes 248
Manage RUNNING REPOITS ....uiiiiiiiiie et e s s r e s ne e s n e s en e 249
LS o] g = 1T 10 N 250
D = T L= TN 253
Setting System Date @nd TIME ....coouiieeee ettt s r e sr e ae e s e e s e e s ne s ene e sneeeneenaee 255
SNMP ABENT SETLINGS ...ttt s et s ne e e ae e s s e e sne e e e e e e neesneseneesneennnenans 256
UPErading YOUT FIMMWAIE......uuiiieeiiiiieiiiii e s e s sn e e s as e s e s nn e e s nne e e 257
LT 0T r= T [T F = o] o =T N 259

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 6 of 324

18.

19.

LICENSE KKBYS ...ttt ettt e et e e e e e e me e e e e e e aee e e e e e asneee e e s e snneeeeaaanneeeeeeaanneeeeeeeaansneeeeeaaannneeeeeaannreeeaaann 260
MaANBEE BrandiNg .....eeeiiiieiiii i e e e 262
LS 1Y o o = SRR 264
IMPOITING USEI DATA ..cciiiiieiiiiiiieci et e s e s a e s ne s s nn e e s nn e e e 265
Backing Up YOUI DATADASE ......ccceeiiiiiiiiiiiiiiie et s e e 267
o F Lot (0] TR T=T Y- PSP 269
ST oTo] AR T=T V[ PSP 271
CONFIBUNNE the NETWOIK ....eieeeieieeie ettt n s s n e s e e s s e e s e e e ne s ene e e neeennas 272
Configuring NEtWOIrK ROULING ... .cieeiiiieeie ettt me e s e e e e s neeene s 274
CONFIBUINNE the SIMTP SEIVET ...ttt e e s s s ne e e e e sas e e s e e e n e e e ne e s neeaneas 275
PANEI DISCOVEIY ..eieiiietieee et e et e e e e e me e e e e e et e e e e e e s see e e e e s e snneeeeaaanneeeeae e nnseeeseaaansneeeeaaasnneesssaanneaesaaannn 276
CUSTOM SEIVEr CertifiCATES ..uurei ettt sttt e e et e e s ne e e s se e e s st e e s nneeesaneeaas 279
ES 1P POOI CONTFIBUIATION ..ttt s e e s s e s ne e sae e s s e e ne e s ne e emneeneean 280
JLIC=T 0= X0 T 10 R 282
Changes in System Account AdMINISTrator ACCESS .....c.eirririiirieeriie et 283
TeNANT ADMINISTIATON ACCESS ..eeiiiietiei et ie e e e e e e e e e e irr e e e s e s se e e e e e sassneeeseeaasneeeeeaaanseeeesasasnneeasaaannneeesaaannn 288
Y o] 7= Lo | S 290
APPENAIX L: GlOSSAIY cueeiieiieeeitee ettt e e st e e e te s st e e et e e s e st e s ssee e s seeasaaseesaaseeaaaseeeeanseesanneeasaseeeeaneeesanneeanaseennnes 291
Appendix 2: USE Of REPOI SEIVICE ...ciiiiiiiiee ettt s e e e ene s s ne e e e s e e e nnes 297
ApPeNdiX 3: SO EQUIPIMENT ...ttt e e s s e e st e e s sne e e s se e e s ene e e sneeeesseennnes 300
APPENIX 41 OBDIX INTEEIATION ..ttt s e e s s b e e s e e e s ae e e s e ase e e e ene e e sneeeesreennanes 315
Appendix 5: DVR INSTAAtion NOTES ...ttt e e e e e e e e s mn e e e e s e nnneeeeeennn 319

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 7 of 324

Table of Figures

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 36.
Figure 37.
Figure 38.
Figure 39.
Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.
Figure 49.
Figure 50.
Figure 51.
Figure 52.
Figure 53.
Figure 54.

BIIVO ONSITE SEIVET ...eiieiii ittt sttt ee e e s e e e et e e s as e e e s ase e e e st e e senseeesaseeeeaneennnee 14
Brivo ACS5000-S CHENT MOUTE ...coiieiiiiiieeeeiie et e sttt e s e s s se e e s st e e s nse e s s se e e s neeennes 15
Brivo OnSite Server on @ SiNGle LAN ......oo ettt s 19
Brivo OnSite Server with Multiple Panels on MUltiple LANS .......ooiiiiiiieiienneee e eee e 20
Brivo ACS5000-S CHENT MOTE ..coiieiiiiieeeeieeeeete ettt e s e s s se e e s e e e s ase e s e nse e e s aneensnee 21
Back of Brivo ONSite Server applidnCe. ... ettt 23
Brivo OnSite Server direct console Static IP SETUD ..ooveviiiieceieieeee e 24
Home Page fOr BrivO ONSItE SEIVET ...c.ii ettt e s 25
View Dashboard and LIVE STAtUS .....couiiiiiiiie ettt e s 27
Dashboard Activity List — Pulse EVENT ENTrY ..t 30
Dashboard Activity List — Latch EVENT ENTIY ...t 30
Dashboard Activity List — Unlatch EVENT ENTIY ..o e 31
Dashboard Activity List - Door Locked EVENt ENTIY ......eeeiiiieeeeee e 31
Dashboard Activity List - Door Unlocked EVENT ENTrY ... 31
Dashboard Activity List: Door Returned to Unlock Schedule.........o i 32
Dashboard DIiSPlay FIlTer .... .. oottt e e e e e e e e s e e e e e e s nne e e e e e nnreeeeanaan 32
AlArmM CONSOIE SETLINES ...eieeiiiiiieeiie ettt s ss e e e s e e e s e e s e e s ne e snesene e sareenneesnnis 33
Creating an Alarm TeXt MESSAEE ....cccceeriirreereieiie ettt ae e s e e e s e sr e e sneesneas 34
Alarm Update/ACKNOWIEAZEMENT ... ettt e e e e e e e e mn e e s e e mne e e e e e nnnes 35
L =1 40 1 1= = T RSP 35
Alarm Console Settings for Doors, Valid Credential Devices, and Elevators.........cccceveveeveieenrneen. 36
Settings for Event Triggers, INput SWItChES, ETC. ...oviiiiiiiiiieeeree e 37
SWIPE & SNOW QISPIAY . .ueieitieieiiiieie ettt e e et e s s ne e s s se e e e st e e s sne e e s aseeeeaneeesnneas 38
LT € RPN 39
LT g DL = 1] PRSP 39
CrEatE NEW FIILBT ittt e e e e e s e e e s e e e s ne e e e e ase e s e neessnnenaan 40
VIEW LIVE VAP eiiiiitiiee et ettt et et e e e e e e e e e e me e e e e e e mne e e e e e s meeeeeeeansneeeeeeannneeesaeannneeeaaaannnen 41
ViIEW SYSTEM ACTIVITY LOE .uueeeieiiiieiee ettt sttt s e et s sne e e s e e e ne e snne s 44
Generate ACHIVITY REPOI . ...co i s ae e e s s e e s e ne e s sneeeaan 49
VIEW ACTIVITY REPOIT ettt e e e e e e e e se e e e e s e e e e e e s e sne e e e e e e nnneeesaeannneeeaaaannnen 50
EXPOIT ACTIVITY LOE o nneeiiiieeeiee et ettt et e et e e e e s e e e e e e e me e e e e e e mne e e e e e s annneeaesannneeesaeennneeeeannnn 51
VIEW REPOITS LIST ..neeieiiieiitiee et e e e et e e e e e e e e e e e e mee e e s s e amne e e e e e s amseeeaeeaansneeesaeasnneeesaaannneeeaasannnen 53
(01T L LT NN =T Yo o PSR 54
VT = T 2 U= o Lo o RPN 55
Lo [ = T =T oo APPSR 56
View SCheduled REPOIS LiST.....ciiiiiiiiieeieiie ettt sne e s s e e nn e snne s 58
(1T L L NS Tod g 1= Te (U] T=To B =T o o] o PSR 59
VL2 IS 1] aT=Te [ =T B T=Y oY) o AP RP 61
Lo 1= I o] aT<To (V11 To I 2 {=T o Yo o S0P RRPPRE 62
Generating @ MUSTEr REPOIT ......eiiiiiie ettt s e e s ne e se e ne e eneas 63
View AdMINISTrative JOUIN@L ... .. et e e e e e e e e se e e e e e mn e e e s s e mne e e e e eennnes 64
VIEW USEIS LiST ..ttt e e e e e e e e e e s e e e e e e s nr e e e e e e e nnneeeeeeannneeesaeannneeeaaaannnen 67
VIEW USEI DETAIIS ...ttt ettt e e e e e e e s e e e e s e e e e e e e e nne e e e e e snneeesaeannnneeeaesannnes 68
CrEaAE @ NEW USET ... ittt ettt et e st e s ae e s ase e e e be e e s ene e e snee e e e aseeseneessneeeaan 70
SeleCt @ Card POPUP LISt ...ttt ettt e et s sne e e s e e e e ne e e snneas 71
(01T L oI T UL g L= 1P 72
ATIBSEA USEL ..ttt e e ettt e e e e e e e e e e e mee e e e saanneeeeeesaanseeeeeaaansneeeeeeasnneeesaeannreeesaaannnen 72
RENOMINEG @ USEI AlIGS ...eeiiiiiiiiii ettt an e s n e ne e 73
Lo [ = T UL PPN 74
VIEW GIOUPS LIS .neeiiiiieeietiee ettt ettt st s ettt s e e et e s n e e s s ase e e e st e e s sne e e s aseeeenneesnnnas 76
RV T T (010 oI B L= = 11 TR 77
(01T L LT A= € o TU T o J PSR 79
Lo 1= T T (01U o TR 83
ViIiEW CUSTOM FIEIAS LIST....uutiiiiiiiieiieeeiiee ettt s e e s sne e e s e e e ne e e snnn s 85

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 8 of 324

Figure 55.
Figure 56.
Figure 57.
Figure 58.
Figure 59.
Figure 60.
Figure 61.
Figure 62.
Figure 63.
Figure 64.
Figure 65.
Figure 66.
Figure 67.
Figure 68.
Figure 69.
Figure 70.
Figure 71.
Figure 72.
Figure 73.
Figure 74.
Figure 75.
Figure 76.
Figure 77.
Figure 78.
Figure 79.
Figure 80.
Figure 81.
Figure 82.
Figure 83.
Figure 84.
Figure 85.
Figure 86.
Figure 87.
Figure 88.
Figure 89.
Figure 90.
Figure 91.
Figure 92.
Figure 93.
Figure 94.
Figure 95.
Figure 96.
Figure 97.
Figure 98.
Figure 99.

Figure 100.
Figure 101.
Figure 102.
Figure 103.
Figure 104.
Figure 105.
Figure 106.
Figure 107.
Figure 108.
Figure 109.
Figure 110.
Figure 111.

(O C=T= L E=I T OV E) o 0 T S T=1 Lo R 86
RENAME @ CUSTOM FIEIA ittt ee e r s e e e e e e e e eeeeeeesesesesesesnsssssnsnsnsnsnnnnenens 86
VIEWING CAIAS LIST...ciiiiieeiieieieee ettt s s e e e e e e e e ne e snesene e saneenneeenes 90
FAYo [0 AN TSN 0= T (o SRR 92
Do [0 I 0= o I o) VY = 1[0 RSP 93
VAT 02T (o B o T s F= ) &R 94
VieW Card FOrMAt DETAIIS .....ccciviririeteieiiie e e e s r s e e e e e e e sessesesesesesssassssssssnsnsnsnnnnerens 95
Create NEW Card FOIMMAt ...t eecciras s e e e e e e s e e e e se s s s s e se s e s s sasabasassssnrerreeeeeeenenasensess 96
(070 o) 07T N o 41 0 = (PSR 98
o L1 02=Y o I oY o 1= | R URNY 99
Delete MUIIPIE CardS .....ouiceeieeieeetee ettt sttt ese e e e s e s s ne e s sse e e e aneeesenneeasaneeann 101
Create Badge TemPIate. .. .ottt s e e s n e s e e e 104
TEMPIATE PrOPEITIES ..eeiiiieiei ettt et e e e e e e e e ee e e e e e s s e e e e e e e anneeeaeeasnneeeseeannneeeeaanann 105
FIEIA PrOPEITIES ...ttt ettt e e e e e e se e e e e e e sme e e e e e e nneeeeeeeansneeeeeeannneeeeaeannrneeaan 105
(07 0 To Yo LTSI 001 [ SR 106
Examples of Standard TeXt ODJECTS..cuu it e 107
L0 ST d o) (o 2N (oo o U 108
USEI PROTO PrOPEITIES. ..ttt e e e e e e e e mmn e e e e e s mne e e e e e e nnreeeeeennnnes 109
1= o [y gFoT = (oo o ISR 109
STAtiC IMAGE PrOPEITIES ..o et e ne e s e e ne s 110
L L o (=3 A TN 112
A= 7T 0 F = PN 112
0 Y= 1 PN 116
System Account Administrator Creation PABE .......coceeiieriieriieriieeee e 117
SET UP SYSTEM ACCOUNT ...ttt s e e s e e st e s ane e e e be e e e ane e e snneeesnseeanan 118
VIEW ACCOUNT DETAIIS ..uieiieeeeeieeiceece e e e e e eeeeree e e e s e e e e e e eeras e e s e e s eeeeeennsnssasnasseeeeeesssnnsnnnnnnsaneesenees 120
(O C= I =T aT= T ALYt oTo U o | SR 122
VIEW ACTIVE ACCOUNT ....ecieiieeeieeete e e e e e e e st e e e e e s e e e e e e sesas s e seeeeeeeernsssnssnnsasseeeseenssnnsnnsnnnsansesennes 123
EQiT ACCOUNT DETAIIS. .. ciiiieeieiiiiecice i e et e e et ee s e e e e e e et e ee s e e e s e e e e e e e e s nnsnnsasseeseeeeeesssnnsnnsnnnsennesenees 125
View EMail NOTIfICAtIONS LiST....uuuuruiieiiiiiiiiiiiiiiiii e e ieccisicssrarersrsrsrereeesesssssssesesssssssnsssssssnsssnssseneenes 128
Create NOLITICAION RUIE ...uuuieieieiiiiieieiieeeee e e e e e e e e e se s e e s e se s e s s sasasasansnsnseeeeeeeeees 129
Edit EMail NOTIfICAtiON RUIE ...ttt ars s e e e e e e e s e s e s e s e s e s s annnnnsnsnns 130
VIEW CUITENT AQMINISTIATOrS ..uuuurereiiiiiiieieieeeeiii e e e eeeeis s bararsrer e e e eeeeessessesesesssasssssssssnsnsnsnsnnerennes 133
Create NEW AGMINISTIAtOr .uuuuieieiiiiiiieiieeeiei e eecece s s e e eeeseeesessesesesesasssssssassssnsnsnsnseeenennes 133
VieW AdMINISTrator DETAIIS ..ccvvveerceee et e e ee et ee e s e e e e e e e e eessan e e e seeeeeeessnnsnnnnnsaeeeseeees 134
VIiEeW AAMINISTIAtor ROIES ...ttt e e et re e s e e s e e e e e e ensaa e e e s e e eeeeessnnsnnnssaneesenees 135
Create New AdMiINIStrator ROIE...uuu e rre e e e e e s s e s s e s e s e s e s s sasasanssreseeeeeeeeees 138
Threat LEVEl @NZAGEM ....coiieiiiiiiiiie e e e ae s e nn e 143
(O E= I TN T C=T= LS =AY I 145
o TE I gV (== Lo IS TSRS 145
TIrEAT LEVEI SEVEIILY ...eeeiieiie ettt ettt ettt s e e e s be e e e ne e e s nne e e saseeanan 147
Change Treat LEVEI ICON ... ittt e e s sr e emeesnee s 148
Change Threat LEVE] POPUD ...uii ettt e s s e e e e e s e e s e e e nseeneanes 148
Setting threat level permissions fOr @ GrOUP ... i e 149
Setting threat level permissions fOr @ dEVICE ......cceiiiiiiirieceeeeee e 150
Setting threat level permissions for @ SChedule .........cooiiiieiiiiiee e 151
ENabIiNG threat [EVEIS .....oi i e e e 152
Create ANtipasSDACK ZONE ...ttt e e s ae e s e e e e seennanee 157
(== L (=T A\ L=V (o o T 165
(0= =R A LAV =L TSN VZ= | o U 166
(ST Ao L=/ o] = RN 168
(== (SR 0= Ta 1= = 1T 169
DVR DIIVEI DEIAIIS .uueeeieieeieieiieeiee i e e e e e eeeerte s ee s e e e ee s et e ssssn s e easeesesesesnnsnssannsaeseeeeesnssnnsnnsnnnsenneeeneen 170
LSy = LI D AVA = S 1= TN 171
(== L E= T A L=V A AV R 171
(== L (=R A LTSy (=T o 0| O 174
Create Keypad COMMANA DEVICE ...cuueieiiiiieieiieeeetee ettt s e e sae e s e e nne e e 176

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 9 of 324

Figure 112.
Figure 113.
Figure 114.
Figure 115.
Figure 116.
Figure 117.
Figure 118.
Figure 119.
Figure 120.
Figure 121.
Figure 122.
Figure 123.
Figure 124.
Figure 125.
Figure 126.
Figure 127.
Figure 128.
Figure 129.
Figure 130.
Figure 131.
Figure 132.
Figure 133.
Figure 134.
Figure 135.
Figure 136.
Figure 137.
Figure 138.
Figure 139.
Figure 140.
Figure 141.
Figure 142.
Figure 143.
Figure 144.
Figure 145.
Figure 146.
Figure 147.
Figure 148.
Figure 149.
Figure 150.
Figure 151.
Figure 152.
Figure 153.
Figure 154.
Figure 155.
Figure 156.
Figure 157.
Figure 158.
Figure 159.
Figure 160.
Figure 161.
Figure 162.
Figure 163.
Figure 164.
Figure 165.
Figure 166.
Figure 167.
Figure 168.

(01T L LT CTUT=T (o I o T PSP 178
Create SAITO ROULET ...ttt s e e e e s s e e e e ne e e s nne e e s neennanes 180
Create SAlTO DOOK LOCK. .. uiiiiiieeeeeieeeeie ettt ettt e s e e st e e e e e s se e e s ene e s snne e e nseennanee 181
Create a Data ENtry DEVICE (DED) ..uiiueeiiiiiiieiieeeitee et eee et e st e e sne s s e e s e e 184
ViIEWINEG LIVE VIO ..eiiiiiiiiiieicitie ettt s e s en e 187
Event Based VIO PlaybDaCK ... . e ittt e e e me e e e e s e e e e e emnr e e an 188
CONTrOl PANEI DETAIIS ...eeieeeieiee ettt st e e e e e s e e e s ene e e s nne e e s areennanee 190
Configure Brivo ACS5000-A PANEL...c.uiiiiiieeiieeiieeeeeee e e e sn e sr e e e e s 192
Yo [0 I T o T g d do B 7= 1= ST 193
DEVICES: CONTIOI PANEIS..c. ittt ettt s e et e ne e s e e e et e e s eaneeaeareeaan 194
Devices: Edit Control Panel DETAIlS .......euieieiiiiieecee ettt 194
Fao Lo I N Lo = T 0 Y= o EO U RPRRTN 196
Define DOOr BOArd SEHHNES ...cveiieieiieiie ettt sn e e e s ne s 197
Define 10 BOArd SETLINGES .....ueieieiiie ettt s e e e s ne e ene s 199
VIEW DEVICES LIST ...eeieiieiiitie i et e et e et e e et e e e e e e e e s e ane e e e s e s ns e e e e e e e amnneeeaesasnneeessaannneeeeaannnn 200
Device Details: Valid Credential DEVICE .....eeeiriuieiriiiiieieeeiee ettt 202
(01T LT T B LN o PSSR 204
CUSTOMIZE LiVE STAtUS MESSAEE ... .eeieieiiieiee ettt st s e e s e sn e sneesnee s 207
(07Tl ={UT == T BT Yo PRSPPI 210
ViIEW SCNEAUIES LIST ... eeeiiiieiiieiieeeeite ettt sttt e st e s ane e s s se e e e nne e e s nneeesaneeanan 219
VLS Tod e 1= To [V (= D= = 1] SRR 220
Create NEW SCNEAUIE ...ttt st s e e e e s e e s eae e s snne e e nseeneanee 221
[0 1L od =T LU 1[PPI 224
VT o T [Te F= T I PP RPRUTN 226
(01T L =T T o o] 1T =PTSRS 227
o [ =T o (o] 1o F= R TURTR RS PRR 228
(01T LT T 1Y/ o PSSR 232
FA¥o o = o I (oo o PPN 234
2o Lo B T =T =T N 236
VIEW LIVE IMIBD eeeiiitiee ettt et e e et e e e e e e e e e e e me e e e e s e nneeeeae e anseeeaesaamsneeesaeasnneeeseaanneeeesannnn 239
Maintenance Mode Warning MESSaEE ........ceuriiiriiiiiiieiiie e e 242
SYSTEM STATUS ..eeeiiiiie ettt s ee e e s se e e e at e e s eane e e s se e e e st e e senneeesaneeaan 243
View System LOZ: APPHCATION.....ci ettt e s e e s e s s enne e e saseeeas 245
Enter SyStemM COMMEANG.......oiiiei ettt s e st e s ne e s s se e e et e e s enne e s sareeanan 246
Panel CoOmMMS MONITOMINEG ....veieieiiie ittt s sr e s e e e e e e e s neeeneas 247
SYSTEM: ACTIVE SESSIONS ....ueiiiiiieieeiee e eeee et e et e st e s e e et e s s ee e e s st e e s st e e seane e s s seeeeaneeesenneeenaseeanan 248
L EC T E= T =] = L =T oo o £ PN 249
Fetch Panel LOgS DiSplay PAge ......cceuiiiiiieiiiiiiiirrin et 250
Individual List of Panel LOgSs DiSplay Page.......cccueceerrerrierieeeeesee e 251
Viewing Individual Panel LOg DetailS.........ccviiiiiieiiiieiii e 252
DIQBNOSTIC DiSPIAY ...uuuerieiiieiiieee e et e et e e e e e e e se e e e s e e snr e e e e s e mne e e e e e e annneeeeeeannnneeeeeennrneeean 254
Set SysStEmM Date @nd TiME ..o ittt s s e e s s s e e s e sne e e senne e e saneeanas 255
System: SNMP AGENT SELLINGS .....eeieiiiii i et 256
Upgrade SYSTEM FIrMWAIE .....coiieiei ettt st e s se e e se e s s ne e e s e e e e ane e s eaneeas 257
UPErading @ PANE@I ......coiueiiiiiiiii et e 259
UPIOAA LICENSE Fle. .. ettt e e e e e e e e e mn e e e e e s mne e e e e e e nmreeeeeennnnes 261
MaANAEE BranNdiNg .....coocceieiiiiiiiiie e e e e e 262
ENADIING FIPS IMOUE.... .ottt sttt sn e s e e e s e e e s neeene s 264
IMPOrt USer Data, STEP ONE .ottt st s e e s s eane e e sareeaan 265
IMPOrt USEr Data, STEP TWO .ivieiei ittt et e e st e s ne e sne e e et e s s enne e e saneeaan 266
Backup and Restore the Dat@base ...t 267
BaCKUD SEIVEI SETHINGS ...eeitiieieiiie ettt s sn e s e e e e e s e e s neeeneas 269
ACHIVatING REPOI SEIVICE ...t e s e e e e ne s 271
CONFIGUIE the NETWOIK...ceiieeeeeetie et e e e e e e s s ne e sne e sar e e smnesnneean 272
Configure NEtWOrK ROULING .....oiviiiieiie ittt s smeesee s 274
CONFIGUIE SIMTP SEIVET ...ttt st se e e s e e e se e s ne s ne e sneeeneesareeennesnneean 275
PANEI DISCOVEIY ...eeiietiei ettt e e e e et e e e e e ee e e e e e e e e e e e e s e ssne e e e ee e smeeeeeaanseeeesesansneeeeesannnneesaeaannrneeaan 276

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 10 of 324

Figure 169.
Figure 170.
Figure 171.
Figure 172.
Figure 173.
Figure 174.
Figure 175.
Figure 176.
Figure 177.

(=TT IS ToT= o N
DiISCOVEIEA PANEIS ...uiieiiieeieeeiiceee e e e e e e ettt seee s e e s e e e et esssaa s easeeeeeeessnnsnssasssaeseeeeeesssnnsnnsnnnsennesennen

(070 Tl ={U T T ¥~ == o= PRSPPI
Custom Server Certificates

Elevator System IP POOI CONFIUIAtioN ......coiueeiiiiiiecie e 280
ACTIVE ACCOUNT...ceiieieceeie i e e eeee ettt reeee s e e e e e e et eeasan s e eeeseeeeeerasassanssssseeseeeeernnsnsssnnsssesessenssnnsnnsnnnseneesennes 283
SEIECT ACTIVE ACCOUNT ...ciieierirret et e e e e e s s e e s e e se e e s asbabasarae e e ereeesesasesesasasaaassssssssssnsnrnnnnnnennnnns 283
VIEW ACCOUNTS LISt ..cuuiciiiiiiieiiiiieceiee s e e e e e e st ree e e e s e e ee e e eesasaa e seeeeeeeesnnsnssannasseeeesesssnnsnnnnnnseneesennes 284
Share a Door or Valid Credential DEVICE .......cuvuiieieiciiiiiererereeere e eee e e e e e s e sasasasssssseeeeeeeeees 286

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 11 of 324

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 12 of 324

System Overview: Brivo OnSite Server and the Brivo ACS5000-A

Brivo OnSite Server is a standalone access control system. With the use of the Brivo OnSite Server appliance, it
can also span multiple facilities, with the master server residing at one of those facilities, as determined by the
end user. All Brivo OnSite Server appliances are fully browser-managed, and accessible via the Internet with
appropriate network configuration.

The Brivo OnSite Server’s software application interface is accessible via a web browser, and is divided into six
sections. When you scroll over a section link, a corresponding dropdown menu displays, providing access to
data maintained in that section.

The Home section provides links to common tasks based on the level of access of the Account Administrator.

The Status section lets the System Account Administrator access the Dashboard which provides a three-fold
administrative functionality for monitoring and controlling the output behavior of programmable system
devices, and Maps/Floorplans which allows the administration of maps/floorplans

The History section provides access to Activity, which includes System Activity log, Activity Reporting, and
Activity Export; Reporting, which includes Reports, Scheduled Reports, and Muster Reports; and the
Administrative Journal. The System Activity log tracks access-related events, such as doors being opened and
closed, and devices being switched on and off. Activity Reporting allows Account Administrators to gather
information based on certain events, for specific devices, or for certain groups and users. Activity Export allows
for the creation of a tab separated file for events during a given timeframe. The Administrative Journal tracks
actions performed by Account Administrators of Brivo OnSite Server such as the creation or deletion of an
access schedule.

The Users section allows Administrators to manage the set of users to be given access to the facility. Groups
are managed from this section. Card inventory is also managed from this section.

The Configuration section provides Administrators to ability to set up various areas of the account. The Account
section shows the Account Details as well as permits the creation of the System Account as well as any
additional Tenant Accounts. This section also allows you to define rules for automatically emailing select
individuals when specific security events occur, to establish alarm text for alarm events, and to define custom
fields for maintaining additional information on users who have access to a facility. New Administrators as well
as additional Administrator Roles are managed from this section. Threat level management, if active, is
controlled from this section. The Cards section manages card formats and badging. The Devices section lets
System Account Administrators manage doors, devices, control panels, and DVRs associated with the building,
as well as antipassback administration. The Scheduling section provides Administrators the ability to manage
specific periods of time during which a device might be accessed or operated. The Dashboard section allows
the creation of maps/floorplans and for the display and creation of filters.

The System section is used to configure and monitor system operations, including licensing, database
backups, firmware upgrades, and data imports.

At the top of each page you will also find:
A Help link that transfers you to Brivo’s help documentation.

A Log Out button at the end of the section menu bar that allows you to exit Brivo OnSite Server in a secure
manner.

A Threat Level icon that allows the user to change the threat level of the account, provided the individual
logged in has the privilege to use this function.
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NOTE::

Individuals with access to Brivo OnSite Server are referred to as
Administrators. Administrators have varying levels of control as
described in the Administrator Roles section.

Individuals with access to a facility who cannot log in to Brivo OnSite
Server are referred to as Users.
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Brivo OnSite Server

Brivo OnSite Server is an access control appliance and software interface that is compatible with Brivo
ACS5000-A control panels, as well as other compatible control panels.

Local Administrator Access

ACS OnSite Panel Brivo OnSite Server
[-m- : =
1
_

Optional Remote Access

)

Internet

Figure 1.  Brivo OnSite Server
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Brivo ACS5000-S control panels in Client Mode

A Brivo ACS5000-S panel is in Client Mode when it has been connected to a Brivo OnSite Server appliance and
therefore becomes integrated into the Brivo OnSite Server system.

Brivo OnSite Server Browser

5

LAN

@brivo @brivo

ACS5000-S ACS5000S
Client Mode Client Mode

Figure 2.  Brivo ACS5000-S Client Mode

WARNING: Brivo ACS5000-S Firmware Changes

Once a Brivo ACS5000-S panel has been connected to a Brivo OnSite Server
appliance, its firmware has replaced and it can no longer function as an
independent panel.

NOTE:

The majority of this document assumes you have a single System
Account. For a description of how Brivo OnSite Server operates
differently when Tenant Accounts are defined, see the Tenant Accounts

Section.
6 In situations where only one business occupies a building, security is
managed via a single System Account. If, however, there are multiple
businesses leasing portions of a building, the System Account can be
used to manage building-wide security, while individual Tenant Accounts
are created for each business, enabling them to manage their own
internal security.
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Browser Requirements

You can use any standard Web browser to access the interface. Note that video playback functionality may
vary by DVR type. Please see specific DVR driver documentation for more information.

The interface uses cookies to preserve session information. If your browser disallows cookies, the interface will
not function properly.

The interface uses JavaScript to validate form data, control navigation and display images. If your browser has
scripting disabled, the interface will not function properly.

Some functional elements appear in pop-up windows. If you have installed software that blocks pop-up
windows, the interface will not function properly.
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Main Features of the Brivo OnSite Server
Application runs locally on the Brivo OnSite Server access control appliance
Up to 500,002 users

Up to 1,000 readers/doors

Customizable administrator roles

Supports the ability to add control panels and Edge devices
Supports Digital Video Playback with supported DVRs
Supports an integrated badging application

Supports interactive maps and floorplans

Supports varied threat levels for increased security
Supports global antipassback

Supports mustering

Supports reporting

Supports guard tours
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This section describes the basic operation of the Brivo OnSite Server series in an IP network environment.

First, the network requirements are identified. Next, the steps for accessing Brivo OnSite Server are outlined.
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Networking Requirements

Brivo OnSite Server with multiple Brivo ACS5000-A panels on a single LAN

The following network requirements are applicable to a system in which a Brivo OnSite Server appliance is
managing one or more Brivo ACS5000-A control panels on a single LAN (i.e., a single IP subnet or address
space), as shown in the figure below.

Brivo OnSite Server

I
(&)
Il

10/100
EthernetSwitch

ACS5000-A
Control
Panels

Figure 3.  Brivo OnSite Server on a single LAN

Requirements Comment

Ethernet 10/100 Base T LAN CAT5 Cabling with RJ45 Connectors

Most hubs and switches default to auto-

Ethernet Hub/Switch set to Auto-Negotiate negotiate, which is the preferred setting.

A static IP address is required for the Brivo
OnSite Server appliance. Consult your local
network administrator for a suitable static IP
address for the appliance.

The Brivo ACS5000-A panels being controlled
by the Brivo OnSite Server appliance may be
configured with either DHCP or a static IP
address. Please see the local network
administrator for a preferred configuration for
these settings.

IP Addressing - Brivo OnSite Server

IP Addressing - Brivo ACS5000-A

The existence of a proxy on the LAN is not
relevant to the Brivo OnSite Server because it
is a Web server; however, outside access to
the appliance may require the end user to be
aware of proxy settings for proper behavior of
his/her browser. Consult your local network
administrator for further information about
proxy settings.

Proxy (not required)

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’'s Manual

Page 20 of 324

Brivo OnSite Server with multiple Brivo ACS5000-A panels on multiple LANs

The following network requirements are applicable to a system in which a Brivo OnSite Server appliance is
managing one or more Brivo ACS5000-A control panels on multiple LANSs (i.e., typically multiple sites, each with
their own connection to the Internet or a corporate WAN) as shown in the figure below.

Brivo OnSite Server

(G)

()25

ey — TS
etnemetswicn (AR

Router

ACS5000-A
Control
Panels

10/100
Ethemet Switch

o — =

Router |

Figure 4.  Brivo OnSite Server with Multiple Panels on Multiple LANs

The following requirements for a multi-site Brivo OnSite Server network are in addition to the requirements for

a single LAN.

Requirements

Comment

Site-to-site (LAN-to-LAN) connectivity

The sites where the Brivo OnSite Server and
Brivo ACS5000-A equipment is located must
all be able to connect to a common
networking environment such as the Internet
or a corporate WAN.

IP routing

There must be an IP route established
between the sites where the Brivo OnSite
Server equipment is located. This must be
performed by the network administrator for
those sites. Typical approaches include
VPNs, public IP addresses, port forwarding,
etc. Contact the network administrator to
determine the proper configuration.
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Adding a Brivo ACS5000-A to Brivo OnSite Server

The Brivo OnSite Server appliance can support up to as many control panels as necessary for their full reader
capacity. The panels can be a mix of Brivo ACS5000-A control panels with up to fourteen expansion boards
each and Edge devices.

In either case, the panels or Edge device must be individually configured with the IP address of the Brivo
OnSite Server appliance it will get data from.

In order to configure a panel or device, you will need the following:

* A network connection to the panel or device
* The IP address of the Brivo OnSite Server appliance

Refer to the documentation for the Brivo OnSite or Edge Device with Brivo Plug-In for instructions on network
access to those devices.

The IP address of the Brivo OnSite Server appliance is available from the System Administrator.
To configure the panel or device to connect to a Brivo OnSite panel or Edge device, do the following:

1. Open http://ip-address/cgi-bin/server.cgi in a browser, where ip-address is the address of the
panel or device you are configuring.

2. Inthe Server IP Address box, enter the IP address of the Brivo OnSite Server appliance from
where the panel or device will retrieve data.

Brivo OnSite Server Settings

Please enter the IP address of the Brivo OnSite Server that this panel should connect to.
The panel will contact the configured server and download firmware, then install that firmware.
Warning: All data is erased from the panel, and it becomes a client of the configured server.

Server |IP Address
Save
Figure 5.  Brivo ACS5000-S Client Mode

3. Click Save.

The panel or device will connect to the server and retrieve whatever firmware/settings are necessary.

WARNING: Do not interrupt the process once started. If you make a
mistake, let the process finish before attempting to correct. Interrupting
the installation of new firmware can damage the panel or device
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Adding a Brivo ACS5000-S panel using manual handshake mode

Usually, Panel Discovery is the primary method by which Brivo OnSite Server detects and adds new panels.
However, there are times when complex networking setups (firewalls, WANs) do not allow for this. A secondary
manual handshake process with instructions listed below allows for a panel to be added to Brivo OnSite Server
in situations where Panel Discovery is not used. A laptop will be required for this process.

1. Plug the laptop into the ADMIN port on the main board of the Brivo ACS5000-S panel.

1. Power the laptop on.

2. The panel must use firmware version 1.1.1 or later. If the panel has 1.1.1 or later, proceed to
step 4. If not, to upgrade:

3
4.
5

6.

g)

Open browser to “onsite.brivo.com”

Enter admin into the username field and click Login.

Click the link that says “Click here if you have an ACS Onsite backup file you wish to restore.”
Click the Upgrade Firmware option from the navigation menu on the left.

Click the Export Data button, and click “Cancel” on the “Save As” dialog box that pops up.

Click the Browse button and select the brivo-onsite-1.1.1.bin file downloaded from
www.brivo.com

Click Upgrade. The upgrade process will take a few minutes.

Open your browser to http://onsite.brivo.com/cgi-bin/server.cgi

Enter the IP Address of the appliance into the field on the page.
Click Save.

The system will take a few minutes to handshake with the Brivo OnSite Server appliance.

The Brivo ACS5000-S has now been configured to operate with the Brivo OnSite Server appliance.
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Accessing Brivo OnSite Server
This section describes how to connect to the Brivo OnSite Server appliance.
In order to access Brivo OnSite Server you will need to:

¢ Connect a laptop to the Brivo OnSite Server appliance

* Set a static IP address

Alternately, you can use the Brivo OnSite Server Console Interface to configure a static IP address. To do this
you will need to:

* Connect a monitor and keyboard to the Brivo OnSite Server appliance

e Set a static IP address

Connecting to the Brivo OnSite Server appliance from Laptop:
The Brivo OnSite Server will boot with a static IP address of: 169.254.242.207.
You will need to:

1. Connect your laptop to Ethernet Port 1 (clearly labeled) on the back of the appliance.

x16 PCle Slot 2 USB Ports

— _— R e —— z_—."“:z, B
> -"3’ - _-_;!,1;!"_Jr;JJ-'.l;JZ‘D §

e ——
n S

Serial Port | E-SATA Port Non-Redundant
VGAPot  2x100/1000 Power Supply
Ethernet Ports

Figure 6.  Back of Brivo OnSite Server appliance

2. Your laptop should default to an appropriate address on this same network (i.e.,
169.254.xxx.xxx); if it does not, please use the manual networking settings tools on your laptop
to configure it to an address on the 169.254 .xxx.xxx network).

3. Log on to your laptop and open a browser to http://169.254.xxx.xxx to access Brivo OnSite
Server.

4. See the Configuring the Network section for information on how to assign a static IP address for
the LAN.

Direct console:

The Brivo OnSite Server appliance supports a USB keyboard and monitor to present a basic network
configuration console-based interface. It is generally necessary to configure a static IP address for the Brivo
OnSite Server appliance. The Network Settings dialog prompts for static address parameters.
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NOTE:

If DHCP is required, please use the initial static IP address for the
appliance to log into the main application and select DHCP addressing.

1. Connect a VGA monitor and keyboard to appropriate ports on the Brivo OnSite Server appliance

2. Log in with username “admin” and no password (for first login) or use the initially configured
admin password.

To set a static IP address for the LAN, select Network Settings from the main menu.

Enter the appropriate IP address information.

Network Settings

IP Address

Netmask

Gateway

Primary DNS .
Secondary DNS jherfic: Rl i}

< 0K > <Cancel>

Figure 7.  Brivo OnSite Server direct console static IP setup

5. Press Enter to save settings.
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The Home page is the initial page displayed after logging into the interface. The Home page provides a list of
Common Tasks and Reports available to the Administrator. The contents of these lists can change dependent
upon the permissions of the Administrator as defined by their Administrator Role. For example, if an
administrator could not add new cards, the Add New Cards link would not appear in the Common Tasks list.
For more information on the setup and defining of Administrators and Administrator Roles, see the Accounts
chapter.

Logout | Help

©brivo.

Brivo OnSite Server
a Logged in: James Finnerty Change Threat Level

1& Welcome to Brivo OnSite Server

Common Tasks Reports

View Dashboard None

=
=

@ Add User
% Add New Credential
% Run Activity Report
@ Run Muster Report

@ Change Password

B Make System Backup

o4 System Status

Figure 8. Home Page for Brivo OnSite Server
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The Status Page provides a two-fold administrative functionality for monitoring and controlling the output
behavior of programmable system devices, as well as the monitoring of live device maps and floorplans.

On the Dashboard itself, the left side of the Dashboard page displays the Activity, Alarm Console (if enabled),
and Swipe & Show tabs. The Activity tab is a dynamic system Activity Log that automatically refreshes in three
seconds or less with the most recent events in reverse chronological order (i.e., most recent event at the top;
earliest event at the bottom) and associates these events with a time-stamp and the name of the device
involved. The Alarm Console tab (if enabled) shows the time and date stamp for any alarm events as well as
the device linked to the alarm event and a button to acknowledge the alarm event. The Swipe & Show tab
shows the last eight credentials swiped at a selected device along with any picture associated with the
credential holder. The right side of the Dashboard page displays the Device Status, Hardware Status, and
Schedule Status tabs. The Device Status tab lists system devices in alphabetical order, along with their
lock/unlock status. The Hardware Status tab lists the connection status of control panels associated with the
account. The Schedule Status tab lists schedules that are configured as group activated. For Administrators
configured to use it, the Device Status and Schedule Status lists also provides corresponding command button
mechanisms to control the output behaviors of specific devices or schedules.

On the Edit Device page, system devices must be configured for an output behavior of Pulse, Latch or Unlatch
and have the Control from browser option checked to be controllable from the Device Status list on the
Dashboard page. System devices configured for an output behavior of Follow are not controllable from the
Dashboard page.

There is a Status feature on the Dashboard that allows the user to see the physical position of the door as
open or closed, live video (if cameras and DVRs are configured), as well as customized, color-coded messages
for programmable devices. Programmable devices are described in the section on Live Status in the chapter on
Devices.

There is a Change Threat Level icon that enables certain Administrators to change the current threat level. For
more information, see the chapter on Threat Levels.

Users can control which device status is displayed on the Device Status section of the Dashboard by creating
Display Filters. For more information, see the section on Using Activity Filters.
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Browsing the Dashboard

The Dashboard page provides a dynamic system activity log that automatically refreshes periodically with the
most recent events (such as when a door is accessed or a device is activated), along with the corresponding
time-stamp and device name. Administrators with appropriate permissions can view all system activity entries
displayed on the Dashboard page.

To view the Dashboard page:

From any other page in the system, click the Status link from the dropdown menu and select Dashboard to
access the Dashboard page.

3 Logged in: John Smith Change Threat Level
Fvome | siatus ~{ stoy -] users ~{ Contguraton ~
. 7 Dashboard Fiter. [(none) v
1R
Activity Alarm Console (1) = Swipe & Show Device Status Hardware Status = Schedule Status
Time Event Device Name Status
<3
Z’:J Xavier Blaisley Front Entrance Front Entrance Closed / Locked Pulse <
944 Fa;\f} -;!’.C«"S“.- Thomas Edwards (Not in allowed Front Entrance @ From Entrance Camera Available Live Video
am schedule
943 vril Finch Front Entrance 9 Side Entrance Closed / Locked Pulse
am
<9
2;3 David Thompson Front Entrance
943 : Front Entrance <
— Anne Davis

Figure 9.  View Dashboard and Live Status

Details displayed include:
e Activity
o Time. The time at which the event occurred.
o Event. The type of system activity event. There are three types of events that may be listed.

i. Standard device-related events are shown in black. This includes such occurrences
as a door unlocking according to schedule or a timer-driven device turning itself on.

ii. For user access events, such as an authorized user entering a valid PIN, the user’s
name is listed in blue. Clicking on a user name takes you to the corresponding User
Detail page.

iii. Alarms and alert events, such as Door Forced Open or Failed Access Attempt
messages are displayed in red.

o Device. The device at which the event occurred. Clicking the device name takes you to the
corresponding Device Details page.

e Alarm Console

o Bulk Alarm Acknowledge Checkbox. Located to the far left of the screen next to the Time
header, this checkbox allows the administrator to select all current alarm events.

o Alarm Acknowledge Checkbox. Located to the left of each alarm event, this checkbox allows
the administrator to select an event(s).

o Time. The time when the event occurred.

o Event. The alarm or alert system activity event, such as Door Forced Open or Failed Access
Attempts.
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o Details. The device where the alarm event occurred and if multiple alarms have occurred in
the same location, the number of events will follow the location in parentheses.

o Acknowledge. Shows the number of selected alarm events and links to the Alarm Details
popup window. At least one alarm must be selected for the Acknowledge link to work.

o Additional Information (+). This button calls up the Alarm Details popup window for a specific
alarm event, discussed further in the Alarm Text section below.

¢ Swipe & Show
o User. The user name as well as the date and time of the swipe event.

o Device. A link to select which device to monitor in the upper right corner of the Swipe & Show
display area.

o Photo. A display of the photo on record pulled from the user profile. If no photo is available,
the Default User Icon is presented.

o Image Gallery. Shows the last eight valid credential reads displaying the user name, time and
date stamp, and photo on record from the user profile. If no photo is available, the Default
User Icon is presented.

NOTE:

With systems that have large amounts of data, the Brivo OnSite Server
will begin to immediately populate the device status, hardware status,
and schedule status pages but may take some time to completely finish
loading all devices, hardware, and schedules.

Device Status

o Name. The name of the logical device configured for use at your installation. Clicking the
device name takes you to the corresponding Device Details page. In the case of Guard Tours,
clicking on the arrow icon will expand or close the details of the Guard Tour.

o Status. The current output behavior status of the logical device configured for use at your
installation. (The status of devices configured for an output behavior of Follow will not be
displayed.)

o If appropriate, buttons to control the state of the device will appear as well.
o If applicable, previously created Display Filters will be accessible via a dropdown list.
* Hardware Status

o Name. The name of the control panel, or an indication that the panel has not been
configured.

o Panel ID. The unique identifier that separates this panel from all others in the system. Might
be blank if a control panel has been configured, but has not yet been given a physical Panel
ID to be associated with.

o Status. The connection status of the panel and its IP address if connected.

o Note: Additional information may appear in the event that a panel requires upgrade or other
circumstances.

e Schedule Status

o Name. The name of the schedule. Clicking the schedule name takes you to the
corresponding Schedule Details page.

o Status. The current status of the schedule, showing either not activated or activated until the
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date and time the schedule ends.

o Buttons to control the state of the schedule.

Administrators with appropriate permissions can:

Select a filter from the dropdown list in order to control which device status is displayed on Device Status
section of the Dashboard.

View the most recent activity events in the Activity list on the Dashboard page.
Click a user name in the Activity list on the Dashboard page to access the corresponding User Details page.

Click a device name in the Device Status list on the Dashboard page to access the associated Device Details
page.
View and acknowledge alarm events on the Alarm Console page of the Dashboard.

View the Swipe & Show gallery and see the last valid access event (with photo, time, and date) as well as click
on a gallery photo image to call up that previous valid access event (with photo, time, and date).
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Managing the Dashboard

Practically speaking, the Dashboard page is intended to give Administrators more immediate control over their
installation environment. The Pulse feature provides a standard remote “buzz-through” access on doors for
authorized users who may have forgotten their credential, entered a PIN incorrectly several times, or attempted
entry out-of-schedule. The Latch/Unlatch toggle feature allows Administrators to intentionally latch or unlatch a
programmable device that is configured for that output behavior. The Lock Early/Unlock Early/Follow Schedule
feature allows Administrators to manually override a door locking schedule to allow/disallow access under
certain special circumstances.

Using the Dashboard’s Pulse Feature

The Dashboard’s Pulse feature provides a standard remote “buzz-through” access on doors for authorized
users.

1. To pulse a device, click the Pulse button associated with it on the Dashboard's Device Status list.
The system displays the Device output pulsed dialog box.

2. Click OK to acknowledge the dialog. Within a few seconds, an event entry similar to the example
shown below displays at the top of the Dashboard's Activity list.

Time Event Device
10:48 am Device activated by admin: Janet Viera front door

Figure 10. Dashboard Activity List — Pulse Event Entry

Using the Dashboard’s Latch/Unlatch Feature

The Dashboard’s Latch/Unlatch toggle feature allows Administrators to intentionally latch or unlatch a
programmable device that is configured for that output behavior.

1. To latch a device, click the Latch button associated with it on the Dashboard's Device Status list.
The system displays the Device output latched dialog box.

2. Click OK to acknowledge the dialog. Within a few seconds, an event entry similar to the example
shown below is displayed at the top of the Dashboard's Activity list.

Time Event Device
10:35 am OUTD_UN:atCth hy admin: Lisa Server Room Temp
Dominci Sensor

Figure 11. Dashboard Activity List — Latch Event Entry

3. To unlatch the device, click the Unlatch button associated with it on the Dashboard's Device
Status list. The system displays the Device output unlatched dialog box.

4. Click OK to acknowledge the dialog. Within a few seconds an event entry similar to the example
shown below display at the top of the Dashboard's Activity list.
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Time Event Device
10:36 am Outppt qnlatched by admin: Lisa Server Room Temp
Dominci Sensor

Figure 12. Dashboard Activity List — Unlatch Event Entry

Using the Dashboard’s Lock Early/Unlock Early/Follow Schedule Feature

The Dashboard’s Lock Early/Unlock Early/Follow Schedule feature allows administrators to manually override a
door timer schedule to allow/disallow access under certain special circumstances. When desired, the
Administrator can then return the door device to its normal lock/unlock schedule.

NOTE:

Doors or devices that are overridden will only remain overridden until
the next scheduled event in the schedule, either to engage (lock) or to
disengage (unlock). The device or door still follows its schedule on the
next appropriate schedule block.

1. To lock a door before its normal scheduled time, click the Lock Early button associated with it on
the Dashboard's Device Status list. The system displays the Door locked ahead of schedule
dialog box.

2. Click OK to acknowledge the dialog. Within a few seconds an event entry similar to the example
shown below display at the top of the Dashboard's Activity list.

Time Event Device
10:36 am Door_logked ahead of schedule: Lisa Eront Door
Dominci

Figure 13. Dashboard Activity List — Door Locked Event Entry

3. To unlock a door before its normal scheduled time, click the Unlock Early button associated with
it on the Dashboard's Device Status list. The system displays the Door unlocked ahead of
schedule dialog box.

4. Click OK to acknowledge the dialog. Within a few seconds an event entry similar to the example
shown below display at the top of the Dashboard's Activity list.

5. The “Activate Devices” field does not default to appear checked. You must check this box to
allow this Administrator to activate devices from the Dashboard.

Time Event Device

Door unlocked ahead of schedule:

(AT a Lisa Dominci

Lobby Door

Figure 14. Dashboard Activity List — Door Unlocked Event Entry

6. To return a door to its normal lock/unlock schedule, click the Follow Schedule button associated
with it on the Dashboard's Device Status list. The system displays the Door returned to following
configured unlock schedule dialog box.

7. Click OK to acknowledge the dialog. Within a few seconds, an event entry similar to the example
shown below display at the top of the Dashboard's Activity list.
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Time Event Device
1038 am Doorreturnedto'fol_lowinu c_omjgured Front Door
unlock schedule: Lisa Dominci

Figure 15. Dashboard Activity List: Door Returned to Unlock Schedule

To select a filter for devices displayed on the Dashboard
1. From the Status link at the top of any page, click on the Dashboard link.

2. Select a filter from the dropdown list next to Filter.

Filter. |Only Front Entrance Entries |

Figure 16. Dashboard Display Filter
3. The corresponding device status for the selected filter will display. For more information on how
to create a filter, refer to the section on Using Display Filters.
Using the Dashboard’s Alarm Console Feature

The Dashboard’s Alarm Console feature allows administrators to view and acknowledge alarm events either
individually or in bulk. When desired, the administrator can enter messages about alarm events on the alarm
details page, acknowledging the alarm, updating it for future review, or clearing them from the alarm console
depending upon the type of alarm event.

To enable the Alarm Console

1. From the Configuration dropdown menu, choose the Accounts tab and click on the Accounts link.
The list of Accounts will appear.

2. Select the account where you want to activate Alarm Console. The Edit Account Details page
appears.

Click Edit at the bottom of the Account Details page.
Check the Enable checkbox under Alarm Console Settings.

If you only want alarms generated during a specific schedule to appear on the alarm console and
require acknowledgement, you may select a schedule from the dropdown menu next to Alarm
Active Schedule.

6. If you wish to assign a priority system to alarm events, you may input an Alarm Priority Minimum
and Alarm Priority Maximum as a numeric range.

7. You may ignore Threat Levels or select under what Threat level conditions the device will report
alarm events.
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8. Click Save.

To enable Alarm for Control Panels

1. From the Configuration dropdown menu, choose the Accounts tab and click on the Accounts link.
The list of Accounts will appear.

2. Select the account where you want to activate Alarm Console. The Edit Account Details page
appears.

Click Edit at the bottom of the Account Details page.

If you want specific instruction text to appear when an alarm event for a control panel occurs,
select from the Instruction Text dropdown menu. See the Alarm Text section of the manual on
how to create instruction text.

5. You may assign an Alarm Priority to alarm events for control panels.

Click Save.
3 Logged in: John Smith
[“Home | Status ~ | istory -] Users ~ | Contouraton ~ | System ~]
3 Edit Account Details

Name Brvo EZ Storage
Main Contact  john Smith

Address 123 Anywhere

Bethesda, MD

Phone 301-555-1212
Email john smith@brivo.com
Threat Levels

Enable Threat Levels (V]

Alarm Console Settings

Enable [v]
Alarm Active Schedule (none) v

Alarm Priority Minimum

Alarm Priority Maximum 10

Alarms active when the threat level is

Ignore v

Alarm for Control Panels

Instruction Text (none) v
Alarm Priority 5

Cancel

Figure 17. Alarm Console Settings
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What is Alarm Text?

Alarm Text allows administrators with appropriate permissions to create instructions for alarm events and
precanned acknowledgements for use when reviewing and acknowledging alarm events.

To create new Alarm Text

1. From the Configuration dropdown menu, choose the Accounts tab and click on the Alarm Text
link. The Alarm Text list will appear.

2. Click on the Create New Alarm Text button.

3. Select the Type of alarm text you would like to generate from the dropdown menu.

4. Type in a Summary to describe the alarm text.

5. Enter the Text of the alarm text into the provided field.

6. Click Save.
3 Logged in: John Smith
“Home | Sttus - tsiory -] Users ~] Contguraton ~ | System ~
gg. Edit Alarm Text

Type |Precanned Acknowledgement v
Summary Checked

Text Invesctigated alarm event.

Save Cancel

Figure 18. Creating an Alarm Text Message

To acknowledge, update, or clear an Alarm Event(s)

1. From the Dashboard, click on the Alarm Console tab. The Alarm Console section of the
Dashboard displays all the listed alarm events.

2. Select a single alarm event by checking the checkbox on the left next to the single alarm event,
or you may select all events by checking the checkbox next to Time at the top of the Alarm
Console tab.

Click the + button or the Bulk link above it to take you to the Alarm Details popup window.

If desired, select a precanned acknowledgement from the Canned Message dropdown menu or
simply enter information into the Message text field below.

5. To update an alarm event, click the Update Alarm button. This returns you to the Alarm Console
dashboard, and an Alarm Updated message appears in the activity log along with any message
entered into the Message text field.

6. To acknowledge an alarm event, click the Acknowledge Alarm button. You are returned to the
Alarm Console dashboard, and an Alarm Acknowledged message appears in the activity log along
with any message entered into the Message text field.

7. To clear an alarm event, click the Clear Alarm button. You are returned to the Alarm Console
dashboard, and an Alarm Cleared message appears in red in the activity log, along with any
message entered into the Message field.
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NOTE: Clearing Alarms

Clearing an alarm removes an alarm event that is still not in its normal
State off of the alarm console. For example, normally a door ajar alarm
stays on the console until it is both acknowledged and the door is
closed again. If you want to remove the alarm event before actually
closing the door, you can acknowledge the alarm event, then bring up
the Alarm Details popup window again and press the Clear Alarm
button, which will forcibly remove the alarm event from the alarm
console.

Alarm Details

Time Event Details

10/11/2010 1:03 pm Failed access: Unassigned or revoked card Side Entrance

Canned Message Custom Message v
Message sent Security Guard to investigate. 1:05
e

[ Update Alarm ][ Acknowledge Alarm ] { Cancel ]

Figure 19. Alarm Update/Acknowledgement

Alarm Details

Time Event Details
10/19/2010 1:35 pm Door left ajar Front Entrance
Time Message
10/19/2010 1:35 pm Alarm Acknowledged by John Smith

Canned Message Custom Message ¥
Message

[ Update Alarm H Clear Alarm J l Cancel J

Figure 20. Alarm Clear

Enabling Alarm Events for Doors, Valid Credential Devices, and Elevators

An administrator with appropriate permissions can enable alarm events for doors, valid credential devices, and
elevators by defining the privileges on the Edit Device page. This allows failed access events to appear as
alarms, as well as allowing the combination of multiple alarm events of the same type into a single reported
alarm event.
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To enable alarm events for doors, valid credential devices, and elevators

1. From the Configuration dropdown menu, choose the Devices tab and then click on Devices. If you
are enabling an existing device to use Alarm Console, simply click on the device you wish to
enable and click Edit at the bottom of the Device Details page, then skip to step 5.

Click on the Create New Device button.

3. Select the Type of device from the dropdown menu, choosing Door, Valid Credential Device, or
Elevator.

4. Select a Subtype if you wish to make this a device profile.

In the Alarm Console Settings section of the page, check the Include failed access as alarm
checkbox if you wish to include failed access events as alarm events.

6. Check the Combine Alarms checkbox if you wish to combine multiple alarm events of the same
type into a single reported alarm event.

Enter Instruction text if desired.
Enter an Alarm Priority if desired.

Select an Alarm Active Schedule from the dropdown menu if desired. If a schedule is selected
here, the alarm events will appear during the selected schedule as well as during any selected
schedule under the Alarm Console Settings for the entire account.

10. You may ignore Threat Levels or select under what Threat level conditions the device will report
alarm events.

11. Click Save.

Alarm Console Settings

Include failed accessas [ ]
alarm

Combine Alarms [ ]
Instruction Text |(none) v
Alarm Priority g
Alarm Active Schedule (none) v

Alarms active when the threat level is

Ignore M

Figure 21. Alarm Console Settings for Doors, Valid Credential Devices, and Elevators

Enabling Alarm Events for Event Triggers, Input Switches, and Schedule Controlled Devices

An administrator with appropriate permissions can enable alarm events for event triggers, input switches,
schedule controlled devices, and muster points by defining the privileges on the Edit Device page. This allows
standard events to appear as alarms, as well as allowing the combination of multiple alarm events of the same
type into a single reported alarm event.

To enable alarm events for event triggers, input switches, and schedule controlled devices

1. From the Configuration dropdown menu, choose the Devices tab then click on the Devices link. If
you are enabling an existing device to use Alarm Console, simply click on the device you wish to
enable and click Edit at the bottom of the Device Details page, then skip to step 5.
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10.

11.

Click on the Create New Device button.

Select the Type of device from the dropdown menu, choosing event trigger, input switch,
schedule controlled device, or muster point.

Select a Subtype if you want to make this a device profile.

In the Alarm Console Settings section of the page, check the Standard events as alarm checkbox
if you wish to include standard events as alarm events.

Check the Combine Alarms checkbox if you wish to combine multiple alarm events of the same
type into a single reported alarm event.

Enter Instruction text if desired.
Enter an Alarm Priority if desired.

Select an Alarm Active Schedule from the dropdown menu if desired. If a schedule is selected
here, the alarm events will appear during the selected schedule as well as during any selected
schedule under the Alarm Console Settings for the entire account.

You may ignore Threat Levels or select under what Threat level conditions the device will report
alarm events.

Click Save.

Alarm Console Settings

Standard events as alarm [ ]
Combine Alarms [ ]
Instruction Text |(none) v
Alarm Priority |
Alarm Active Schedule |(none) v

Alarms active when the threat level is
Ignore b

Figure 22.  Settings for Event Triggers, Input Switches, Etc.

Using the Dashboard’s Swipe & Show feature

The Dashboard’s Swipe & Show feature allows administrators to view valid credential events at a selected
device, seeing the current and the seven previous events. When desired, the administrator can select any of
the photos in the gallery and call up the photo, time, and date of that particular valid credential event.

To use Swipe & Show

1.
2.
3.

From the Status dropdown menu, select Dashboard.
Click on the Swipe & Show tab of the Dashboard.

Click on the Select Device link in the upper right hand corner of the Swipe & Show section. The
Select Device popup window appears.

Choose a device from the available list by clicking on it. You are returned to the Swipe & Show
page.

The last valid credential device read displays the user name, as well as the time and date stamp
of the read, along with the photo image attached to the user profile.
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6. The last eight valid credential device reads along with their respective photo images display
along the bottom of the page. Selecting any of the images from the gallery at the bottom recalls
the user photo and the time and date of last access.

7. As new valid credential reads occur, the oldest image is removed and the newest image is placed
at the beginning of the line.

_ Activity _ Alarm Console ~ Swipe & Show
Vincent Abernathy (3:45 pm 10/12/2010) Front Entrance

sajfRdel

Figure 23. Swipe & Show display
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Using Display Filters

Brivo OnSite Server allows users to control the devices for which status displayed on the Device Status section
of Dashboard by creating Display Filters.

To view filters
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Dashboard link, click Display Filters. The Display Filters page displays.

&Logged in: John Smith  Active Account: New York Plaza Change Threat Level
fe=
;] Filters
1-10f1 Create New Filter
Name
Only Front Entrance Entries

Figure 24.  Filters

3. To view the details for a particular filter, click on the filter's name. The Filter Details page

displays.
& Logged in: John Smith
| Home | status ~| History ~ [ users ~ [ Configuration ~ | System ~ |
Filter Details
Only Front Entrance Entries

Selected Devices

New York Lobby Entrance

Figure 25.  Filter Details

To create a filter
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Dashboard link, click Display Filters. The Display Filters page displays.
3. Click “Create New Filter” at the top of the page. The “Edit Filter” page will display.
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3 Logged in: John Smith
T T T T A T
=
] Edit Filter

Name

Selected Devices

v A

| save | | Cancel

Figure 26. Create New Filter

4. Inthe field next to “Name,” enter a name for the filter.

5. Click v to select which device(s) will appear in the filter. A popup list will appear. Select each
new device to add to the filter which will then appear in the Selected Devices box.

6. Click Save. You are returned to the Filter Details page.

To edit a filter
1. Scroll over the Configuration link. The sub-navigation menu displays.
From the Dashboard link, click Display Filters. The Display Filters page displays.
Click the filter you wish to edit. The Filter Details page displays.
Click “Edit Filter” at the bottom of the page. The “Edit Filter” page will display.

ok 0N

When you have finished making changes to the filter, click Save. You are returned to the Filter
Details page.
To delete a filter
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Dashboard link, click Display Filters. The Display Filters page displays.
3. Click the filter you wish to delete. The Filter Details page displays.
4

Click “Delete” at the bottom of the page. Click OK in the confirmation prompt. You are returned
to the Filters page.
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Live Map/Floorplan
Once a map/floorplan has been created, icons added, and regions established, then an administrator with
appropriate permissions can utilize the Live Map feature under the Dashboard link.
To use the Live Map feature:
1. Scroll over the Status link. The sub-navigation menu displays.

2. From the sub-navigation menu, click the Maps/Floorplans link. A popup window with a list of
map names appears. Select the map you wish to use.

3. The Live Map page will appear with the icons and regions in their current states (either normal or
alarm).

NOTE:

An icon representing a programmable device or door will appear as its
normal color (default is green) if in a normal state (such as unlocked or
locked). The icon will switch to its alarm color (default red) if in an
alarm state such as door ajar or wire cut.

4. To interact with a device, scroll over the icon representing that device. The name and current
status of the device will appear in a popup window.

5. If the device can be controlled via the browser, if you click on the icon, a button will appear (for
example, Pulse for a door).

6. Zoom - to zoom in, out, or reset the default size of the live map, there are three buttons in the
upper right hand corner of the screen (+), (-), and (fit).

7. Choose Map - to choose a new map for live view, click on the Choose Map button and a popup
window with available maps will appear. Select the map you wish to view live and you are
returned to the Live Map page.

2 Logged in: John Smith
[ome Y Status ~ Hstory~ “vsers 1 Connouraton ~] Sysiem ~
ﬂ' Live Map
Office Map 2oom (=] (=] (] [(Choose Map
OFFICE B OFFICE A
———— l

e

CO-WORKING
SPACE

PRINT / COPY %
N\ & KITCHENETTE

Figure 27. View Live Map
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What is Activity?

Brivo OnSite Server tracks the operation of all system devices, such as when a door is unlocked or when a
relay is engaged. It is also tracks the actions of all Administrators. For example, whenever a new account is
created, or an Administrator is assigned to an account, these actions are recorded in the Administrative
Journal. Likewise, whenever a new user, device or schedule is created, edited, or deleted in the system, those
changes are recorded. In this way, Brivo OnSite Server lets you track what actions were performed by whom
and when.
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Browsing the System Activity Log

The System Activity provides a complete list of events for a given day, such as when a door is accessed or a
device is activated. Administrators with appropriate permissions can view all activity entries.

To view the System Activity page:

From any other page in the system, scroll over the History link, and then the Activity link. Select System Activity
from the sub-navigation menu to access the System Activity page.

3 Llogged in: John Smith  Active Account: New York Plaza
Fome 1 iats ~] Hstory ~ ] Users ~ Conturaton ~] Sytem ~
=
= System Activity - 01/21/11
View Date E] 01721/11 K |

Time Event Device

11:25am  Olivia MacDonald New York Lobby Entrance <
11:25am  Kevin Groves New York Lobby Entrance O
11:25am  Vincent Abernathy New York Lobby Entrance <
11:25am  George Bennett New York Lobby Entrance <2
11:25am  Nancy DeWitt New York Lobby Entrance <
1124 am  Joan Walcott New York Lobby Entrance <@
11:24 am  Henry Wilson New York Lobby Entrance <
11:24 am  Quincy Hellerton New York Lobby Entrance 0
11:24 am  Failed access: Unknown card (value: 2001c0190 length:34 New York Lobby Entrance <
1124 am  David Thompson New York Lobby Entrance 9
11:24 am  Failed access: Unknown card (value: 26¢ length:13) New York Lobby Entrance <
11:24 am  Failed access: Unknown card (value: a30 length:12) New York Lobby Entrance @
11:23am  Anne Davis New York Lobby Entrance <
11:23am  Failed access Thomas Edwards (No permission at this device) New York Lobby Entrance <0
11:23 am  Failed access: Xavier Blaisley (User zone: Inside. Reader zone: None) Antipassback wolation New York Lobby Entrance <
11:23am  Failed access: Unknown card (value: 2c¢81d52 length 26) New York Lobby Entrance <

Figure 28. View System Activity Log

Details displayed include:
* Time. The time at which the event occurred.
* Event. The type of access events. There are three types of events that may be listed.

o Standard device-related events are shown in black. This includes such occurrences as a door
unlocking according to schedule or a timer-driven device turning itself on.

o For user access events, such as an authorized user entering a valid PIN, the user's nameis listed in
blue. Clicking on a user name takes you to the corresponding User Detail page.

o Alarms and alert events, such as Door Forced Open or Failed Access Attempt messages are
displayed in red.

* Device. The device at which the event occurred. Clicking the device name takes you to the
corresponding Details page.
Administrators with appropriate permissions can:
View events that occurred on a specific date

o Click << in the View Date section to scroll backwards day-by-day, to view
past activity logs.
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o Click the date field to select a specific date from a popup calendar, then
click Go to view the activity log for that date.

o Click >> to scroll forward day-by-day.
Click <<Page or Page>> to scroll backward and forward through the complete list of events for the current day.
Click a user name to access the corresponding User Details page.
Click a device name to access either the Board Details page or the Device Details page.

Click Display Filters to access the filters for activity on that account.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual

Page 46 of 324

Index of Events

The following events appear in the System Activity log.

Access Events

Access by User

Exception Events

Communication with Node Lost

Communication with Node Restored

Door Ajar

Door Ajar Cleared

Too Many Invalid PINs

Door Forced Open

Door Locked by Timer

Door Unlocked by Timer

Door Lock Intrusion Alarm

Door Lock Intrusion Alarm Cleared

Invalid Second Factor (by Known User): Invalid [Card/PIN value]

Invalid Second Factor (by Known User): Same PIN/Card Credential Presented Twice
Invalid Second Factor (by Known User): Second Credential Not Presented

Failed Access (by Unknown Person): Unknown card/PIN

Failed Access (by Unknown Person): Unassigned or revoked card

Failed Access (by Known User): Low Battery

Failed Access (by Known User): Card Rejected Offline

Failed Access (by Known User): User is out of effective date range

Failed Access (by Known User): User is at unauthorized door

(

(

( ):

( ):

( ):

( ):

Failed Access (by Known User): User is out of schedule

Failed Access (by Known User): Antipassback violation

Failed Access (by Known User): Access permission threat level violation

Failed Access (by Known User): No permission at this device

Failed Access (by Known User): Suspended User
( ):

Failed Access (by Known User): Invalid Credential Type
Failed Access: Invalid credential type

Salto Door Lock Low Battery

Open with Metallic Key (Forced Open)

Open with PPD (Forced Open)

Open with Memorized Code (Forced Open)

Salto Router Connection Dropped
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Device Events

Device Engaged

Device Disengaged
Guard tour stop visited
Guard tour stop missed
Guard tour completed
Guard tour incomplete
Wire cut set

Wire cut cleared

Wire short set

Wire short cleared

Control Panel Events

AC Power Loss (Switch to Battery)
AC Power Restored

Panel Enclosure Opened

Panel Enclosure Closed
Expansion Board Chip Reset
Board Communication Failure Set

Board Communication Failure Cleared

Failed Access Events

A Failed Access Eventis an incident of an invalid credential being presented. The system logs Failed Access
Events according to the following rules of precedence:

Failed Access by Unknown Persons:
If the credential is unknown to the system: Failed Access: Unknown Credential [Card/PIN value]

If the credential is known to the system but has never been issued to a user: Failed Access: Unassigned
or revoked card: [Card value]

If the credential is not the proper type of credential: Failed Access: Invalid credential type (Card
required)
Failed Access by Known Users:

If the credential belongs to a user who attempts access outside of his or her effective date range: Failed
Access by [User Name]: Out of effective date range

If the credential belongs to a user who attempts access at an unauthorized door: Failed Access by [User
Name]: Unauthorized Door

If the credential belongs to a user who attempts access at an authorized door, but at an unauthorized time:
Failed Access by [User Name]: Out of Schedule
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If the credential belongs to a user who attempts to enter an antipassback zone they have already entered
without exiting: Failed Access by [User Name] (User Zone: [Zone], Reader Zone [Zone])
Antipassback violation

If the credential belongs to a user who attempts unauthorized access when a Threat Level has changed:
Failed Access by [User Name]: Access permission threat level violation

If the credential belongs to a user who does not have permission at a particular door: Failed Access by
[User Name] (No permission at this device)

If the credential belongs to a user who attempts unauthorized access when they are suspended: Failed
Access: Suspended User [User Name]

If the credential is valid but the Salto Door Lock has a low battery: Failed Access by [User Name]: Low
Battery

If the credential is valid but the Salto Router is offline: Failed Access by [User Name]: Card Rejected
Offline

If the credential belongs to a user who attempts to gain entry using an incorrect credential type: Failed
Access by [User Name]: Invalid Credential Type
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Generating an Activity Report

A report is a printable query of the Activity Log, such as:

All Exception Events on the Main Control Board in the last month

All Access Events at Front Door by John Doe between 9:00 AM and 5:00 PM on February 1
All Device Events at Front Door by members of the Group “Staff” in the last three days

Administrators with appropriate permissions can generate an Activity Report.

To generate an activity report:
1. Scroll over the History link. The sub-navigation menu displays.
2. From the Activity link, click System Activity. The System Activity page displays.
3. Click Activity Reporting on the sidebar menu. The Activity Report page displays.

& Logged in: John Smith  Actve Account: New York Plaza
i e
=
> Activity Report
Event Type | AllEvents v

For Devices [V] All Devices

R
rS

For Groups  [7) All Groups

@~

For Users  [Z) All Users

R
S
For Date(s) 'Relative v

Number of Days: 1 «

~J -~

Generate Report

Figure 29. Generate Activity Report
4. From the Event Type drop-down list click the type of event(s) you want to include in the report.

Click the checkbox for All Devices to include activity related to all the currently defined doors and
devices in your report, or select individual devices:

o Click the ¥ button which will display a popup list of Available Devices on
the left to highlight it.
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o Click on the device you want to place in the Selected Devices field.

o Toremove a device from the report, click to highlight it in the Selected
Devices list, and then click Removed Selected button to remove it from the

list.

6. Click the checkbox for All Groups to include activity related to all the currently defined groups in
your report, or select individual groups using the procedure described above for devices.

7. Click the checkbox for All Users to include activity related to all the currently defined users in your
report, or select individual users using the procedure described above for devices.

8. 0On the For Date(s) drop-down list choose Relative to specify the number of days to be included in
the report, or Absolute to enter a specific date range.

9. Click Generate Report. A copy of the report displays in a pop-up window.

o If you select Relative, click the Number of Days on the drop-down list. For
example, if you click 2, the Activity Report will include all the desired

events for the previous two days.

o If you select Absolute, you must specify a Date Range. Click in the first
field of this section to choose a start date from the pop-up calendar, then
select a start time on the associated drop-down list. Next, click on the
second blank field to choose an end date from the pop-up calendar, then

select an end time from the second drop-down list.

Time

2007-04-1015:22
2007-04-1015:22
2007-04-1015:22
2007-04-1015:22
2007-04-1015:22
2007-04-1015:21
2007-04-1015:04
2007-04-1015:04
2007-04-1015:04
2007-04-1015:01
2007-04-10 14:59
2007-04-10 14:59

Event

Door returned to following configured unlock schedule: Lisa Dominci
Door unlocked on schedule

Jane Brown

Door unlocked ahead of schedule: Lisa Dominci

Door locked on schedule

Jane Brown

Door unlocked on schedule

Schedule Activated: Mon - Fri 10AM-4PM User: Jane Brown

Jane Brown

Doaor left ajar

Door returned to following configured unlock schedule: Lisa Dominci

Door locked on schedule

Device

Front Door
Front Door
Back Door
Front Door
Front Door
Back Door
Front Door
Front Door
Front Door
Front Door
Front Door

Front Door

Figure 30. View Activity Report

10. Use your browser’s Print function to print a copy of the report.
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Exporting the Activity Log
The Activity Log can be exported to a tab-separated file for use by other programs.

Administrators with appropriate permissions can export the Activity Log.

To export the Activity Log:
1. Scroll over the History link. The sub-navigation menu displays.

2. From the Activity link, click Activity Export. The Activity Export page displays.

&Llogged in: John Smith  Active Account: New York Plaza

ome | “Stts ~] hstoy ~] vsers ~] Gontguraton ~] yiem
-—

5 Activity Export

Export the actty log to a tab separated file

0172111 o |

End Date 021m 3

Export Activity File

Start Date

Figure 31. Export Activity Log

3. Click anywhere in the Start Date field or click B to specify the first date to be included in the log
file.

4. Click anywhere in the End Date field or click 3 to specify the last date to be included in the log
file.

5. Click Export Activity File. Follow your browser’s prompts for saving the file.
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What is Reporting?
Brivo OnSite Server provides reporting capabilities on a variety of levels.

Activity Reporting is a customized query of the Activity Log, such as “All Access Events by John Doe at Front
Door on February 1” or “All Exception Events at Server Room in the last month.” This report is discussed in
greater detail in Chapter 14: Activity.

Under the History tab, the Reporting tab also provides several reporting options:

Reports is a query tool for predefined commonly run reports, allowing these reports to be generated
immediately depending upon administrator permissions. Reports also allows for the creation and generation of
new reports.

Predefined reports have established data so they do not require user input. They can be edited, but it is
recommended that the predefined reports be maintained as a baseline and copied into a new report if
changes are desired.

These reports allow an administrator with appropriate permissions to run these reports for immediate
consumption without requiring any additional set up.

Scheduled Reports allows either predefined or new reports to be run on a defined schedule. Administrators
with appropriate permissions can create schedules for reports.

Finally, Muster Report allows administrators with appropriate permissions to use the normal antipassback
functionality to track the presence of users in a facility.

Reporting uses two features that are defined below:

Relations - Relations are the data that you want to report on, and related data. For example, users have
groups, which have permissions and thus are tied to devices. When building a report listing all users and the
groups those users are in, you can start with the Users relation then select Groups. This makes various
properties of Users as well as Groups available for both report criteria and outputs.

Criteria - Criteria are ways to specify what data appears in a report. Criteria are built by selecting a property of a
relation, an operation and a value. For example, to constrain a report on users to only those that will be
expiring in the next two weeks, add a criteria for 'User Expiration Date', an operation of 'within the next' and
specify a value '14 days.' Note that all rows in the report will match all given criteria. Criteria properties are
defined below.

¢ Equal - exactly matches the data selected/input into the field.

* Not Equal - does not match the data selected/input into the field.

* |s Empty - contains no data.

* |s Not Empty - contains any data.

* IsIn - is within the criteria selected/input into the field (for example, is in Managers).
* Is Not In - is not within the criteria selected/input into the field. (for example, is not in Morning Shift).
* Begins With - starts with the data selected/input into the field.

¢ Contains - contains the data at any point selected/input into the field.

* Ends With - ends with the data selected/input into the field.

¢ Within The Last - prompts for a number and a unit (minutes, hours, days, weeks).

¢  Within the Next - prompts for a number and a unit (minutes, hours, days, weeks)
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Browsing the Reports List

The Reports list displays a list of predefined reports for your account. The list displays reports listed
alphabetically.

Administrators with appropriate permissions can view the Reports associated with their own accounts.

To view the list of reports for your account:
1. Scroll over the History link. The sub-navigation menu displays.

2. From the Reporting link, click Reports from the dropdown list. The Reports list displays.

& Logged in: John Smith Change Threat Level
| Reports
J

Filter: Name contains Go Reset | 1.60f6 L Create New Report J

Name Output

Administrator Logins Administrator Login, Administrator Name

All Active Users Last Name, First Name, User Card Extemal Number

All Inactive Users Last Name, First Name, User Card External Number

Badge Audit Last Name, First Name, Group Name,

Group Directory Group Name, Group Created

Unused Credentials Last Name, First Name, User Card Extemal Number,

Figure 32. View Reports List

Details displayed include:

* Name. The name of the report, such as “Badge Audit” or “Unused Credentials.”
¢ OQutput. The fields that appear in the report.
Administrators with appropriate permissions can:

Click the name of any report to access the corresponding Report Details page.

Click Create New Report to access the Edit Report page to create a new report for this account.
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Creating a New Report

Administrators with appropriate permissions can create new reports.

To create a new report

1.
2.
3.

Scroll over the History tab, the sub-navigation menu displays.
From the Reporting link, click Reports from the dropdown list. The Reports List displays.
Click on the Create New Report button. The Edit Report page displays.

& Logged in: John Smith
I T T T T
Edit Report
Name
Description

Relations
Select v
Criteria
Available Columns Select ¥ 3
Output

Format  HTML v

Available Columns Select ¥ 3

Data Preview

@ISavo [ Cancel |

10.

11.

Figure 33. Create New Report
Enter a Name for the report.
Enter a Description of the report.

Select Relations from the dropdown list. When selecting a Relation, note that it loads other
relations that are naturally associated with the already selected values. For example, Users
belong in Groups, which have Permissions, and those Permissions are to Devices, which operate
on Schedules.

Select any Criteria you want from the dropdown list. Use “’ 1o add additional criteria.
Select the Format from the dropdown list.

Select the columns to appear in the report by selecting the Available Columns from the dropdown

list. Use ¥ to add additional columns as needed. You may edit the name of the columns by
simply replacing the information in the field.

As the report is created, the columns selected above under Available Columns will start to appear
in the Data Preview section. Use to sort in ascending order, use W to not sort, or use ¥ to
sort in descending order, or click on 2 to remove an output column. Also, columns in the Data
Preview can be moved left or right to reorder where they appear when the report is generated.
Simply click on the column and move it to the desired location.

To run the report immediately without saving, click Run. If you wish to save the report to run it
again, click Save. You are returned to the Report Details page.
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Managing Reports
Once a report is created, its details can be edited at any time. Reports can also be deleted.

Administrators with appropriate permissions can manage reports.

To view a report:

1. Scroll over the History link. The sub-navigation menu displays.

2. From the Reporting link, click Reports from the dropdown list. The Reports list displays.
3. Click the report you wish to view. The corresponding Report Details page displays.
4

To have the report appear on the Home Page under Reports as a hotlink, check the Show Link On
Home Page checkbox.

&Llogged in: John Smith  Active Account: New York Plaza
T T T T T T
| View Report
A" Actlve Users [ Copy This Report ][ Create New Report ]
Description All active users, cards and access information
Format HTML

Show Link On Home Page [7]

Relations
Users
Criteria
Status equal Enabled
Output

Last Name Last Name
First Name First Name
User Card External Number User Card External Number
Last Access Last Access
Last Accessed Device Last Accessed Device

Back to List @

Figure 34. View a Report

To edit a report:
1. Scroll over the History link. The sub-navigation menu displays.
1. From the Reporting link, click Reports from the dropdown list. The Reports list displays.
2. Click the report you wish to edit. The corresponding Report Details page displays.
3. Click Edit. The Edit Report page displays.
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& Logged in: John Smith  Active Account: New York Plaza
i i i
Edit Report

Name Group Directory

Description 11 groups and related details.
Relations
Groups ¥ | » |Select v
Criteria
Available Columns Select v @
Output
Format HTML v
Available Columns Select v O

Group Name Group Name

Group Created Group Created

Data Preview

% &) Group Name oK ) Group Created
Cleaning Crew
Management
Staff 2011-01-20 14:45:11
Staff
Visitors 2011-01-20 14:45:11
Visitors

@ | Save | | Cancel

Figure 35. Edit a Report
4. To rename the report, enter a new value in the Name field.
To edit the description, enter a new value in the Description field.

To change the relations of the report, edit the Relations dropdown list as desired.

7. To edit the criteria of the report, edit the Available Columns from the dropdown menu. Use o if
more criteria are required.

8. To change the output format, select the new Format from the dropdown list.

9. To add additional Available Columns, use ) and select the new output from the dropdown list.
You may edit the name of the columns by simply replacing the information in the field.

10. To edit the Data Preview, click on V\g to remove an output column, or use < tosortin

ascending order, use W to not sort, or use & to sort in descending order. Also, columns in the
Data Preview can be moved left or right to reorder where they appear when the report is
generated. Simply click on the column and move it to the desired location.

11. Click Run to run the report without saving or Save to save the report. You are returned to Report
Details page.
To copy a report:
1. Scroll over the History link. The sub-navigation menu displays.
2. From the Reporting link, click Reports from the dropdown list. The Reports list displays.

3. Click the name of the report you want to copy. The corresponding Report Details page displays.
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4. Click the Copy This Report button. The Edit Report page displays with the Name field blank, but
all other details filled in.

5. Fill in the new name of the report in the Name field and click Save. You are returned to the
Reports list with the copied report added with its new name.
To delete a report:
1. Scroll over the History link. The sub-navigation menu displays.
2. From the Reporting link, click Reports from the dropdown list. The Reports list displays.
3. Click the name of the report you want to delete. The corresponding Report Details page displays.
4

Click Delete. A warning message asks you to confirm that you want to delete the report, and
informs you that this operation cannot be undone.

5. Click OK. You are returned to the Reports list with the deleted report removed.
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Browsing the Scheduled Reports List

The Scheduled Reports list displays a list of reports, when they are scheduled to run, and who the recipients
are. The list displays reports listed alphabetically by schedule name.

Administrators with appropriate permissions can view the Scheduled Reports associated with their own
accounts.
To view the list of scheduled reports for your account:

1. Scroll over the History link. The sub-navigation menu displays.

1. From the Reporting link, click Scheduled Reports from the dropdown list. The Scheduled Reports
list displays.

& Logged in: John Smith

) Scheduled Reports

Filter: Name contains @ Reset | 1.20f2 Create New Scheduled Report J

Name Report Name When Recipient(s)
Unused Cards Audit Unused Credentials 5:00 pm Last Day of Month Every month John Smith
Weekly Badge Audit Badge Audit 8:00 am Every Monday John Smith

Figure 36. View Scheduled Reports List

Details displayed include:
* Name. The name of the scheduled report, such as “Weekly Badge Audit” or “Unused Cards Audit.”
* Report Name. The name of the report being generated.
* When. The time and frequency of the scheduled report.

* Recipient. The administrator(s) that receive the scheduled report.

Administrators with appropriate permissions can:
Click the name of any scheduled report to access the corresponding Scheduled Report Details page.

Click Create New Scheduled Report to access the Edit Scheduled Report page to create a new report for this
account.
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Creating a New Scheduled Report

Administrators with appropriate permissions can create new scheduled reports.

To create a new scheduled report:
1. Scroll over the History tab, the sub-navigation menu displays.

2. From the Reporting link, click Scheduled Reports from the dropdown list. The Scheduled Reports
List displays.

3. Click on the Create New Scheduled Report button. The Edit Scheduled Report page displays.

& Logged in: John Smith

[“status ~ | bisory ~ | Users ~ ] Contguration -] System ~]
) Edit Scheduled Report

Change Threat Level

Settings

Name
Report (none)
Frequency v
Day of Month v
Day of Week v
Time of Day v

Destination  Email v

Recipient(s) Select Administrator
Smith. John

O X
[Save| [Cancel

Figure 37. Create New Scheduled Report
Enter a Name for the scheduled report.

Click on the Report link to select which report will be scheduled.

Select the Frequency that the scheduled report will run from the dropdown list. Depending upon

the frequency, select the Day of Month or Day of Week that the report will run. Finally, select the
Time of Day the report will run.

7. Select the Destination for the scheduled report.

None (Disabled) - this is in case you want to keep the scheduled report information
in place, but do not wish to currently generate it.

Email - this will send the scheduled report data to the email address of any selected
administrators.

Remote Server - this will send the schedule report data to a remote server. If
selected, fill in the required fields.
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= Error Email Notification - this will send an email to the provided email
address notifying the recipient of a failure to post the data to the requested
location.

= Email/Remote Server - this will send the scheduled report data to both a remote
server location and to the email address of any selected administrators.

8. If email is chosen as a delivery method, select the Recipient(s) from available administrators.

Use ¥ to call up a popup window of available administrators. Click on the name of the
administrator and you returned to the Edit Scheduled Report page and the administrator has
been added to the Recipient(s) box.

9. Click Save. You are returned to the Scheduled Report Details page.

NOTE:

Scheduled Reports have a maximum size of 20MB (megabytes) or the
maximum attachment size limit established under the SMTP server
settings, whichever is smaller.
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Managing Scheduled Reports

Once a scheduled report is created, its details can be edited at any time. Scheduled Reports can also be
deleted.

Administrators with appropriate permissions can manage scheduled reports.

To view a scheduled report:
1. Scroll over the History link. The sub-navigation menu displays.

2. From the Reporting link, click Scheduled Reports from the dropdown list. The Scheduled Reports

list displays.
3. Click the scheduled report you wish to view. The corresponding Scheduled Report Details page
displays.
& Logged in: John Smith

“Home | siatus ~{ Hstory - | sers ~] Contguraton ~ | System ]
& View Scheduled Report

Weekly Badge Audit ( Create New Scheduled Report

Report Name Badge Audit
When 8:00 am Every Monday
Destination Email
Recipient(s) John Smith

Backto List

Figure 38. View a Scheduled Report

To edit a scheduled report:
1. Scroll over the History link. The sub-navigation menu displays.

2. From the Reporting link, click Scheduled Reports from the dropdown list. The Scheduled Reports
list displays.

3. Click the scheduled report you wish to edit. The corresponding Scheduled Report Details page
displays.

4. Click Edit. The Edit Scheduled Report page displays.
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& Logged in: John Smith

[“Home {status - tsioy ~| sers ~] Confguraton -] System -]
) Edit Scheduled Report

Settings

Name Weekly Badge Audit
Report Badge Audit
Frequency Weekly v

Day of Week Monday v
Time of Day 500 v

Destination  Email ¥
Recipient(s) Select A

John Smith

o X

Em)

Change Threat Level

Figure 39. Edit a Scheduled Report

5. Make whatever edits are necessary.

6. Click Save to save the scheduled report. You are returned to Scheduled Report Details page.

To delete a report:

1. Scroll over the History link. The sub-navigation menu displays.

2. From the Reporting link, click Scheduled Reports from the dropdown list. The Scheduled Reports

list displays.

3. Click the name of the scheduled report you want to delete. The corresponding Scheduled Report

Details page displays.

4. Click Delete. A warning message asks you to confirm that you want to delete the scheduled

report, and informs you that this operation cannot be undone.

5. Click OK. You are returned to the Scheduled Reports list with the deleted report removed.
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Running a Muster Report

Once antipassback zones have been established, administrators with appropriate permissions can generate a
muster report which allows them to view users and their current locations within specified (or all) antipassback
Zones.

To run a Muster Report (once antipassback zones have been established):

1. Scroll over the History link. The sub-navigation menu displays.

2. From the Reporting link, click Muster Report from the dropdown list. The Muster Reports page
displays.

3. Select a zone. Available zones are listed in the right hand box. Click on the <- arrow to move the
zone from available to selected. To select all zones, check the All Zones checkbox. To remove a
selected zone, click on the -> arrow and move the zone from the selected zone box back to the
available zone box.

4. To allow global visibility, check the Global Visibility checkbox.
When finished selecting zones, click Generate Report to generate a muster report.

The muster report will appear in a new window listing the selected zone, the users in that zone,
and the total number of users in that zone.

3 Logged in' John Smith
one 1 Staus ~ 1 stary ~{ vsers ~] Gontguraton ~ | Sysem ~

£

@» Muster Reports

Muster Zones [7] All Zones [ Global Visibility

o f

Generate Report

Figure 40. Generating a Muster Report
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Browsing the Administrative Journal

The Administrative Journal tracks all Administrator actions in Brivo OnSite Server. For example, each time an
Administrator creates, edits or deletes information in the interface, it is logged in the Administrative Journal.

All Administrators for the Account can view the Journal.

To view the Administrative Journal:
1. Scroll over the History link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Administrative Journal. The Administrative Journal for the
current day displays.

& Logged in: John Smith  Actwe Account: New York Plaza
vone 1 staus ~ istory ~ ] Users ~] Contguraton -] System -]
=
= Administrative Journal - 01/21/11
View Date: [<<| (0172111 o |
Date/Time Administrator Name Action
241 pm John Smith Created Note For User John Gilberts: Diabetic
Edited Group Staff
2:41 pm John Smith New Threat Level: At or Less Severe Minor
Old Threat Level: Ignore
2:40 pm John Smith Edited Threat Level Minor
2:09 pm John Smith Login
1:02 pm John Smith Assigned card 214 to Vincent Abernathy
1:02 pm John Smith Created 26.bit Standard Wiegand card(s) 214 - 214
Edited User Vincent Abernathy
1:01 pm John Smith New PIN: ****
Old PIN: ****
1:01 pm John Smith Added User Vincent Abernathy to Group Staff
11:18 am John Smith Login

Figure 41.  View Administrative Journal

Details displayed include:
* Time. The time at which the Administrator performed the action.
* Administrator Name. The name of the Administrator who performed the action.
¢ Action. The action performed, including old and new values for changes to data or identification of
created or deleted data.
Administrators with appropriate permissions can:
View actions that were performed on a specific date:
o Click << in the View Date section to scroll backwards day-by-day, to view
past activity logs.
o Click  to selecta specific date from a popup calendar, then click Go to
view the activity log for that date.
o Click >> to scroll forward day-by-day.

Click <<Page or Page>> to scroll backward and forward through the complete list of events for the current day.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 65 of 324

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 66 of 324

What are Users, User Aliases, and Groups?

A useris any person who requires access to one or more devices at the facility. A user has unique credentials,
such as a card or PIN, that enable entry and exit at the specified doors. A user can belong to one or more
groups.

A user alias is a way to place a user in multiple sub-accounts. The user name, user photo, credentials, and
dates work across permissions granted in multiple sub-accounts. The advantage to this is that it allows each
account to manage its own set of permissions on a given user. Note that suspending/expiring/deleting a
primary identity affects all aliases. Also, the primary identity user name and user photo will propagate to all
other accounts and cannot be changed except in the primary account.

A group is a set of users with the same access privileges to a facility. A group has a descriptive name, such as
“Washington Staff.” Access privileges are defined at the group level. A user inherits privileges from the group(s)
to which he or she belongs. However, an individual user’s privileges can be set to start and/or expire on
specified dates.

Administrators vs. Users

The term user refers to an individual who has access privileges to some part of a building. It does not refer to
end-users of the interface; users do not have direct access to the Brivo OnSite Server interface. Instead,
Administrators add and manage user-related information.

The term Administrator, on the other hand, refers to an individual who has access permissions to the interface.
Administrators manage the interface itself.

An Administrator is also a user, and is subject to the same rules of group assignments when determining
access privileges to devices.
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Browsing the Users List
The Users page displays a list of users for an account and identifies the group affiliation(s), if any, of each.
Administrators with appropriate permissions can view the users associated with their account.
To view the list of users for your account:
1. Scroll over the Users link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Users from the dropdown list. The Users list displays.

& Logged in: Jim Norton Change Threat Level
“Home | St~ Hisoy -] Users ~ | Confuraion | Sysem ~
; Users
Filter: | Select a filter : _OQJ Reset | 1-250f53 Create New User | Jump to: Jump Page >> J End >>

Name Status Card Groups
Abemathy, Vincent Enabled 109 Management
Aielio, Matthew Enabled 158 Staff

Bains, David Enabled 120 Staft

Ball, James Enabled 106 Staff

Bennett, George Enabled 110 Staff

Bergen, Alex Enabled 148 Cleaning Crew
Blaisley, Xavier Enabled Staff

Brinks, Heather Enabled 124 Staff

Browne, Kevin Enabled 125 Cleaning Crew
Charles, Greg Enabled 123 Staft
Constancia, Isabella Enabled 127 Staff

Davis, Leonard Enabled 180 Cleaning Crew
DeWitt, Nancy Enabled 142 Management
Dickerson, Nicole Enabled 167 Staff
Donaldson, Julie Enabled 126 Staff

Everett, Willlam Enabled 150 Statf

Finch, Avril Enabled 112 Management
Flowers, Gina Enabled 128 Staff
Francisco, Donata Enabled 118 Staff

Galnes, Holly Enabled 144 Management
Harrison, Brian Enabled 137 Cleaning Crew
lfer, Shawn Enabled 154 Staff
Jacobson, Isaac Enabled 140 Staff

Kasley, Michelle Enabled 143 Staff

Labb, Fiona Enabled 146 Staff

Figure 42. View Users List

Details displayed include:
¢ Name. The user’s name.
e Status. The current status of the user.
e Card(s). The number(s) of the user’s card(s).

¢ Groups. The list of groups with which the user is affiliated.

Administrators with appropriate permissions can:
Click the name of any user to access the corresponding User Details page.

Click a Filter from the drop-down list, then enter the associated parameter(s) and click Go to view a subset of
the Users list. You can filter by any combination of Last Name, Group, Status, Current Zone, Aliased User, or
any custom field.

Use the Jump field to move anywhere in the list of users by entering the number of the user record and clicking
the Jump button.

Click <<Begin or End>> to travel to the beginning or end of the list of users.
Click <<Page or Page>> to scroll backward and forward through the list of users.

Click Create New User to access the Edit User page to create a new user for this account.
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Viewing User Details

The User Details page displays information for an individual user.

To view details for a specific user:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Users from the dropdown list. The Users list displays.

3. Click the user you want to view. The corresponding User Details page displays.

& Loggedin Active Account: Brivo Test Normal: Normal Change Threat Level

- >
@ User Details

Vincent Abernathy [_Create New User_|

Name Vincent Abernathy
Status Enabled

Groups
Staff

Card 292
ADA ADA/Handicapped
PIN (set)
Enable Date/Time 06/19/13 12:00 am
Notes
There are no notes for this user
Antipassback Zone (none)
User Aliases
The user has no aliases in other accounts

Back to List Edit Delete | More operations v

Figure 43. View User Details

Details displayed include:
* Name. The name of the user.
e Status. The current status of the user (enabled, suspended, or expired).

e Custom Fields. If there are any custom fields defined for this account, and if there have been values
entered in these fields for the given user, that information displays at the top of this page.

* Groups. The list of groups with which the user is affiliated. If the user is not affiliated with any groups,
this field does not display.

* Card. If the user has been assigned a card, that card number displays.
* ADA. If the account has a TKE license, this field shows if the user is ADA/Handicapped.

* PIN. If user has been assigned a PIN, the value (set) displays in this field; for security reasons the
actual value is not displayed.

* Enable Date. If the user has been assigned a specific date on which his or her access is to become
active, that date displays. Likewise, if an Expiration Date for the user’s access has been set, that is
also shown.

* Notes. If there are any notes concerning the user, they will be displayed here along with the time that
those notes were entered into the system.

* Antipassback Zone. This field lists the current zone in which the user resides.
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e Aliases in other account. This field lists any aliases the user has in other accounts.
e Last Access. This field lists the device where the last access occurred.

* Photo Image. If user has been assigned a photo image, it will display here.

Administrators with appropriate permissions can:

Click Back to List to return to the Users list for this account.
Click Create New User to create a new user for this account.
Click Edit to make changes to this user’s information.

Click Delete to delete the user.

Click o} to delete a user alias.
Under the More Operations dropdown list

o Click Suspend User to suspend a user. If suspended, the user status will change from
enabled (or expired) to suspended. The Suspend User button will also change to Reinstate
User. A suspended user’s credential(s) will not work at any device. Changes are recorded in
the administrative journal.

o Click Create User Alias to create a user alias for another account.

= |f a user alias exists, click Re-home User Alias to move a user from one account to
another.

o Click Reset Antipassback Zone to place a user in an available zone.
o Click Print Badge to print a user badge.

o Click Clone User to create a new user profile with the same User Profile content as the Cloned
User. The following fields will not be copied when a User is Cloned:

=  First Name

= Middle Name

= Last Name

= Photo Image

= Assigned Cards
= PIN
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Creating a User

Administrators with appropriate permissions can create users for their account.

To create a user:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Users from the dropdown list. The Users list displays.

3. Click Create New User. The Edit User page displays with blank fields.

& Loggedin Active Account: Brivo Test Normal: Normal Change Threat Level
oo | Sus ~{ oy ~ 1 Usors ~] Conurton ~ | Syson ~
= =
@ Edit User
General Settinas
First Name
Middle Name
Last Name
ADA nNO =

Photograph

Take Photo Upload Image

Assigned Cards

LE)
PIN Random: [14-] (15) [(6:] 7] .8
Hide PIN
In Groups Available Groups
Staff
Visitors
-
-
Enable on Date/Time g/19/13 12:00 AM .1
Expires on Date/Time .j

Add New Note

Save | | Cancel

Figure 44. Create a New User

4. Enter the user’s First Name, Middle Name, and Last Name. The First Name and Last Name fields
are required.

5. If the account has a TKE license, the user may be noted as handicapped by toggling the ADA
dropdown menu from No to Yes.

6. If you would like to import a photograph for the user, click Upload Image to locate the image from
your hard drive. If your computer supports webcam usage, you make click Take Photo to capture
and crop the image of the user instead.

7. Custom fields display to the right of the name fields. For any custom field, enter valid values for
this user. These fields are optional.

8. If you would like to import a signature for the user, you may create an Image Custom Field and
click Browse to locate the image from your hard drive.
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9. |If your doors have card readers, select a Card number by clicking the “J putton to view a popup
list of all currently unassigned cards. Each user may have a maximum of 16 cards assigned to

them.
o Cards

Jump to number: | 1-250of 57
Number Facility Code Format

342 70 26-bit Standard Wiegand
343 70 26-bit Standard Wiegand
344 70 26-bit Standard Wiegand
345 70 26-bit Standard Wiegand
347 70 26-bit Standard Wiegand
348 70 26-bit Standard Wiegand
349 70 26-bit Standard Wiegand
350 70 26-bit Standard Wiegand
351 70 26-bit Standard Wiegand
352 70 26-bit Standard Wiegand
353 70 26-bit Standard Wiegand
354 70 26-bit Standard Wiegand
355 70 26-bit Standard Wiegand
356 70 26-bit Standard Wiegand
357 70 26-bit Standard Wiegand
358 70 26-bit Standard Wiegand
359 70 26-bit Standard Wiegand
360 70 26-bit Standard Wiegand
361 70 26-bit Standard Wiegand
362 70 26-bit Standard Wiegand
363 70 26-bit Standard Wiegand
364 70 26-bit Standard Wiegand
365 70 26-bit Standard Wiegand
366 70 26-bit Standard Wiegand
367 70 26-bit Standard Wiegand

Figure 45. Select a Card Popup List

10. If your doors have keypads, enter a 4- to 8-digit number in the PIN field, or click one of the
number buttons to generate a random PIN with 4, 5, 6, 7 or 8 digits. The number entered will
only appear as asterisks by default. To see the number, uncheck the Hide PIN checkbox.

11. To assign a user to a group, select the desired group from the Available Groups list on the right
and click the left arrow (€). The group name displays in the In Groups list. To remove a user from
a group, select the group from the In Groups list and click the right arrow (). Users can be
assigned to up to 16 groups at a time. The user inherits access permissions from the groups to
which he or she belongs. For users who belong to multiple groups, their access permissions are
cumulative.

12. The Enable on Date defaults to today’s date. Change the date if the user’s access permissions
should take effect on a later date. The Expire on Date field is empty by default. Enter a date if the
user’s access permissions should expire on a pre-determined date; otherwise leave the field
blank.

13. The Add New Note field allows administrators to enter information specific to a user such as any
medical conditions.
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14. The Notes field shows any existing notes, if any, and when they were entered into the system.

15. Click Save to create the user. The User Details page for the new user displays.

To create a user alias:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Users from the dropdown list. The Users list displays.
3. Click the user you want to edit. The User Details page displays.
4. Click Edit. The Edit User page displays.

&Logged in: John Smith  Active Account: New York Plaza Change Threat Level
q
2 User Details
Vincent Abernathy
Name Vincent Abemathy
Status Enabled
Office Number 250
Groups Staff
Card 313
Enable Date 01/22/10
Notes John Smith 10/14/10 9:49 am

Is allergic to bees

Antipassback Zone (none)
User Aliases goston Office a

Last Access New York Lobby Entrance (01/21/11 11:25 am)

Figure 46. Create a User Alias

5. Under the More Operations dropdown menu, click Create User Alias. A popup window will appear
asking in which Target Account you want to place the user alias. Click on the appropriate Target
Account and you are returned to the User Details page. The Target Account will now appear next
to User Aliases on the User Details page.

6. Inthe Target Account, the aliased user will appear with an icon next to their name denoting that

it is an alias.
& Logged in: John Smith  Active Account: Boston Office
q
N Users
Filter | Select a filter v 1-10f1 Create New User
Name Status Card Groups
Abemathy, Vincent & Enabled 214 Staff

Figure 47. Aliased User

To rehome a user alias:

Rehoming is switching a user’s primary account to a new target account, making the new target account the
user’s primary account.
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Scroll over the Users link. The sub-navigation menu displays.
From the sub-navigation menu, click Users from the dropdown list. The Users list displays.

Click the user you want to rehome. The User Details page displays.

Ll

From the dropdown list, select Rehome User Alias. A popup window with available target
accounts appears. Select the target account you want. A warning window appears asking if you
want to rehome the user. Click OK and you are returned to the User Details page. You will now
see the user is listed as a user alias from the target account.

User alias from New York Plaza

Figure 48. Rehoming a User Alias

NOTE:

When a user is re-homed, the card assigned to that user moves to the
new primary account, but if the user was assigned a PIN, the PIN
remains with the original (now aliased) account. The user will have to be
reassigned a new PIN number in the primary account.
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Managing Users

Once a user is created, his/her information can be updated at any time. Or, the user can be deleted completely
from the system.

Administrators with read/write access can edit and delete users.

To edit a user:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Users from the dropdown list. The Users list displays.
3. Click the user you want to edit. The User Details page displays.
4. Click Edit. The Edit User page displays.

2 Logged in: John Smith
O i i i e T
& Edit User

General Settings

First Name vVincent
Middle Name

Last Name Apemathy
Photograph

[ Take Photo ] [ Upload Image |

Assigned Cards 313

QX
P ransom: () (3] (&) () (&)
Hide PIN [7]
In Groups Available Groups
Staff Cleaning Crew
Managers
<— | Secunty
Visitors
E=
Enable on Date/Time 01/22/10 12.00 AM G |
Expires on Date/Time j

Add New Note

Notes There are no notes for this user

(San) (Concal)

Figure 49. Edit a User

5. All fields on this page can be edited. Enter the desired changes using the guidelines for creating
a user, described above.

6. You can edit or delete the values in the Card and PIN fields at any time. However, if you leave
both of these fields blank, you revoke all access privileges for the user. Until a new card or PIN is
entered, the user will have no access to the facility.

7. Click Save. You are returned to the User Details page with the updates displayed.
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To delete a user:

1. Scroll over the Users link. The sub-navigation menu displays.
From the sub-navigation menu, click Users from the dropdown list. The Users list displays.
Click the user you want to delete. The associated User Details page displays.

Click Delete. A warning message asks you to confirm that you want to delete the user.

ok 0N

Click OK. You are returned to the Users list with the deleted user removed.

WARNING: Deleting Users

When you delete a user, the user is removed from all groups to which
he or she belongs and all aliases are deleted as well. Accordingly, all of
the user’s access privileges are revoked. If the user has a PIN, it will no
longer be viable. If the user has a card, the card will become
unassigned and can be assigned to another user at a later date.

Once a user is deleted, the user cannot be undeleted. To add the user
back, he or she must be re-created as a new user.

If a user is also an administrator, when the user is deleted, the
administrator login is also deleted.

To delete a user alias:

1. Scroll over the Users link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Users from the dropdown list. The Users list displays.
3. Click the user you wish to edit. The associated User Details page displays.
4

On the User Aliases line, a list of all accounts where there is an alias for this user is displayed.
Next to each account name is a trash can icon. Simply click on the trash can icon and a warning
popup window will appear. Click OK to delete the alias and you are returned to the User Details
page.
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Browsing the Groups List
The Groups list displays a list of groups defined for your account. The list displays groups listed alphabetically.

Administrators with appropriate permissions can view the Groups associated with their own accounts.

To view the list of groups for your account:
1. Scroll over the Users link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Groups from the dropdown list. The Groups list displays.

3 Logged in: John Smith Change Threat Level
Fiome | staus ~{ hstoy ~] Users ~| Confguraton ~ | System ~
w‘ Groups
1-40f4 Create New Group
Name Members
Cleaning Crew 3
Management 8
Staff 26
Visitors 0

Figure 50. View Groups List

Details displayed include:
Name. The name given the group, such as “Managers” or “Cleaning Crew.”

Members. The number of users currently associated with this group.

Administrators with appropriate permissions can:
Click the name of any group to access the corresponding Group Details page.

Click Create New Group to access the Edit Group page to create a new group for this account.
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Viewing Group Details

The Group Details page displays the name and access information for a specific group.

To view the detail page for a group:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Groups from the dropdown list. The Groups list displays.

3. Click the name of the group you want to view. The corresponding Group Details page displays.

2 Logged in: John Smith
[“Home | Status ~ | Hstory ~] Users -] Conturation - System -

'ﬁﬂ" Group Details

Cleaning Crew

Force Cache No
Threat Level Ignore
Immunity No
Auto Reset No
Reset Time 12.00 am
Default zone (none)
Members 3

Access Permissions

Device Schedule
Front Entrance In Cleaning Crew
Front Entrance Out Cleaning Crew

Schedules Activated

Schedule
No schedules configured for activation found

Back to List Edit [ Delete ] [ Reset Antipassback Zone J

Figure 51. View Group Details

Details displayed include:

* Force Cache. If Force Cache is enabled, users in the group are pushed to all panels automatically.
Certain users (security or emergency personnel) must be able to access doors/devices even if the
server cannot be reached, for example during a network outage.

* Enable Date/Time. Shows ONLY if the group has Enable on Date/Time information entered. This is the
date and time on which the group’s permissions will begin to function.

* Expire Date/Time. Shows ONLY if the group has Expire on Date/Time information entered. This is the
date and time after which the group’s permissions will no longer function.

* Threat Level. Shows if the group ignores Threat Levels or at what Threat Level severity the group will
have access.

* Immunity. Shows antipassback settings including if the group is immune, if auto reset is enabled, and
what is the reset time. Finally, the default zone is shown.

* Members. Shows the number of users currently assigned to this group. Clicking on the number will
call up a User List with all current members of this group.

* Access Permissions. All doors and Valid Credential Input Devices defined for the account are listed,
along with the schedule, if any, during which the group has access to those doors and devices.
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* Schedules Activated. If the group is responsible for activating a schedule, that schedule is identified.
For more information see the section on Creating a Schedule.
Administrators with appropriate permissions can:
Click the name of a Device to access the Device Details page.
Click the name of a Schedule to access the Schedule Details page.
Click Back to List to return to the Groups list for this account.
Click on the Members link to see a list of users in that group.
Click Create New Group to access a blank Edit Group page in order to create a new group for the account.
Click Edit to make changes to the current group’s access permissions.

Click Delete to remove the group from the account.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 79 of 324

Creating a Group
A group is a set of users with the same access privileges.

For example, the account “Acme Megaplex” may have two doors. If all employees require the same level of
access to both doors, then a single group, “Acme Staff,” would be sufficient.

Or, the account might have three doors. If we say that the staff requires access to “Front Door” only while
managers require access to all three doors, then it would make sense to create two groups, one called “Acme
Staff” and one called “Acme Managers.”

Administrators with read/write access can create groups for their own accounts.

To create a group:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Groups from the dropdown list. The Groups list displays.

3. Click Create New Group. The Edit Group page displays with blank fields.

& Logged in: Jim Norton Change Threat Level

N T T T T

?‘ Edit Group
&
Settings
Group Name
Force Cache
Enable on Date/Time o |
Expires on Date/Time 1

Antipassback
Immunity
Auto Reset
one (none.
Threat Levels

This group is active when the threat level is:
Ignore

o

Access Permissions

There are no devices available to set permissions for.

Save Cancel

Figure 52. Create New Group

4. Enter a brief, descriptive Group Name.

5. If the users in this group need to be pushed down to the panels, check the Force Cache
checkbox.

6. You may enable a group’s permissions at a certain time and date by filling in the Enable on
Date/Time field. You may disable a group’s permissions at a certain time and date by filling in
the Expires on Date/Time field. If these fields are left blank, the group is enabled immediately for
an indefinite period of time.
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7. For antipassback, you may check the Immunity checkbox to make the users in this group
immune to antipassback. You may check the Auto Reset checkbox for soft antipassback and
choose a reset time from the dropdown list. Finally, select a default zone to start by clicking on
the (none) link and choosing from the popup window.

8. You may have the group ignore Threat Levels or select under what Threat Level conditions the
group will operate. Note that this will affect all permissions this group has to devices.

9. For each device listed, define Access Permissions by selecting a schedule from the drop-down list
associated with each device. This schedule determines the days and times the users in this
group will have access to the device. If the group should have no access to a specific door or
device, leave (no access) selected.

10. Click Save. You are returned to the Group Details page associated with the new group.
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Creating a Group Enabled Schedule

WARNING: Group Enabled Schedules and Time Zones

Each schedule operates according to local time zones. It is
recommended to make sure that if you are using a Group Enabled
Schedule, do not use it across two different time zones.

The Brivo OnSite Server Group Enabled Schedule feature allows you to implement a First-Person-In, Supervisor-
on-Site, or Input-Controlled Schedules functionality at your facility.

With First-Person-In, you stipulate that the schedule controlling a specific door cannot be activated until a
member of the activating group accesses it. For example, you may have scheduled the front door of your
building to be unlocked at 9:00AM, but only if a security guard is present. If no member of the Front Door
Guard group arrives until 9:15, the door remains locked until that time and can only be accessed with a valid
credential.

Supervisor-on-Site performs essentially the same function, but applies to a situation where you want to ensure
that no other employees enter a designated building or area until a supervisor has arrived. Not only does the
door remain locked until that time, but card readers and keypads also remain inactive.

Input-Controlled Schedules allow an input (i.e., input switch, valid credential) to activate a schedule. If the
group enabled schedule has the Auto-Deactivate checkbox unchecked, unlike other group enabled schedules,
such a schedule will not deactivate until the input changes state.

Implementing either of these features requires careful thought to ensure that you do not inadvertently bar your
employees unintentionally, nor leave doors unlocked when they should not be. To ensure the security of your
facility you must perform the following steps in the order indicated:

1. Create a group that includes only those people you want to activate a specific schedule at a
specific door or device. Give the group an identifying name, such as “Openers.” These users will
almost certainly belong to at least one other group as well, a group that defines their overall
access privileges; their membership in the group Openers means only that they can activate the
schedule for a specific door. See the section on Creating a Group for procedural information.

2. Associate a schedule with the activating group. When you make this association you are NOT
indicating that members of the group will only have access privileges during that schedule’s time
period; it means that when the first member of the activating group accesses the designated
door the schedule will then become active. See the section on Creating a Schedule for guidelines
on associating a schedule with an activating group.

WARNING:: Activating Group Grace Periods

When you assign an activating group to a schedule, you are prompted to
specify a Grace Period. Without a grace period, the schedule only
becomes active if a group member arrives at or after the schedule start
time, not before. For example, if the schedule starts at 9:00 and a
member of the activating group arrives at 8:55, the schedule will not
become active at 9:00. With a grace period of ten minutes, a member
of the activating group could arrive any time after 8:50 and the
schedule would still become active at its 9:00 start time.
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3. Assign the activating group access privileges at the desired door. By giving the activating group
access privileges at a specific door according to a specific schedule you tell the system “This
schedule does not allow access for any user until it enters an active period and is first accessed
by a member of the activating group.” See the instructions for Managing Groups in the following
section for instructions on managing group privileges.
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Managing Groups

Once a group is created, its name or access permissions can be edited at any time. Editing the access
permissions changes the days and times during which the users in that group can access a device.

Groups can also be deleted. When a group is deleted, all access privileges assigned to its users are revoked.

Administrators with appropriate permissions can manage groups.

To edit a group:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Groups from the dropdown list. The Groups list displays.

3. Click the group whose permissions you want to change. The corresponding Group Details page
displays.

4. Click Edit. The Edit Group page displays.

2 Logged in: John Smith
Fvone 1 Satus -] Hstory ~{ users ~| Contguraton ~ | Sysien -]
V' Edit Group
Settings

Group Name Staf
Force Cache [

Antipassback

Immunity

10

Auto Reset

{none
Threat Levels

This group is active when the threat level is
Ignore v

Access Permissions

Please select the schedule in which each group in this account is granted access to this device
Brivo Plaza Devices
Front Lobby Entrance Monday - Friday 95 v

Side Entrance  Monday - Friday 9-5 ¥

Save Cancel

Figure 53. Edit a Group
To rename the group, enter a new value in the Group Name field.

6. To establish antipassback settings, check the Immunity checkbox if you wish the group to be
immune to antipassback. To establish an auto reset time for returning the users in the group to
their default zone, check the Auto Reset checkbox, select an appropriate time, and click on the
Default Zone link and select the default zone you wish the users in the group to be returned to.

7. To edit the threat level of the group, choose from the dropdown menu whether or not the group
will ignore or be subject to threat level conditions.

8. To update the access permissions for any device, select a new schedule from the drop-down list
associated with that device or click (no access).

9. Click Save. You are returned to the Group Details page with the updates reflected.
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To delete a group:

1. Scroll over the Users link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Groups from the dropdown list. The Groups list displays.
3. Click the name of the group you want to delete. The corresponding Group Details page displays.
4

Click Delete. A warning message asks you to confirm that you want to delete the group, and
informs you that this operation cannot be undone.

5. Click OK. You are returned to the Groups list with the deleted group removed.
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Managing Custom Fields

Custom fields store optional information about a user, such as department or parking space assignment. They
also have the option of being a text object, such as a user’s job title, or an image object, such as a user’s
signature. You can define an unlimited number of custom fields for an account, and each can hold up to 32
alpha-numeric characters. Custom field labels are the same throughout your account. For example, if you
name a custom field “Department” it will appear as Department on all pages, for every user in the account.

Administrators with appropriate permissions can view, create, edit, and delete custom fields.

To view a list of custom fields for an account:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Account link, click Custom Fields from the dropdown list. The Custom Fields list displays
with arrows that allow users to reorder items as desired.

3. The Custom Fields list displays with arrows that allow users to reorder items as desired.

3 Logged in: John Smith Change Threat Level
vome | Sttus ~{ Hstory ~{ Users = Contouraton ~ | Sysien -]

-

s Custom Fields

o3
Name Type Display Order

Office Number Text L&)

Parking Space Text (TR

Phone Extension Text (L&

Signature Image v

Figure 54. View Custom Fields List

Details displayed include:
* The Name of each custom field defined for the account.
* The Type of each custom field, either text or image.

¢ The Display Order of the custom fields and how they will appear on the User Details page.

Administrators with appropriate permissions can:
Click on the name of a custom field to access the Edit Custom Field page.
Click Create New Field to access a blank Edit Custom Field page in order to create a new custom field.

Change the Display Order of the custom fields by using the up and down arrows.
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To create a new custom field:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Accounts link, click Custom Fields from the dropdown list. The Custom Fields list
displays.

3. Click Create New Field. The Edit Custom Field page displays.

2 Logged in: John Smith
vone 1 Staus ~] Hstory = users ~{ Confuraton - | Sysien ~
?;J Edit Custom Field
Name |

Type [Text v
Display Order 5 v

Cancel

Figure 55. Create a Custom Field
4. Enter a brief, descriptive Name for the field, such as “Department” or “Office Number.”

Select from the dropdown list whether you are creating a text object or an image as a custom
field.

6. Select the display order from the dropdown list for where in the list the new custom field will
appeatr.

7. Click Save. You are returned to the Custom Field page with the new field listed. This field now
displays on the Edit User page for all users, and on the User Details page for all users who have a
value defined for it.
To rename a custom field:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Accounts link, click Custom Fields from the dropdown list. The Custom Fields list
displays.

3. Click the field you want to rename. The Edit Custom Field page displays.

2 Logged in: John Smith
Home |"Status -] tstory ~ | Users =] Confiuraton ~ | Sysem ~
Edit Custom Field

Name | Office Number

Type Text
Display Order 1 v

'E}u

[Save] [ Cancel ] [ Delete ]

Figure 56. Rename a Custom Field
4. Enter a new Name of the custom field.

5. Click Save. You are returned to the Custom Fields page, with the new field listed.

To delete a custom field:

1. Scroll over the Configuration link. The sub-navigation menu displays.
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2. From the Accounts link, click Custom Fields from the dropdown list. The Custom Fields list
displays.

Click the field you want to delete. The Edit Custom Field page displays.
Click Delete. A warning message displays.

Click OK. You are returned to the Custom Fields page with the deleted field removed. This field
and its contents are deleted for all users associated with the account.
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What is a Card?

A cardis a physical credential carried by a user, such as a proximity card, magnetic stripe card, or smart card.
It has a number printed on its surface, such as “789” or “00789.”

A user presents his or her card to a card reader — or “swipes” it — to enter a door. The card reader reads the
card and sends the data to a control panel, which processes the request.

An example is that the card reader flashes green when a valid card is presented, and the door unlocks. If the
card is rejected, the card reader flashes red and the door remains locked.

NOTE:

For card readers without indicator lights, a valid card will still cause the
door to unlock; there is just no green light to indicate success or red
light to indicate failure.
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Browsing the Cards List

The Cards list is an inventory of cards associated with the system. It indicates which cards are assigned to
users and which cards are unassigned. (Unassigned cards do not allow any type of access.)

Cards can be assigned, revoked or deleted. When a card is assigned, it allows a user to identify himself and
request access to system devices and doors. When a card is revoked from a user, it becomes unassigned and
can be assigned later to another user. When a card is deleted, it is erased from the system. If deemed
appropriate (i.e. a card reported lost or destroyed is later recovered), deleted cards can be recreated.
To view the list of cards:

1. Scroll over the Users link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Cards from the dropdown list. The Cards list displays.

2 Logged in: John Smith
vone | “Sttus ~] tstoy ~] vsers ~] contguravon ~] ysiem
2& Cards
Jump to number 1-250f 51 [1 Add New Cards I [ Delete CaldsJ
Number Facility Code Format Account User
300 70 26-bit Standard Wiegand Brivo Plaza James McCallum
301 70 26-bit Standard Wiegand Brivo Plaza Kevin Groves
302 70 26-bit Standard Wiegand Brivo Plaza Anne Davis
303 70 26-bit Standard Wiegand Brivo Plaza Joan Walcott
304 70 26-bit Standard Wiegand Brivo Plaza Henry Wilson
305 70 26-bit Standard Wiegand Brivo Plaza Carol Smith
306 70 26-bit Standard Wiegand Brivo Plaza Nancy DeWitt
307 70 26-bit Standard Wiegand Brivo Plaza Lawrence herson
308 70 26-bit Standard Wiegand Brvo Plaza Dawd Thompson
309 70 26-bit Standard Wiegand Brivo Plaza Carlos Juarez
310 70 26-bit Standard Wiegand Brivo Plaza Awl Finch
N 70 26-bit Standard Wiegand Brivo Plaza George Bennett
312 70 26-bit Standard Wiegand Brivo Plaza Xavier Blaisley
313 70 26-bit Standard Wiegand Brivo Plaza Vincent Abernathy
314 70 26-bit Standard Wiegand Biivo Plaza Oscar Grant

Figure 57. Viewing Cards List

Details displayed include:
* Number. The number displaying on the outside of the card

* Facility. This field is variable and may not appear for all card formats. The facility code assigned by the
card manufacturer.

* Vendor/Agency. This field is variable and may not appear for all card formats. An embedded
vendor/agency code for certain card formats that require this field.

* Format. The card format, for example “26-bit Standard Wiegand.”
* Account. The account of the user to whom the card is assigned.

* User. The user to whom this card has been assigned, if any.
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Administrators with appropriate permissions can:
Enter a number in the Jump to number field and click Go to jump to a specific point in the list of cards.
Click << Page to scroll backwards through the list of cards, or Page >> to scroll forward.

Click anywhere on a line with a defined User to access the corresponding User Details page. See Users and
Groups for more information.

Click Add New Cards to define one or more new cards for the account.
Click Delete Cards to remove multiple cards from the account at one time.

Click the Delete button associated with any individual card to delete just that card.

NOTE:

A card cannot be changed once it is created. If you add a card
incorrectly, you must delete it and then re-add it to the account.
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Adding Cards

Administrators with appropriate permissions can add cards to the system.

There are two ways to add cards to your account. A set of cards can be added all at once by defining the first
and last Internal Numbers for the set. For example, you can add 100 cards all at the same time by specifying
the first card’s Internal Number (e.g., 3000) and the last card’s Internal Number (e.g., 3099). Administrators
with appropriate permissions can add cards in this way. Alternatively, you can add individual cards on an as-
needed basis through a process referred to as “swipe-to-enroll.”

Procedures for both methods are described below.

To add one or more cards to the account:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Cards from the dropdown list. The Cards list displays.
3. Click Add New Cards. The Add Cards page displays.

2 Logged in: John Smith
Pame 1 st~ ristoy -] users =] comuraon~{ Sysem
ﬂ
&3 Add Cards
=

Format  Please selecta card format v
First External Number

Last External Number

Save ' Cancel

Figure 58. Add New Cards
Click the appropriate Format on the drop-down list.

Enter the First External Number. The external number is the number printed on the card’s
surface. For example, card #200 will have “200” or “00200” printed on its corner. The external
number is simply a reference to the card itself.

NOTE:

The internal number and external number are often the same, in which
case you only need to enter the external number. However, in some
cases they are offset. For example, you can have a series of 100 cards
in which the external numbers are 3001-3100 and the internal
numbers are 5001-5100. When this happens you must enter both the
first internal number as well as the corresponding external number.

6. To add multiple cards at once, enter a Last External Number. A card is added for each number in
the range defined by the first and last external numbers inclusively. If you enter a First External
Number without also entering a Last External Number, then only a single card with the specified
number is added.

7. Enter the First Card Number. The internal number is part of the card’s embedded value. First
Card Number is a required field only if the internal number is different from the external number.

NOTE:

The maximum number of cards you can add at one time is 1000. In other words, the
range defined by the first and last external numbers can be no greater than 1000.
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8. Enter the Facility Code if one came from the card manufacturer. Not all card formats have facility
codes. In those cases enter O for the facility code.

9. Click Save. You are returned to the Cards list with the new cards shown.

To add individual cards through swipe-to-enroll:
1. Using a card that has not yet been added to the Card Bank, swipe it through your card reader.
2. Scroll over the History link to view the System Activity log. The sub-navigation menu displays.

3. From the Activity link, click System Activity. The System Activity page displays, listing all activity
events, including the unknown credential event just created. (See Browsing the System Activity
Log for more information on the Activity Log.)

4. Click on the raw card value. The Add Card By Value page displays, with the Card Length and Card
Internal Value fields filled in from the System Activity log entry.

3 Logged in: John Smith Change Threat Level

“Home | Status ~ | Hstory ~] Users + Confuration + System ~
Add Card By Value

Card Format Recognizer

Internal Card Bits 2c81d52
Length 26
The card matches the following format(s)

Format 26-bit Standard Wiegand
Card Number 3753
Facility Code 100
Card External Number 3753

Add card with this format

Add as Opaque Card

To add this card to the system by raw value. please enter the number on the outside of the card

Card External Number
Save Cancel

Figure 59. Add Card by Value

5. If the card is of a format recognized by the system, it will be listed as shown in Figure 53. If the
format is unrecognized, the card can still be added as a simple opaque card. In either case,
either the card’s external number in the appropriate field.

6. Click Add Card with this Format to add as a known format, or simply click Save to add the card as
an opaque. You are then returned to the Cards list with the new card shown.

NOTE:

It is possible to add multiple cards with the same number. You may
have cards with the same number but of different types. You may also
have cards with the same number and of the same type, so long as the
cards have different facility codes.
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Managing Card Formats

A pre-defined set of card formats is automatically generated when the System Account is first created.
However, additional card formats can be defined by administrators with appropriate permissions.

NOTE:

Administrators with appropriate permissions can edit or delete a card
format until such time as a card with that format is added to the

system.

To view the list of card formats:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Cards link, click Card Formats from the dropdown list. The Card Formats list page
displays.
3 Logged in: John Smith
“Home | Status -] Hsiory -] Users ~] Contguraton ~ | Sysem ~

\L!_ Card Formats

Name Length
26-bit Standard Wiegand 26
34-bit Wiegand (even parity) 34
34-bit Wiegand (odd parity) 34
37-bit HID 37
37-bit HID with Fac. Code 37
40-bit Casi-Rusco 40
75-bit PIV 75
FASC-N 200

Figure 60. View Card Formats

Details displayed include:
* Name. The name assigned to the card format.

* Length. The number of bits in the card format.

Administrators with appropriate permissions can:
Click anywhere on a listed format to access the associated Card Format page.

Click Add New Format to add a new card format to the system.
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To view the details for a specific card format:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Cards link, click Card Formats from the dropdown list. The Card Formats list displays.

3. Click the card format you want to view. The corresponding Card Format page displays.

2 Logged in: John Smith
Pone ] sats ] oy -] users =] Conraon -] Sysiem

CM Card Format

\

26-bit Standard Wiegand Add New Card Format ] [ Add Cards of this type ]

Bit Length 26
Encoding Binary

Card Fields

Ref Name XML Name Display Value
Card Number ntemal = Y ieeeeeees XXXXXXXXXXXXXXXX .
Facility Code facility SXXXXXXXXK. o ovvvnneranavans
Panty Bit EXXXXXXXXXXXX . v vvvnnvenns
PaityB¢ Ll ceseseraneras XXXXXXXXXXXXO

[ BacktoList | [ Copy This Format |

Figure 61. View Card Format Details

Details displayed may include some of the following:
* Bit Length. The length, in bit size, of the card format.
* Encoding. The style of encoding used on the card format.
¢ Card Number. The internal value that uniquely identifies the card.

* Facility Code. An internal value set at manufacturing to differentiate cards with the same external
value.

* Agency Code. Some card formats have a hardwired set of bits unique to the card vendor, while other
formats use an additional data field, depending on the format.

e  Parity bit. Simple parity bit calculations are a common way to ensure the accuracy of the card read.
This field provides space to inform the card engine how to calculate a single parity bit.

* Bit Mask. In some cases certain bits within a card should be ignored. Specifying a mask allows bits to
be dropped out of incoming credentials of the same length as this format before being matched to the
set of defined cards. Note that this causes a loss of information in creating card credentials, and
should only be used if you fully understand the implications.

* Preset Value. Certain card formats that contain a “vendor bits” field or similar hardwired value that is
present no matter what other fields exist on the card. This allows you to enter a template for values
that will always be inserted into a card when encoded.

Administrators with appropriate permissions can:

Click Back to List to return to the Card Formats list.

Click Add New Card Format to add a new card format to the system.

Click Add Cards of this type to access the Add Cards page in order to add new cards of this type to the system.

Click Copy This Format to access the Edit Card Format page in order to create a new card format similar to the
current one.
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To create a new card format:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From Cards link, click Card Formats from the dropdown list. The Card Formats list displays.

3. Click Add New Format. The Edit Card Format page displays.

2 Logged in: John Smith
Pame Y saus -] sty ~ vsers -] Comguaton -] Sysiem -]

2E3 Edit Card Format

\

Name

Bit Length
Encoding Binary v
Card Fields
Ref Order Name XML Name Display Template/Field Length
Add Field Valve 5 9

i Cancel

Figure 62. Create New Card Format

4. Inthe Name field enter a name for the new format. The name should indicate the bit length and
the card maker. For example, 26-bit Standard Wiegand. This is a required field.

Enter the Bit Length, the number of bits in the card format. This is a required field.
Choose the appropriate Encoding from the dropdown list.

For the Card Fields, select the necessary fields from the dropdown list. Add and fill in the
appropriate information.

NOTE:

Some of the fields listed below may not appear when creating a new
card format dependent upon factors like bit length or encoding style.

8. The Value field is the usual field that is encoded into a card. For example, in the built-in 26 bit
Wiegand format, the card number and facility code are both “value” fields in the format. Agency
Code is also another example of a “value” field.

9. The XML Name field is a reference name used via the Brivo Datasync interface for creating cards
of this format. Valid values only contain numbers, lower case letters, and _ (the underscore).

10. The Preset Value field is used for card formats that contain a “vendor bits” field or similar
hardwired value that is present no matter what other fields exist on the card. This allows you to
enter a template for values that will always be inserted into a card when encoded. This field is
optional.

11. Bit Mask. This field is used to strip bits out of a card before processing. Masking is extremely
dangerous and can result in seriously weakened security. The number of characters entered in
this field must be the same as the bit length, and valid values include: . (period) to indicate a bit
to strip out of the final card value, and X to indicate a bit to keep in the final card value. This
field is optional.
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12. Parity bit. The number of characters entered in each field must be the same as the bit length,
and valid values include: . (period), to indicate bits ignored by this parity calculation, X to indicate
a bit used by this parity calculation, and O and E to indicate the location of an Odd or Even parity
bit. This field is optional.

13. Click Save. The Card Format page displays.
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To copy a format from an existing format:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Cards link, click Card Formats from the dropdown list. The Card Formats list displays.

3. Click the format you want to use as the basis for the new card format. The associated Card
Format page displays.

& Logged in: John Smith
[“Home | Sttus <] Hstory ~ | sers ~ | Conturation ~] System ~
(3
Edit Card Format
Q
Name
Bit Length ¢
Encoding Binary v
Card Fields
Ref Order Name XML Name Display Template/Field Length
® & & CardNumber internal al PN HAMHHXNKHK
O & &) [Facilty Code facility ™ < XXRRRKRR G 4 4'w's 4 4o s 4iwis s 4006
) <) PantyBat EXI0RRRRRAN - = 2 sia iaiaiomainte
QO ©OQPatyBr  iiieeiieeaes 0OOOONNNNKO
Add Field Value v O
Save Cancel

Figure 63. Copy Card Format

4. Click Copy This Format. The Edit Card Format page displays with all the fields filled in from the
copied format. Only the Name field is blank.

Enter a unique Name for this new format. Do not use the same name as the format you copied.

6. Update the appropriate data fields according to the preceding guidelines for creating a new card
format.

7. Click Save. The Card Format page displays.

To edit a card format:
1. Click the Configuration link. The sub-navigation menu displays.
2. From the Cards link, click Card Formats on the sidebar menu. The Card Formats page displays.
3. Click the format you want to edit. The associated Card Format page displays.
4. Click Edit. The Edit Card Format page displays.

NOTE:

Only those card formats defined by an Administrator can be edited or
deleted. The Edit and Delete buttons do not display on the Card Format
page for system-defined card formats.
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& Logged in: John Smith
ome | Sttus ~] Hstory -] Users ~] Confiuraton ~{ System ~
-
2ER Edit Card Format
\
Name 260
Bit Length 25
Encoding  Binary v
Card Fields
Ref Order Name XML Name Display Template/Field Length
® & & CardNumber internal |~ P R H0OOOOONOOO .
O & &) Facilty Code facility IR 35 B SRR ST
© &) PantyBa EXO0000KKXXKKK 2 0 0 e aennnanann
© ©OPaityBt = leeeeeeeierens HOOOOOINKO
Add Field Valia v D
Cancel

Figure 64. Edit Card Format

5. Update the appropriate data fields according to the preceding guidelines for creating a new card
format.

6. Click Save. The Card Format page displays.

To delete a card format:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Cards link, click Card Formats from the dropdown list. The Card Formats list displays.

3. Click the format you want to delete. The associated Card Format page displays.

NOTE:

Only those card formats defined by an Administrator can be edited or
deleted. The Edit and Delete buttons do not display on the Edit Card
Format page for system-defined card formats.

4. Click Delete. A warning message indicates that by deleting this format you are also deleting all
cards of this format, and that the operation cannot be undone.

5. Click OK. You are returned to the Card Formats page with the deleted format no longer listed.
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Managing Card Assignments

Cards are assigned to users in order to provide them access to a facility. A card can be assigned when the user
is first created, or it can be assigned at a later time. Likewise, it is possible to change a user’s card assignment
or delete it all together.

Card assignments are made on the Edit User page. See the section on Creating a User for guidelines on
assigning a card when the user is first added to the account, or see the section on Managing Users for
directions on adding, changing, or deleting a card assignment for an existing user.

Administrators with appropriate permissions can manage card assignments.
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Managing Cards

Once created, a card cannot be edited. It can, however, be deleted from an account.

To delete a single card:
1. Scroll over the Users link. The sub-navigation menu displays.
2. Click Cards from the dropdown list. The Cards list displays.

3. Click Delete on the line of the card you want to delete. A warning message informs you that this
operation cannot be undone.

4. Click OK in the confirmation prompt. You are returned to the Cards list with the deleted card
removed. If the card had been assigned to a user, the assignment is removed.
To delete multiple cards:
1. Scroll over the Users link. The sub-navigation menu displays.
2. Click Cards from the dropdown list. The Cards list displays.
3. Click Delete Cards. The Delete Cards page displays.

3 Logged in: John Smith
[“Home | taus ~ | History -] Users ~| Contguraton - | System ~ |

ﬂ

. Delete Cards

.

Format | please selecta card format v

First Card to Delete

Last Card to Delete

[ Delete | [Cancel

Figure 65. Delete Multiple Cards
4. From the drop-down list, click the Format of the cards you want to delete. This is a required field.

Enter the numbers of the First Card to Delete and the Last Card to Delete. These are both
required fields.

6. Enter the Facility Code for the card range to be deleted.
Click Delete. A message asks you to confirm that you want to delete the specified cards.

8. Click OK. You are returned to the Cards list with the selected cards removed.

NOTE:

If a card is lost, damaged or not returned, you can delete the card from
the Card Bank. Deleted cards can be recreated if deemed appropriate.

NOTE:

If a user attempts to gain access to a door with a deleted card, the
event will be logged as a Failed Access Attempt: Unknown Card.
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What are Badges?

Brivo OnSite Server’s badging capability allows users to design custom badges with several options, including
orientation of the badge, single or dual sided, customized background color and/or image, use of standard text
objects (first name & last name; first name; last name) and custom text objects (such as Job Title), static text
objects, user photo objects, static image objects, and custom image objects.

For more information regarding custom fields, see the section in Users and Groups on Managing Custom
Fields.
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Badge Templates

To create a badge template:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Cards link, click Badge Templates from the dropdown list. If there are preexisting badge
templates, the page displays them.

& Logged in: John Smith
[“Home | Status <] History ~ | sers ~ | Conturaton ~| System ~
n Badge Templates

1-50f5 | Create Badge Template |

Name

Contractor Badge
Customer Badge

Sample Badge (Landscape)
Sample Badge (Portrait)
Visitor Badge

Figure 66. Create Badge Template

3. Click Create Badge Template. The Edit Badge Template page displays with an editable area for
creating a badge template.

4. Under Template Properties, enter a name for the template you have created.

Select the orientation of the template from the dropdown list. The orientation of the card determines
the scale of images and text objects.

6. Select whether or not the badge will be duplex (both sides) or not from the dropdown menu.
Select the Badge Size from the dropdown menu. The default is CR80.

8. The height and width (in inches) can be edited manually if that is required.

NOTE:

Any changes made to the default settings can produce unexpected
results if they are not supported by the printer driver.

9. Choose from the list of items on the palette on the left and drag them to the open box in the middle to
create your badge template.

10. Depending upon which items you dragged from the palette onto the badge template area, text will
appear in the box next to the badge template area. Though the field may read “First Name”, when the
badge is actually created for a user, the user’s actual first name will be entered into the field
automatically.
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Template Properties
Name
Orientation Portrait
Duplex Both Sides +
Badge Size CR20 +

Height(in) 3360000  2.110000
Width(in)

Figure 67. Template Properties

11. If you wish to select a background color for the badge, click No Color and a popup list will appear. Choose
a color from the palette and click Save. To reject the color, click Cancel. For no color, select No Color.

W

your image and click Upload. Click ?’3 to remove an image.

12. To add an image as your background, click to import an image. A popup window will appear. Select

13. Once you have finished specifying the options for your template, select Apply to apply your options. If you
wish to return to the default settings, click Revert. If you wish to delete the text box, click Delete.

Field Properties
Color |
Position l—‘ 351
Dimensions 179 x 157

Figure 68. Field Properties
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Badging options:
For Static Text Objects:

a) Drag the static text object from the palette to the editable box.

b) Specify the Text Properties:

a)
b)

Text: Enter the desired text in the static text field.

Color: Choose a color for the static text from the pop up color box. To keep the
selected color, click Save. To cancel the selection, click Cancel. For no color, click
No Color.

(Static Text)

(Arst Name Last Naer
(Frst Name)

(Last Name)
(Mddie Name)
(Mddie nival)

(Rrst Name Mddle
Name Last Name)

(Last Narme, First Nar
Mddie Name)

Colored Box

department
employee id
title

cearance

Static -

u Edit Badge Template

Badge Front T .
Rea 0 Green 0 Bue 0
Text
ACME Management
Color -
Background . ed
Text Size 10
Position 35 _-
}CME Management Company Dimensions 263 Save  Cancel No Color

Font sans-sent v
Multiline »
Qanla ta Civ &

Apply  Revert | Delete
Template Propertes
Name
Orientation  Portran
Duplex Front Only
Badge Size CR79 v

Height(in) 3330000 2050000
Width(in)

Save Cancel
Color No Color] Image %7 3§

Figure 69. Choose Color

c) Background: Click on the Background field and select a background color for the
text field. To accept the color you have selected, click Save. To reject the color, click
Cancel. For no color, select No Color.

d) Text Size: Enter the desired font size for the text in the Size field, or click on a corner
of the text box and drag to enlarge.

NOTE:
Because of scaling and other factors, the font size may or may not
correspond to the font point size.

e) Position: You may either manually enter the position where you'd like the text, or you
can simply drag the text to the desired area of the template.

f) Dimensions: You may either manually enter the desired dimensions for the text, or
you can simply click on a corner of the text box and drag to increase or decrease the
dimensions.

g) Font: select a font for the text from the dropdown list.
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h) Multiline: Check the Multiline box if you wish to split the text across more than one
line. If left unchecked, the text is only broken across multiple lines if a new line is
embedded.

i) Scale to Fit: Check the Scale to Fit box if you wish for the text to correspond with the
size of the box.

j)  Alignment: Select the alignment from the dropdown list for the text.

k) Vertical Placement: Select the placement from the dropdown list for the text or
image.

I) Orientation: Select the orientation of the text from the dropdown list.

For Standard Text Objects:

1. Drag a standard text icon from the palette to the editable box.

(First Name)
(Last Name)
(Middle Name)
(Middle Inibal)

Figure 70. Examples of Standard Text Objects
2. Specify the Text Properties:
i. Color: Click on the Color field and select a color for the text.

ii. Background: Click on the Background field and select a background color for the text
field. To accept the color you have selected, click Save. To reject the color, click
Cancel. For no color, select No Color.

iii. Text Size: Enter the desired font size for the text in the Size field, or click on a corner
of the text box and drag to enlarge.

iv. Position: You may either manually enter the position where you'd like the text, or you
can simply drag the text to the desired area of the template.

v. Dimensions: You may either manually enter the desired dimensions for the text, or
you can simply click on a corner of the text box and drag to increase or decrease the
dimensions.

vi. Font: select a font for the text from the dropdown list.

vii. Multiline: Check the Multiline box if you wish to split the text across more than one
line. If left unchecked, the text is only broken across multiple lines if a new line is
embedded.

viii. Scale to Fit: Check the Scale to Fit box if you wish for the text to correspond with the
size of the box.

ix. Alignment: Select the alignment from the dropdown list for the text.

x. Vertical Placement: Select the placement from the dropdown list for the text or
image.

xi. Orientation: Select the orientation of the text from the dropdown list.
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3. Once you have finished specifying the options for the text field, select Apply to apply your
options. If you wish to return to the default settings, click Revert. If you wish to delete the text
box, click Delete.

For User Photo Objects:
1. Drag the standard image icon from the palette to the editable box.

Figure 71. User Photo Icon
2. Specify the Image Properties:

i. Position: You may either manually enter the position where you'd like the image, or you
can simply drag the image to the desired area of the template.

ii. Dimensions: You may either manually enter the desired dimensions for the image, or you
can simply click on a corner of the image box and drag to increase or decrease the
dimensions.

iii. Background: Click on the Background field and select a background color for the image.
Background color will only be available if there is enough room after the image is resized.
To accept the color you have selected, click Save. To reject the color, click Cancel. For no
color, select No Color.

iv. Keep Aspect: Check the Keep Aspect box if you wish to resize the image as large as
possible without distorting the image.
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& Loggedin: Annie Noonan  Active Account Acme

[“Sous vy -] Users -] Cordgraon -] Sysom -

u Edit Badge Template

(Static Text) - Badge Front
(Rrst Name Last Namr
(Frst Name)

(Last Name)
(Mddie Name)
(Mddie nital)

(Arst Name Mddie
Name Last Name)

(Last Name, First Nar
Mdde Name)

Colored Box

department
employeed
title

dearance

Color No Color] Image 57 3¢

Image Propertes

Position 15 64

Dimensions 23  x 350
Background .o

Keep «
Aspect

Apply  Revert | Delote

Template Propertes
Name
Orientation Portrast v
Duplex Front Only +
Badge Size CR70 v

Height(in) 3330000 = 2050000
Width(in)

Save | Cancel

Figure 72.

User Photo Properties

¢) Once you have finished specifying the options for the image field, select Apply to apply your
options. If you wish to return to the default settings, click Revert. If you wish to delete the user

photo, click Delete.

For Static Image Objects:

1. Drag the Static Image icon from the palette to the editable box.

Figure 73.
2. Specify the Image Properties:

Static Image Icon

v. Filename: To import an image file, click Browse and select the file you wish to import.

vi. Position: You may either manually enter the position where you'd like the image, or you

can simply drag the image to the desired area of the template.

vii. Dimensions: You may either manually enter the desired dimensions for the image, or you
can simply click on a corner of the image box and drag to increase or decrease the

dimensions.

viii. Background: Click on the Background field and select a background color for the image
and click Save. Background color will only be available if there is enough room after the

image is resized.

ix. Keep Aspect: Check the Keep Aspect box if you wish to resize the image as large as
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possible without distorting the image.

& Logged in° Annie Noonan  Active Account Acme

| Home | Status ~| History - | Users - Configuration ~ | System - |
u Edit Badge Template

(Mddle Name) B Badge Front Image Properties
(Mddie nival) Filename  ypioad Image
(Frst Name Mddle (Rrst Name} Position 354 106
Name Last Name) :

ame| Dimensions 12
(Last Name, First Na¢ (st ey Ll L
Mdde Name) Background . -
Colored Box Keep v
department Aspect
employee id

title
dearance

iﬂ%célkrmsidla Gym

e Sreet

Suste 1250 Apply | Revert | Delete
(F Seatde WA 98001

Template Properties
Color No Color| Image 57 3§ Name
Orientation Landscape +
Duplex Front Only
Badge Size CR79 «

Height(in) 2050000 = 3330000
Width(in)

Save | Cancel

Figure 74. Static Image Properties

3. Once you have finished specifying the options for the image field, select Apply to apply your
options. If you wish to return to the default settings, click Revert. If you wish to delete the
static image, click Delete.

For Colored Boxes:
1. Drag the colored box icon from the palette to the editable box.

2. Select a color from the pop up list next to the Color field. To accept the color you have
selected, click Save. To reject the color, click Cancel. For no color, select No Color.

For Barcodes:
1. Drag the barcode icon from the palette to the editable box.
2. Select the Barcode Properties.
i. Encoding: Select a code style from the dropdown list.

ii. Custom Field: If you wish to include a custom field along with your barcode, select one
from the dropdown list.

iii. Position: You may either manually enter the position where you’d like the image, or you
can simply drag the image to the desired area of the template.

iv. Dimensions: You may either manually enter the desired dimensions for the image, or you
can simply click on a corner of the image box and drag to increase or decrease the
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dimensions.
v. Orientation: Select the orientation of the text from the dropdown list.

vi. Generate Checksum: Select this box to generate a number to verify that the barcode
matches the code specified in the user’s file.

vii. Show Numbers: Check this box if you want numbers to be shown on the barcode.

3. Once you have finished specifying the options for the barcode field, select Apply to apply your
options. If you wish to return to the default settings, click Revert. If you wish to delete the
barcode, click Delete.

NOTE:

Because different barcodes specify particular formats, a red “X” may
appear in the barcode field if the properties have not been entered
correctly.

To edit a badge template:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Cards link, click Badge Templates from the dropdown list. The Badge Templates list
displays.

Choose from the list of templates the badge you would like to edit.
The “Badge Template Details” page displays. Click Edit.

When you are finished making changes to the badge template, click Save.

To print a badge:

1. Scroll over the Users link. The sub-navigation menu displays.
Click Users from the dropdown list. The Users list displays.
Choose from the list of users for whom you wish to print a badge.

The “User Details” page displays. Select Print Badge from the More Operations dropdown menu.

S S

The “Print Badge” page displays. Select a previously created badge template from the dropdown
list. The template is applied to the user’s information.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 112 of 324

Print Badge

Select Template | Visitor Badge

Vincent
Abernathy

Print Preview Close

Figure 75.  Print Preview

Print Badge
Select Template v
Vincent
Abernathy

Figure 76.  Print Badge

6. Click Print Preview. The Print Preview page displays. If the badge is acceptable, click Print and
the badge prints via your default printer.
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NOTE:

The badge printer must have dual sided printing enabled to print any
two sided badges. If not enabled, the printer may not print properly.
Some printers do not carry the settings from one print job to the next.
Be sure to check any printer specific settings prior to printing a badge.

To delete a badge template:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Cards link, click Badge Templates from the dropdown list. The Badge Templates list
displays.
Click “Badge Templates.” Choose the badge you would like to delete from the list of templates.
The “Badge Template Details” page displays. Click Delete. A warning pops up advising you that

the action you are about to complete cannot be undone. Click Ok to proceed. The badge has
successfully been deleted.
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What is an Account?

An accountis essentially a “span of control.” With the Brivo OnSite Server family of applications, there is
usually only one account: the System Account. This is the account that manages the overall facility at which the
system is installed. The control of all doors, exterior and interior, as well as all devices, is managed by this one
account.

If sections of the facility are leased out, then there may also be one or more Tenant Accounts in addition to the
System Account. In cases such as this, the System Account is used to manage the overall facility, such as
access to lobby doors or a cafeteria. Tenant Accounts, on the other hand, are used to manage the access of
user groups associated with the tenant organization.

NOTE:

Administration permissions to sub-accounts are controlled by the role-
based administration settings. Roles can be granted permissions to
sub-accounts, so system account administrators can be given as
restricted as needed set of capabilities in sub-accounts.
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Defining the Initial System Account Administrator

An Administrator with full permissions must be defined for the System Account before any other data is
entered. When you first log in to the System Account, you are automatically taken to the Welcome page and
prompted to create a System Account Administrator.

To log in for the first time:
1. Inyour web browser, enter the address for the Brivo OnSite Server.

2. The Log In page displays.

©brivo.

Brivo OnSite Server

ﬁ Please Log In

Please enter a valid username and password to administer the Brivo OnSite Server.
Username: l

Password: i

' Login |

Figure 77. Log In
3. Inthe Username field, enter admin.

4. Leave the Password field blank.

5. Click Login. The Welcome page displays.
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Welcome to Brivo OnSite Server
If this is a new Install:

Ploase start by sethng up an administrator with read/write access 10 the system

Enter the administrator’s fiest/last name
Enter a login name and password

You will be able to edd this user again by chicking the Users tab

If you have just upgraded your Brivo OnSite Server:

General Settings

First Name |
Middle Name
Last Name

Photograph
Take Photo | Upload Image

Administrator Information

Username admin
Preferred Language English v
Preferred Date Format 123199 v

Password Complexity Rules
— Require Maimum Pas:

quire at least one n
» al 10ast one upper-¢

S and one lower-case letter
acter

Password
Confirm Password

Note that this also sets the mtial password on the console. This password cannot be recovered o lost
Email

Save and continue to Account Setup

Figure 78. System Account Administrator Creation Page

To define the initial System Account Administrator

1. Inthe First Name, Middle Name and Last Name fields enter the first, middle, and last names of
the Administrator for the System Account. The first name and last name are required fields.

2. If you want a photograph linked to this administrator, you may click on either the Take Photo
button to use a webcam or the Upload Image to upload an already existing image.

3. The Username defaults to admin. For security reasons, you may want to change the Username
of the System Account Administrator, but you are not required to do so.

4. Select a Preferred Language from the dropdown list.
Select a Preferred Date Format from the dropdown list.

In the Password field, enter a password for the Administrator. Re-enter the exact same password
in the Confirm Password field. Both of these fields are required.

7. Select an Email for the System Account Administrator.
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NOTE:

The password that is set on this first page is used to control access to
the console configuration for the Brivo OnSite Server. After setting up

your initial Administrator, you will need to use that password with the

username ‘admin’ to log into the console. The password may then be

changed from the console if necessary.

Do not lose this password, or you will not be able to log into the console
interface in the future without it.

NOTE:

The Username and Password fields are required for all Administrators.
The username and password combination determine the
Administrator’s access to the Brivo OnSite Server application, and must
be entered the next time the Administrator logs in.
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8. Click Save and continue to Account Setup. The Edit Account Details page displays.

To set up the System Account:

@ Edit Account Details

Please set up pimary account and administrative contact information

Name Second StreetMutual Funds
Main Contact Ennque Alvarez

Address

Phone |202-555-5555
Email ealvarez@ssmfcom
Threat Levels

Enable Threat Levels (v

Save and Finish Setup

Figure 79. Set up System Account

1. After defining a System Account Administrator, you are prompted to name the System Account
and identify a main contact for it. Other than Name, all of the fields on this page are optional.

2. Enter the Name for the System Account. If the facility is occupied by a single business, you
probably want to use the name of that business. If the facility has more than one tenant, you may

want to use the building name, the building address, or the landlord’s name.

3. Enter the Main Contact for the System Account. This is the person primarily responsible for the
operation of the Brivo OnSite Server at this facility. For Tenant Accounts, the main contact is the

person who deals with the System Account management company.
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4. Enter the complete Address for the main contact. The format of this address will vary depending
on the location of the facility. For example, in the United States the address should include a
street number and name on line, possibly a suite or office number on the second line, and the
city, state and zip code on the last line.

5. Enter the complete Phone number for the main contact. The format of the phone number will
vary depending on the location of the facility. For example, in the United States the phone
number should include a 3-digit area code, a 7-digit number, and possibly an extension.

6. Enter an Email address for the main contact.

Enable Threat Level functionality. Check the “Enable Threat Levels” to be able to use Threat
Level functionality.

8. Click Save and Finish Setup. The System Activity page displays. You are now ready to begin
configuring the system. See the section on System Management.
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Viewing Account Details

Administrators with appropriate permissions can view basic account information on the Account Details page.
This overview displays contact information for the account as well as a list of Administrators and devices
defined for the account.
To view details for a specific account:

1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

2. From the Account link, click Account Details. The Account Details page displays.

3 Logged in: James Finnerty [1;&&;&@;}
T T T T T

3 Account Details

Brivo EZ Storage

Main Contact James Finnerty
Address 4330 East West Highway Suite 250 Bethesda, MD 20814
Phone 301-555-1212
Email larry wile@brivo.com
Enable Threat Levels Yes

Alarm Console Settings
Enable No

Password Complexity Rules

Require Mini P d Length 8

Require at least one non-alphanumeric

Require at least one upper-case and one lower-case letter
Require at least one numeric character

Statistics
Users 37
Groups 6
Schedules 5
Account Administrators 1
Devices 5

Edt

Figure 80. View Account Details

Details displayed include:

* Main Contact. The name of the person primarily responsible for the operation of the system at this
facility

* Address. The complete mailing address for the main contact for the account.

¢ Phone. The phone number(s) for the main contact.

* Email. The email address for the main contact.

* Enable Threat Levels. Whether or not the account has Threat Level functionality enabled.

¢ Alarm Console Settings. Whether or not this account has Alarm Console functionality enabled, and if
enabled, when alarms are active, any alarm priorities that have been set, and if alarms are linked to
specific threat levels.

e Alarm for Control Panels. Whether or not there are any alarm texts for control panel alarm events and
what the alarm priority is for those events.

¢ Password Complexity Rules. Whether or not the password rules for the account will follow:
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o A minimum password length (the default is 8 characters).

o Requiring at least one non-alphanumeric character.

o Requiring at least one upper-case and one lower-case letter.
o Requiring at least one numeric character.

e  Statistics. Shows the number of Users, Groups, Schedules, Account Administrators, and Devices for
the selected account.

NOTE:

Administrator status is assigned to a user on the Administrators page.
See Creating an Administrator for more information.

NOTE:

Doors and devices are defined in the Devices section. See the section
on Managing Devices for more information.

Administrators with appropriate permissions can:
Click Back to List to return to the Accounts list.
Click Create New Account to access a blank Edit Account Details page in order to create a new Tenant Account.

Click Edit to access the Edit Account Details page associated with this account.
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Creating Tenant Accounts

By default, the account you create when you first log in is automatically defined as the System Account. All
subsequent accounts are automatically defined as Tenant Accounts.

Only Administrators with appropriate permissions can create new Tenant Accounts.

To create a Tenant Account:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Account link, click Account Details. The Account Details page displays.

3. Click Create New Account. The Edit Account Details page displays with blank fields.

3 Logged in: James Finnerty ‘T.Gw-snuumn;lamdi
[“Home | Status - | tistory ~| Users ~ | Configuraton - | System ~ |
@ Edit Account Details

Name |
Main Contact
Address

Phone
Email
Threat Levels

Enable Threat Levels [7]

Alarm Console Settings

Enable []

Password Complexity Rules

Require Minimum Password g
Length

[“IRequire at least one non-alphanumeric
[“JRequire at least one upper-case and one lower-case letter

[“IRequire at least one numeric character

Save Cancel

Figure 81. Create Tenant Account

4. Inthe Name field enter a descriptive name for the account, such as the name of the business.
This is the only required field on this page

5. Inthe Main Contact field enter the name of the person primarily responsible for managing the
interface for this account.

6. Inthe Address field enter the complete address for the person identified as the main contact.
The format of this address will vary depending on the country in which the account is located. For
example, in the United States the address should include the street number and name, office
number, city, state, and zip code.
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7. Inthe Phone field enter the complete phone number for the person identified as the main
contact. As with the address, the format of the phone number will depend on the country. In the
United States, this field would contain a three-digit area code, a seven-digit number, and possibly
an extension.

8. Inthe Email field enter the email address for the main contact.

9. Enable Threat Level functionality for the account. Check the “Enable Threat Levels” to be able to
use threat levels on the tenant account.

10. Enable Alarm Console Settings functionality for the account. Check the “Enable” checkbox to set
scheduling, priority, and threat level functionality.

11. In the Password Complexity Rules section, enter the required minimum password length, and
whether or not the password will require non-alphanumeric, upper-case and lower-case, and/or
numeric characters.

12. Click Save. At the top of the page, the active account displays. To change the active account,
click on the Active Account link and select the new Active Account from the list.

Figure 82. View Active Account

NOTE:

You now have a multi-account setup. See Tenant Accounts for guidelines on managing
these accounts.

13. If you choose not to assign an Administrator to the new account, you can:

o Click Create New Account to create another Tenant Account without first
assigning an Administrator to this one. You can always assign an
Administrator at a later time.
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o Click Back to List to return to the Accounts list without first assigning an
Administrator to this account. You can always assign an Administrator at a
later time.

o Click Edit to access the Edit Account Details page to make changes to this
account before first assigning an Administrator.

o Click Delete to remove the account from the system.

NOTE:

If there are no Administrators with permissions to a Tenant Account, the
tenant will not be able to log in to the account, and the account will
remain under the complete control of the System Account until an
Administrator is assigned.
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Managing Account Contact Information

Once an account is created, all contact information can be edited by any Account Administrator with

appropriate permissions.

To edit account contact information:

1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

2. From the Account link, click Account Details. The Account Details page displays.

3. Click Edit. The Edit Account Details page displays.

& logged in: James Finnerty  Active Account: Brivo EZ Storage
@ Edit Account Details

Name Bmo EZ Storage
Main Contact james Finnerty
Address 4330

Bet da, MD 20814

Phone 301.555.1212

Email jamy wile@brivo.com

Threat Levels

Enable Threat Levels [V]

Alarm Console Settings

Enable []

Alarm for Control Panels

Password Complexity Rules

Require Minimum Password g
Length

[“IRequire at least one non-alphanumeric
[“JRequire at least one upper-case and one lower-case letter
[“IRequire at least one numeric character

[Lowe: Stuation Nonal |

Figure 83. Edit Account Details

4. You can change the account Name, but you cannot delete it. This is the only required field on this

page.

Update the remaining fields according to the procedures for creating tenant accounts.

Enable Threat Levels functionality for the account. If you choose to allow the account to be able

to use Threat Levels, click the “Enable Threat Levels” box.

7. Enable Alarm Console Settings for the account. If you choose to allow the account to use Alarm

Console Settings, click the “Enable” box.

Edit Password Complexity Rules for the account as needed.

Click Save. You are returned to the Account Details page with the updated information displayed.
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What are Email Notifications?

An email notification is an email message that corresponds to an Access Event (such as when a member of the
group “Janitors” enters the “Main Office"), an Exception Event (such as when the “Front Door” is ajar for three
minutes), a Device Event (such as when a motion sensor engages), or a Control Panel Event (such as when the
control panel loses AC power).

Email notifications are sent to specific people under specific circumstances according to a set of notification
rules that state those who should be notified about what events. Notifications are formatted in plain text. The
time that the notification displays when it is sent corresponds with the time zone configured for the appliance.
For more information on configuring control panels, see Update and/or Configure a Control Panel.

In order to use the Email Notification function in Brivo OnSite Server, you must first configure your SMTP
Server. See the section on Configuring the SMTP Server for more information.
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Browsing the Notifications List

Administrators with appropriate permissions can view, create, edit and delete notification rules.

To view the Notifications list for a specific account:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Account link, click Email Notifications. The Email Notifications page displays.

3. Click Email Notifications on the sidebar menu. The Email Notifications page displays.

& Logged in: John Smith  Active Account: New York Plaza
M i i i K T
%] Email Notifications

1-20f2 Create New Rule

Name Recipient Event Schedule Details

AC Power Loss/Restore carl browning@brivoplaza.com AC Power Loss / Restore Always on any device
Unit Opened/Closed john smith@brivoplaza com Unit Opened / Closed Always on any device

Figure 84. View Email Notifications List

Details displayed include:
* Name. The name assigned to the notification rule.
* Recipient. The email address for the individual that will receive the notification.
* Event. The event that, when it occurs, causes the email notification to be sent.

e Schedule. The schedule associated with the notification rule. See the section on Schedules and
Holidays for more information.

* Details. The specific door or device at which the event occurred.

Administrators with appropriate permissions can:
Click Create New Rule to access a blank Edit Notification page in order to create a new notification rule.

Click anywhere on the line for a specific rule to access the associated Edit Notification page.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 129 of 324

Creating Notification Rules

Administrators with appropriate permissions can create notification rules.

To create a notification rule:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Account link, click Email Notifications. The Email Notifications page displays.

3. Click Create New Rule. The Edit Notification page displays with all the fields blank.

& Logged in: John Smith  Active Account: New York Plaza
i i e
] Edit Notification

Name
Recipient

Event (none) v
Schedule (none) v

Language ' English v

Cancel

Figure 85. Create Notification Rule
Enter a brief, descriptive Name for the rule, such as “Lobby Door Ajar.”

In the Recipient field, enter the email address of the individual to receive the email notification.
Enter only one email address in this field.

6. From the drop-down list, select the Event for which you want a notification sent.

7. From the drop-down list, select the Schedule according to which you wish to monitor this event.
The notification rule will only trigger the sending of an email if the specified event happens during
an active block in the given schedule.

For some event types, you will need to specify a Device, a User, or a Group.
From the Language drop-down list select a language for the email message.

10. Click Save. The Email Notifications page displays with the new rule listed. From this point
forward, each time the selected event occurs during the schedule selected, the specified
recipient will receive an email notification.
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Managing Notification Rules

Notification rules can be edited or deleted at any time by administrators with appropriate permissions.

To edit a notification rule:

1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Account link, click Email Notifications. The Email Notifications page displays.
3. Click anywhere on the line of information for the rule you want to edit. The corresponding Edit
Notification page displays.
aLogged in: John Smith  Active Account: New York Plaza
[“Home | Status ~ | tisory ~ | Users ~ | Configuraton ~ | Sytem ]
iz‘ Edit Notification
Name |Unit Opened/Closed
Recipient john smith@brivoplaza com
Event | Unit Opened / Closed v
Schedule Always v
Language English v
Save Cancel
Figure 86. Edit Email Notification Rule
4. Update the fields according to the guidelines provided for creating notification rules.

Click Save. You are returned to the Email Notifications list with the updated information
displayed.

To delete a rule:

1.
2.
3.

Scroll over the Configuration link. The sub-navigation menu displays.
From the Account link, click Email Notifications. The Email Notifications page displays.

Click the name of the notification rule you wish to delete. The corresponding Notification Details
page displays.

Click Delete This Rule. The Notifications page displays and the deleted rule is no longer listed.
The rule is removed from the system and will no longer cause email messages to be sent.
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Sample Email Notifications

Following are several sample email notification messages. Please see the section on /ndex of Events for more
information.

Access by User

Subject: Valid Credential Presented
To: jack@acme.com

Valid Credential Presented

When: Mon Mar 20 06:32:53 2006
Device: Acme Megaplex Front Door
User: Emily Bennett

Door Ajar
Subject: Door left ajar
To: jamie@acme.com

Door left ajar
When: Tue Mar 21 18:02:06 2006
Device: Acme Megaplex Front Door

Door Forced Open

Subject: Door forced open
To: jamie@acme.com

Door forced open
When: Tue Mar 21 18:00:06 2006
Device: Acme Megaplex Front Door

Locked or Unlocked on Schedule

Subject: Unlocked on schedule
To: jack@acme.com

Unlocked on schedule
When: Mon Mar 20 09:00:00 2006
Device: Acme Megaplex Front Door

Failed Access by Unknown Person (Unknown card)
Subject: Failed access attempt: Unknown card
To: bobby@acme.com

Failed access attempt: Unknown card
When: Thu Mar 23 07:17:05 2006
Device: Acme Megaplex Front Door

Failed Access by Known User (Unassigned or revoked card)

Subject: Failed access attempt: Unassigned or revoked card
To: bobby@acme.com

Failed access attempt: Unassigned or revoked card
When: Thu Mar 23 20:17:05 2006
Device: Acme Megaplex Front Door
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Administrators are people with access to Brivo OnSite Server, the web-based interface. These permissions are
defined by the administrator roles feature, which details very specifically what sections of the interface an
administrator has access to as well as what processes an administrator is allowed to use.

The creation of the first administrator, or System Administrator, is detailed in the previous chapter.
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To view current administrators:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Account link, select Administrators. The Administrators List page displays.

2 Logged in: John Smith  Actve Account: Brivo EZ Storage
i e e T
b |
@ Administrators

Filter v Reset | 1-10f1 Create New Administrator
Name Administrator Login Administrator Roles
Smith, John admin System Administrators

Figure 87. View Current Administrators

To create a new administrator:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Account link, select Administrators. The Administrators List page displays.

3. Click on the Create New Administrator button.

& Logged in: James Finnerty  Active Account: Brivo EZ Storage Low: Situation Normal ‘

b | s
@ Edit Administrator

User McCaillum James
Username ;mc100
Preferred Language English e
Preferred Date Format  12/31/99 v

Password Complexity Rules

— Require Minimum Password Length: 8

— Require at least one non-alphanumeric

— Require 3t least one upper-case and one lower-case letter
— Require at least one numeric character

Password
Confirm Password
Email

Has Roles Available Roles
HR Managers
Receptionists

Secunty Guards

System Administrators

The Brivo Store - Account Administrators

Save Cancel

Figure 88. Create New Administrator

4. Click on the User link. The Select User popup window will appear. Select the user to link to this
administrator or click the None (Leave selection blank) button. If you click the None (Leave
selection blank) button, you are not able to save the administrator.

5. Select a Username for this administrator.
Select a Preferred Language from the dropdown list.

Select a Preferred Date Format from the dropdown list.
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8. Select a Password for the new administrator and enter it again in the Confirm Password field. The
required Password Complexity Rules are listed above the Password field.

9. Select one or more Available Roles and click on the left arrow to move the administrator roles
from the right box to the left.

10. Click Save. You are returned to the Administrator Details page.

& Logged in: John Smith Change Threat Level
[“Home | Status ~ | Hstory ~] Users ~] Contguraton + | System -

a Administrator Details

hrm100 | Create New Administrator

Name Van Holst, Jackie

Has Roles HR Managers
Preferred Language English

(Gackiotst] (Eat) (Do)

Figure 89. View Administrator Details

To edit an administrator:

1. Scroll over the Configuration link. The sub-navigation menu displays.
From the Account link, select Administrators. The Administrators List page displays.
Click on the administrator you wish to edit. The Administrator Details page displays.

Click Edit. The Edit Administrator page displays.

ok 0N

Update the necessary fields and click Save. You are returned to the Administrator Details page.

To delete an administrator:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Account link, select Administrators. The Administrators List page displays.
3. Click on the administrator you wish to delete. The Administrator Details page displays.
4

Click Delete and click OK in the confirmation popup window. You are returned to the
Administrators List page.

WARNING: Deleting Administrators

Deleting an administrator cannot be undone. Do not delete an
administrator without being fully aware of the consequences.

WARNING: No Administrators Left!

“Warning: There are no administrators on this account with full access.
Please create an administrator login with full access to this account before
performing any other user operations.”

If you get this message while deleting a user or administrator, you have
attempted to disable the last administrator with full access to this system.
Please make sure another administrator has full access before disabling this
one.
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Administrator Roles

Administrator roles are an assigned set of permissions that allow an administrator access to the various
sections of the Brivo OnSite Server. For example, the Brivo OnSite Server provides a few preloaded
administrator roles, one of which is called Receptionist. An administrator who has been given the role of
receptionist has the capability to view and modify device status and to view activity. If additional permissions
are desired, a new administrator role can be created or an existing administrator role can be edited to add new
permissions.

Administrators can be assigned a number of different roles, all granting different permissions. If any action is
granted by a role, an administrator with that role is allowed that action regardless of other roles the
administrator may have.

Each account in the system has a reserved role, called System Administrator or Account Administrator (for the
system and sub-accounts respectively). These roles cannot be modified or deleted, and have certain
permissions that cannot be granted to other roles. For example, the ability to create and edit new administrator
roles is restricted to the reserved role only. As a special case, the System Administrator role must always be
assigned to at least one administrator. This protects against accidental complete system lock-out.

To view administrator roles:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Account link, select Administrator Roles. The Administrator Roles List page displays.

& Logged in: John Smith Change Threat Level
Phome 1 sias =] oy~ Users =] Contraion =] ‘ore

| Administrator Roles

1-60f6 [ Create New Administrator Role J

Name Members
Backup

HR Managers
Receptionists

Secondary Administrators
Security Guards

-0 00 -

System Administrators

Figure 90. View Administrator Roles
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Definitions of Permissions

Below is a list of definitions for each of the various permissions allowed when setting up or editing an
administrator role.

Administrator Controls

View - allows an administrator to view content for a particular permission.

Modify - allows an administrator the ability to modify data in relation to a particular permission.
Create - allows an administrator the ability to create new data in relation to a particular permission.
Delete - allows an administrator to delete data in relation to a particular permission.

Allow - allows an administrator the right to perform an action in regards to a particular permission.

Targets - refers to the entities within an account that this permission will be affecting.

Permissions:

Make System Backup - allows an administrator with this permission to perform a system backup of
the Brivo OnSite Server.

System Settings - allows an administrator to view and/or modify the system settings of the Brivo
OnSite Server, including things like system date/time, upgrading the firmware, and license keys.

Network Settings - allows an administrator to view and/or modify the network settings of the Brivo
OnSite Server, including things like network configuration or panel discovery.

Database - allows an administrator to view and/or modify the database of the Brivo OnSite Server.
This includes such activities as bulk user imports, and backing up and restoring the full application
database.

Accounts - allows an administrator to view and/or modify information related to one or more accounts
of the Brivo OnSite Server.

Administrators - allows an administrator to view, modify, create, and/or delete administrators on the
Brivo OnSite Server.

Administrator Roles - allows an administrator to view administrator roles.

Users - allows an administrator to view, modify, create, and or delete users in the Brivo OnSite Server
database.

Manage User Group Memberships - allows an administrator to view and/or modify the group
members of users in the Brivo OnSite Server database for one or more accounts.

Custom Field Definitions - allows an administrator to view, modify, create, and/or delete custom fields
of the Brivo OnSite Server for one or more accounts.

Custom Field Data - allows an administrator to view and/or modify the data in custom fields in the
Brivo OnSite Server database for one or more accounts.

Cards - allows an administrator to view, create, and/or delete cards in the Brivo OnSite Server.

Card Formats - allows an administrator to view, modify, create, and/or delete card formats in the
Brivo OnSite Server.

Badge Templates - allows an administrator to view, modify, create, and/or delete badge templates in
the Brivo OnSite Server.
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* Print Badge - allows an administrator to print badges in from a given set of badge templates on the
Brivo OnSite Server.

* Control Panels - allows an administrator to view, modify, create, and/or delete control panels
associated with the Brivo OnSite Server.

¢ Devices - allows an administrator to view, modify, create, and/or delete devices in the Brivo OnSite
Server.

¢ Device Status - allows an administrator to view and/or modify the status of devices associated with
the Brivo OnSite Server for a given set of devices.

* DVR Drivers - allows an administrator to view, create, and/or delete DVR drivers for the Brivo OnSite
Server.

* Filters - allows an administrator to view, modify, create, and/or delete filters in the Brivo OnSite
Server.

* Groups - allows an administrator to view, modify, create, and/or delete groups in the Brivo OnSite
Server.

* Holidays - allows an administrator to view, modify, create, and/or delete groups in the Brivo OnSite
Server.

* Maps - allows an administrator to view, modify, create, and/or delete maps in the Brivo OnSite Server.

* Email Notifications - allows an administrator to view, modify, create, and/or delete email notifications
in the Brivo OnSite Server.

e Schedules - allows an administrator to view, modify, create, and/or delete schedules in the Brivo
OnSite Server.

* Threat Levels - allows an administrator to view, modify, create, and/or delete threat levels in the Brivo
OnSite Server.

* Antipassback Zones - allows an administrator to view, modify, create, and/or delete antipassback
zones in the Brivo OnSite Server.

¢ Activity - allows an administrator to view activity in the Brivo OnSite Server.

* Administrative Journal - allows an administrator to view the Administrative Journal in the Brivo OnSite
Server.

* Change Threat Level - allows an administrator to change the threat level in the Brivo OnSite Server for
one or more accounts.

e Schedules Status - allows an administrator to view and/or modify the status of schedules in the Brivo
OnSite Server for one or more accounts.

* Reset Antipassback Zones - allows an administrator to reset antipassback zones in the Brivo OnSite
Server for one or more accounts.

* View Live Video - allows an administrator to view live video in the Brivo OnSite Server for one or more
accounts.

* View Archive Video - allows an administrator to view archive video in the Brivo OnSite Server for one
or more accounts.

¢ Alarm Console Settings - allows an administrator to view, modify, create, and delete the alarm console
settings in the Brivo OnSite Server for one or more accounts.

* Alarm Console - allows an administrator to acknowledge the alarm console for one or more accounts.

¢ Alarm Bulk Acknowledge - allows an administrator the right to bulk acknowledge alarm events on the
alarm console.
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* Reports - allows an administrator the right to view, modify, create, and delete reports.
* Scheduled Reports - allows an administrator the right to view, modify, create, and delete scheduled
reports.
To create an administrator role:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

2. From the Account link, click Administrator Roles from the dropdown list. The Administrator Roles
list displays.

3. Click Create New Administrator Role. The Edit Administrator Role page displays.

& Logged in: John Smith Change Threat Level
- s gy
::| Edit Administrator Role
Settings
Role Name |
Accounts  []All Accounts
o X
Limiting Schedule (none)
Threat Level 7lgnore v
Permissions View Modify Create Delete Allow Targets &
View Live Video O
View Archive Video O
Alarm Console Settings [ [] O O
Alarm Console O
Alarm Bulk Acknowledge O
Reports [] [J O O
Scheduled Reports [] [] O O <

Figure 91. Create New Administrator Role
4. Enter a Role Name for the new Administrator Role.

5. Select which Accounts in which you wish this Administrator Role to be used. If you wish it to be
used in all accounts, simply check the All Accounts checkbox.
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9.

If you wish this administrator role to be limited by a specific schedule, click on the Limiting
Schedule link and select the appropriate schedule from the popup window.

You may have the administrator role ignore the Threat Level, or select under what threat level
condition the administrator role will function.

Select which Permissions this administrator role will have. See Definitions of Permissions above
for details on each permission.

When finished, click Save. You are returned to the Administrator Role List page.

To edit an administrator role:

1.

Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

From the Account link, click Administrator Roles from the dropdown list. The Administrator Roles
list displays.

Click on the administrator role you wish to edit. The Administrator Role Details page displays.
Click Edit. The Edit Administrator Role page displays.

When you have finished making changes to the administrator role, click Save. You are returned
to the Administrator Role Details page.

To delete an administrator role:

1.
2.

Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

From the Account link, click Administrator Roles from the dropdown list. The Administrator Roles
list displays.

Click on the administrator role you wish to delete. The Administrator Role Details page displays.

Click Delete. A popup box appears warning you this action is permanent. Click OK. You are
returned to the Administrator Roles list page.

NOTE:

Any administrators using a deleted role will simply lose any permissions
that role allowed them to use, unless duplicated by another role that
they also have assigned. If the deleted administrator role was the only
role assigned to them, their admin login will still work, but they will have
no ability to use the system other than to change their password.

To copy an administrator role:

For ease of use, administrator roles can be duplicated using a copy feature. This allows, for example, a certain
set of permissions to be used multiple times for different accounts without having to recreate the role manually
every single time.

1.
2.

Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

From the Account link, click Administrator Roles from the dropdown list. The Administrator Roles
list displays.

Click on the administrator role you wish to copy. The Administrator Role Details page displays.

Click Copy This Role. The Edit Administrator Role page displays with all of the details of the
copied role.

Enter a new Role Name for the new role.

Make any addition changes as needed. When finished, click Save. You are returned to the
Administrator Role Details page.
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Threat Levels represent different operational modes for the entire system, which can, for example, allow an
Administrator to rapidly secure all unlocked doors and restrict access to specific groups. These modes may
have different rules for which users can access which resources, what devices do (or don’t do), and whether
measures that normally relax system security (e.g. doors unlocking on a schedule) continue to do so. An
important distinction about Threat Levels is that Threat Levels are usually tied to a range. An example of this
would be that if your system had 5 threat levels with 1 being normal and 5 being the most severe, threat levels
allow you to create scenarios where certain events occur at ‘threat level 3 or lower’. Thus, threat levels are not
as distinct and compartmentalized as simple modes as a concept.

Once a threat level is changed, it will remain in effect until manually changed again. Changing a threat levels is
displayed on the Dashboard page. It is also tracked in the Activity Log, reflecting the time and Administrator
who made the change.
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Who Can Change Threat Levels?

Any authorized administrator with appropriate permissions can change Threat Levels for their account. Threat
Levels can be optionally configured on a per-account basis. Authorized administrators can only change Threat
Levels for their own account.

Certain Threat Levels may limit access to credential-based devices, such as doors and floors in an elevator.
Only those groups with the appropriate permissions will continue to be able to use such devices. If a System
Account Administrator changes a Threat Level, all access to devices that are shared by other accounts is
subject to the conditions of the new Threat Level for the groups belonging to those accounts.

If you do not wish to have Threat Levels available on an account, you may choose to omit this option when
configuring the account.
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Threat Level Influence

NOTE:

The default setting for permissions, devices, and schedules concerning threat
levels is Ignore. This means that unless the administrator edits it, the
permission, device, or schedule will continue to function as programmed even if
the threat level is changed. If an administrator wants a permission, device, or
schedule to respond to a change in threat level, the administrator must edit it to
do so.

Change of a Threat Level may affect the following:

Schedules can be set to be active at, at or more severe, or at or less severe than a given threat level.

Permissions to devices (configured on the Edit Group Permissions page) can be set to be active at, at
or more severe, or at or less severe, than a given threat level.

Floors and doors owned by the account that use the threat level can be set to ignore their unlocked
schedules at, at or more severe, or at or less severe than a given threat level.

Programmable devices can be configured to be only active at, at or more severe, or at or less severe
than a given threat level (in addition to their configured schedule).

Elevators, valid credential devices, and doors owned by the account that use the threat level can be
configured to require 2-factor authentication at, at or more severe, or at or less severe than a given
threat level.

Muster points owned by the account that use the threat level can be configured to be active at, at or
more severe, or at or less severe than a given threat level.

Every page of the application will display a large, colored banner that contains a pre-configured
message notifying the owner that a threat level has been changed, unless the threat level has been
changed to the default threat level which shows no banner message. The message is customized
when either a new account is created or an existing account is edited.

The Activity Log reflects the date and time the threat level was changed, as well as the Administrator
who made the change.

Email notifications can be configured to alert administrators to changes in threat level.

Administrator Roles can be configured to function at, at or more severe, or at or less severe than a
given threat level.
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240  Account threat level changed by administrator John New York Lobby Closed /Locked Dueto
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Figure 92. Threat Level engaged
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Threat Level Configuration

The Brivo OnSite Server, rather than strict imposition of arbitrary numbers, allows a user defined set of rules to
be implemented to suit the needs of the user. Threat Levels can be created and arranged in any severity
desired by the administrator.

Each threat level has the following properties:

Property Type Description
Name Text What to call the threat level
Description Text Allows the user to specify what this threat level means
Color Color (chosen Color used in the user interface to represent the condition
from palette)
Message Text Message that will display in the user interface when the threat level is

invoked

Default Level

Radio button To determine if this is the default state for the system (no special

displays occur when the system is at default)

Password

Checkbox Whether to prompt for an administrator’s password when setting the

system to this new threat level

To Create a Threat Level:

1.

B

10.

Scroll over the Configuration link. The sub-navigation menu displays.
Select Threat Levels from the Account dropdown list.

Click on the Create New Threat Level button.

Enter a Name for the new threat level.

Click on the Select button and choose a color from the palette.

Enter a Description of the threat level. This message will appear on the Change Threat Level
popup page when a threat level is changed.

Enter the Banner information that will appear next to the Change Threat Level button when the
threat level is engaged. This field will not appear when the default threat level is engaged.

Check the Prompt for password checkbox if you want a password to be required to activate this
threat level.

When finished, click Save. This will return you to the Threat Level Details page.

If you wish for this threat level to be the default threat level, return to the Threat Levels list page
and choose the Default radio button for this threat level.

NOTE:

Even though a threat level has been created, until such time as any threat level
is actually activated, the system will continue to operate as if there are no threat
levels in place.
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Settings

Name
Color
Description
Banner

Prompt For
Password

& Logged in: John Smith

Active Account: New York Plaza Change Threat Level

[“tome | Status ~ | Hisory ~ | Users ~ | Configuraton - | Sytem -]
j Edit Threat Level

O

Figure 93. Create a Threat Level

To Edit a Threat Level:

o & e DN

Scroll over the Configuration link. The sub-navigation menu displays.

Select Threat Levels from the Account dropdown list.

Click on the threat level you want to edit. The Threat Level Details page displays.
Click Edit. The Edit Threat Level page displays.

Enter the desired changes and click Save. You are returned to the Threat Level Details page.

Settings

Name
Color
Description
Banner

Prompt For
Password

& Logged in: John Smith

Active Account: New York Plaza Change Threat Level

Phione Y it =1 sy =] Users =] Contuaton =Y ‘ssom~]
ﬁ Edit Threat Level

Emergency
 (Seiec
Emergency

Evacuate Immediately

Figure 94. Edit Threat Level

To Delete a Threat Level:

1.
2.
3.

Scroll over the Configuration link. The sub-navigation menu displays.
From the Account link, click Threat Levels.

Click on the threat level you want to delete.
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WARNING: Deleting Threat Levels

Deleting a threat level will also remove any restrictions on any devices,
permissions, or schedules that rely on this threat level. It will also
remove any restrictions that include this Threat Level in a range. This
operation cannot be undone.

4. Click Delete. On the popup window, click OK. The Threat Levels list page displays.
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Threat Level Severity

Once more than one threat level has been created, the severity of each new threat level can be modified.

Figure 95. Threat Level Severity

The threat level severity chart functions on a top-down approach. The top most threat levels are the most
severe. The lower the threat levels on the list, the less severe it is considered. An administrator with
appropriate permissions can adjust the severity of a particular threat level by clicking on the blue up arrow

o to increase the severity of the threat level or by clicking on the blue down arrow to decrease the
severity of the threat level.

New threat levels always begin at the top of the list, being considered most severe, and may be moved down in
severity as needed.
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To Change a Threat Level:

1. The Change Threat Level icon at the top right of any screen must be clicked to change a threat
level.

Figure 96. Change Threat Level Icon

2. A Change Threat Level box will display, showing the current threat level, showing the available
threat levels from a dropdown menu, and an Administrator Password field if necessary.

Change Threat Level

Available Threat Levels

Emergency

Administrator Password ‘ |

[ Select] [ Cancel ]

Figure 97. Change Threat Level Popup
Select the new threat level from the Available Threat Levels dropdown menu.
Enter the Administrator Password if required.
Click Select.

The threat level will change and the message banner will appear next to the Change Threat Level
icon.

o o kM w
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Editing Permissions for Threat Levels

An administrator with appropriate permissions can determined whether or not groups can have access during,
above, or below certain threat levels by defining the privileges on the Edit Group page.

To set a threat level for a permission:

1.

2
3.
4

Scroll over the Users link. The sub-navigation menu displays.
From the sub-navigation menu, click Groups. The Groups page displays.
Select the group you wish to edit or click the Create New Group button.

Under the threat levels section, choose when this group is active from the dropdown menu.
Options are to ignore threat levels entirely, or to have the group be active at, above (more
severe), or below (less severe) a selected threat level.

Threat Levels

This group is active when the uvgaq level is:
gnore

Figure 98.  Setting threat level permissions for a group

5. Click Save.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 150 of 324

Editing Devices for Threat Levels
An administrator with appropriate permissions can determine whether or not a device can be active at, above,
or below certain threat levels by defining the privileges on the Edit Device page.
To set a threat level for a device:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Devices link, click Devices. The Devices page displays.
3. Select the device you wish to edit or click the Create New Device button.
4

Under the threat levels section, choose when this device is active from the dropdown menu.
Options are to ignore threat levels entirely, or to have the device be active at, at or more severe,
or at or less severe than a selected threat level.

5. Optionally, an administrator may select if the device will also require two-factor authentication.
Options are to ignore threat levels entirely, or to have the device be active at, at or more severe,
or at or less severe than a selected threat level.

Threat Levels

This device is active when the threat level is:
Ignore

This device requires two-factor ication when the threat level is:

q

Figure 99. Setting threat level permissions for a device
6. Click Save.
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Editing Schedules for Threat Levels
An administrator with appropriate permissions can determine whether or not a schedule can be active at,
above, or below certain threat levels by defining the privileges on the Edit Schedule page.
To set a threat level for a schedule:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Scheduling link, click Schedules. The Schedules page displays.
3. Select the schedule you wish to edit or click the Create New Schedule button.
4

Under the threat levels section, choose when this schedule is active from the dropdown menu.
Options are to ignore threat levels entirely, or to have the schedule be active at, at or more
severe, or at or less severe than a selected threat level.

Threat Level

This schedule is active when the threat level is:
lgnore &)

Figure 100. Setting threat level permissions for a schedule
5. Click Save.
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Threat Levels and Shared Devices

Devices that are shared to sub-accounts are mapped only to a schedule. Threat level definitions are confined
to individual accounts. Assigning ownership of a device (as opposed to sharing the device) allows a sub-
account to assign its own threat levels to that device. A device can only be owned by one account at a time, but
may be shared between multiple sub-accounts.

Note that this means that threat levels on group permissions to shared devices are already set for sub-account
access to those shared devices, so group permissions on shared devices in sub-accounts do not have access
to threat level selections.

To enable threat levels on an account:

1. Threat levels must be enabled at an account level in order to function. Sub-accounts can also
have independent threat levels for their own (non-shared) devices.

Scroll over the Configuration link. The sub-navigation menu displays.
From the Account link, click Account Details.

Click on the account in which you wish to enable threat levels.

Click Edit and the Edit Account Details page displays.

Check the Enable Threat Levels checkbox.

N o oA N

Click Save. You are returned to the Account Details page.

Threat Levels

Enable Threat Levels [V]

Figure 101. Enabling threat levels
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Antipassback prevents an authorized user from presenting a credential to access an area, and then “passing
back” that credential to another individual, who then uses the same credential to access the building.

An example of antipassback is sealed labatory where two credential readers are installed, one on an entry and
one on an egress, at particular doors. Users must present their card to enter, and also to exit the door. The
Activity Log documents when individuals enter and exit.

Another example of antipassback is a parking garage where an ingress reader is installed, allowing users to
enter an antipassback zone, and then to have the zone reset after a certain period of time, allowing users to
return if they have left the zone (driven home for the night).

When Antipassback is enabled, and an individual enters and passes back his or her credential to another, the
unauthorized user will not be allowed to enter, because the system recognizes that the credential has already
been used to enter the building.

All Antipassback violations are recorded in the Activity Log.

NOTE:

Antipassback functionality relies on the connection between control
panels and the server. If the panels are not connected to the appliance,
Antipassback will not function.

NOTE:

Salto Door Locks are not capable of supporting anti-passback
functionality.

Antipassback settings can easily be disabled by administrators with appropriate permissions, allowing them to
control entry and exit in the case of an emergency. Additionally, Antipassback provides an important employee
management feature, as the access system can provide information regarding how many people are within a
building or access controlled area at a specific time, as well as their identities.
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Antipassback Zones

While antipassback can be employed on a system-wide basis, it often is used within an overall access control
system for specific zones, such as server rooms, data storage facilities, and other high-security areas.

NOTE:

If an individual enters a door configured within an Antipassback zone
without showing his credential, he will not be able to exit that zone
when he presents his credential. Similarly, individuals who exit a door in
an Antipassback zone without presenting a credential will not be
allowed to reenter until the Antipassback Reset Interval has elapsed.

Devices may have both a Primary and Alternate zone:
The Primary Zone is the location of the primary (or only) reader associated with a device.

Alternate Zones indicate the location of a secondary (or alternate) reader that is applied to Antipassback
configurations, if one is configured for that device.
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Antipassback Definitions

Hard Antipassback

Hard Antipassback controls keep individuals from using their card to enter a zone if they are already inside, or
exiting if they are already outside. With Hard Antipassback implemented, once a user presents his or her
credential, Brivo OnSite Server recognizes the entry to a zone and will not allow the user re-enter unless he or
she first exits that zone.

Soft Antipassback Reset Interval

Soft Antipassback design allows administrators to specify an interval after which users are free to re-enter a
zone without having properly exited that zone. This can also be described as a “forgiveness interval” after
which an Antipassback violation can be “forgiven” and a valid user granted access. The Soft Reset Interval
range for Antipassback is from 1 to 999 minutes.

Antipassback Immunity

The Antipassback Immunity feature is ideal for administrators who wish for only one individual to bypass
Antipassback settings for an account. Immunity is granted to a particular user by creating a group that will only
include the individual with immunity to Antipassback.
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Important Antipassback Considerations
Users start out in the (none) zone when created.

Administrators with appropriate permissions to activate devices can reset a group's or user's Antipassback
zone to whichever zone the administrator desires.

When a user's or group's zone is reset, the action is noted in the activity log.

With Hard Antipassback, once a user has entered a zone, he or she will not be allowed back into this zone until
exiting that zone.

Tenant account may use system Antipassback zones in their zone configuration if the Global Visibility option is
checked.

Administrators can set the device's Antipassback zone from the Devices list page or from the Edit Antipassback
Zone page.

WARNING: Antipassback and deleting doors

It is very important to note that any doors that have antipassback in use
can still be deleted. However, this will cause severe problems for
antipassback functionality. Do NOT delete any doors on a system using
antipassback without first being aware of the effects of how deleting
that door will affect your antipassback setup.

Groups who are immune to Antipassback controls do not follow the same Antipassback controls as those who
are not immune. These users are free to enter or exit a door even if the Antipassback Reset Interval has not
elapsed.

Alternate readers can be set up without Antipassback enabled
If device is using a device profile, the device follows the profile’s configured settings for Antipassback.
All devices with readers can be configured for Antipassback.

Administrators with appropriate permissions can select a zone for a group to be automatically reset to once a
day.

Antipassback functionality can work across multiple panels.

User Aliases are universally affected by antipassback actions taken in the primary account. For example, if the
primary account resets the antipassback settings for the user’s group, the user (and its alias) will be affected.
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Managing Antipassback Controls

To create an Antipassback zone:
1. Scroll over the Configuration section. The sub-navigation menu displays.
2. From the Devices link, click the Antipassback link. The Antipassback Zones list page displays.

3. Click Create New Antipassback Zone. The Edit Antipassback Zone page displays.

2 Logged in: John Smith
Home | status - | History ~{ users - Gontguraton ~ | System -
@ Antipassback Zones

| Create New Antipassback Zone | 1-10f1

Name Device Readers Global Visibility
Inside 1 No

Figure 102. Create Antipassback Zone
4. Enter the name for the Antipassback Zone you wish to create.
If you wish for the Antipassback Zone to be visible across accounts, check the Global Visibility box.

To add the preferred available device into the For Readers box, click the Add New button. A popup
window will appear with a list of available readers. Click on the reader you wish to select. The reader
now appears in the For Readers box.

7. Once finished, click Save. You are returned to the Antipassback Zones list page.

To edit an Antipassback zone:

1. Scroll over the Configuration section. The sub-navigation menu displays.
From the Devices link, click the Antipassback link. The Antipassback Zones list page displays.
Click the Antipassback Zone that you wish to edit. The Antipassback Details page displays.
Click Edit. The Edit Antipassback Zone page displays.

ok e N

After you have finished making changes to the Antipassback zone, click Save. You are returned to the
Antipassback Zones list page.
To delete an Antipassback zone:
1. Scroll over the Configuration section. The sub-navigation menu displays.
2. From the Devices link, click the Antipassback link. The Antipassback Zones list page displays.
3. Click the Antipassback Zone that you wish to delete. The Antipassback Details page displays.
4

Click Delete. Click OK in the confirmation prompt. You are returned to the Antipassback Zones list
page.
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To configure Antipassback settings for a device:

NOTE:

All devices with readers can be configured for antipassback, and
alternate readers can be set up without antipassback enabled.

If device is using a device profile, the device follows the profile’s
configured settings for antipassback.

If you are not planning on using the antipassback functionality of the
Brivo OnSite Server for a specific device, do not check the Enable
checkbox under Antipassback Settings during device creation.

Scroll over the Configuration section. The sub-navigation menu displays.
From the Devices link, click the Devices link. The Devices list page displays.

To apply Antipassback controls to a preexisting device, click on that device. The Device Details page
displays. (To configure the Antipassback controls for a new device, see the section on Creating
Devices.)

At the bottom of the Device Details page, click Edit. The Edit Device page displays.
To activate Antipassback, check the Enable box under the Antipassback Settings heading.

The Antipassback controls are automatically configured for Hard Antipassback, with the default reset
interval set at O minutes. To configure Soft Antipassback, enter the number of minutes from 1 to 999.

Select from the Primary Zone dropdown list which zone you would like to configure Antipassback for
use with your primary reader. Users start out in the (none) zone when created.

Select from the Alternate Zone dropdown list which zone you would like to configure Antipassback for
use with your alternate reader, if one is configured. Users presenting a credential at the primary
reader will be transferred into this zone.

If you would like the door to be controlled by two readers, you may configure Antipassback controls for
an alternate reader by selecting a zone from the Alternate Reader dropdown list.

10. Click Save. You are returned to the Device List page.

To configure Antipassback Settings for a group:

1.
2.
3.

Scroll over the Users link. The sub-navigation menu displays.
From the sub-navigation menu, click the Group link. The group directory displays.

Click on the group for which you would like to configure Antipassaback. The group details page
displays.

Click Edit. The Edit Group page displays.

Under the Antipassback heading, check “Immunity” if you wish for the group to be immune to
Antipassback settings.

NOTE:

Groups who are immune to Antipassback controls do not follow the
same Antipassback controls as those who are not immune. These
users are free to cross zone boundaries without restrictions.
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To configure the group’s Antipassback settings to reset automatically, check the “Auto Reset” box.
Select the time you wish for the Antipassback controls to be reset from the dropdown list.
Click on the link next to Default to select the default Antipassback zone for the group.

When you have finished configuring the group’s Antipassback settings, click Save. You are returned to

the Group Details page.

To configure a time to automatically reset the Antipassback zone for all users in a group:

NOTE:

If a user is in multiple groups that have automatic zone resets, the
resets will each be applied to that user with the last reset being the final
zone setting for that user. If multiple groups reset their zone at the
same time, a user in those groups ends up with one of the zones
arbitrarily.

Scroll over the Users link. The sub-navigation menu displays.
From the sub-navigation menu, click the Groups link. The group directory displays.

Click on the group for which you wish to configure the Antipassback Reset Time. The page
displays the group details.

Click Edit. The Edit Group page displays.

If you would like the group to remain immune from Antipassback, check the “Immunity” box
underneath the Antipassback heading. To configure the Antipassback zone for all users in that
group to be reset automatically, check the Auto Reset box.

Select the reset time from the dropdown menu.
Click on the default zone link and select a default zone from the popup window.

Click Save. You are returned to the group details page.

To manually reset an Antipassback zone for a user:

NOTE:

When a user’s or group’s zone is reset by an administrator, the action is
noted in the activity log.

ok w N Pe

Scroll over the Users link. The sub-navigation menu displays.

From the sub-navigation menu, click the Users link. The user directory displays.

Click the user whose Antipassback zone you would like to reset. The Users Details page displays.
Choose Reset Antipassback Zone from the dropdown menu. A popup window displays.

Select from the popup window which Antipassback zone you would like to reset for the user. You
are returned to the Users Details page.
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To manually reset an Antipassback zone for a group:
1. Scroll over the Users link. The sub-navigation menu displays.
2. From the sub-navigation menu, click the Groups link. The group directory displays.

3. Click the group whose Antipassback zone you would like to reset. The Group Details page
displays.

4. Click Reset Antipassback Zone. A popup window displays.

Select from the popup window which Antipassback zone you would like to reset for the group.
You are returned to the Group Details page.

To manually reset an Antipassback zone:
1. Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click the Antipassback link. The group directory displays.
Click the antipassback zone you would like to reset. The Antipassback Details page displays.

Click Reset Antipassback Zone. A popup window displays.

o k0N

Select from the popup window into which new antipassback zone you would like to move any
users in the current antipassback zone.

6. Click OK in the popup window. You are returned to the Antipassback Details page.
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The Brivo ACS5000-A control panel consists of one or more control boards used to manage the doors and
devices defined for an account. A control board is either a Door Board or an Input Output (10) Board. Each
control board has a number of input and output points, which are actual connections wired to switches, relays
and Wiegand readers. In the case of Door Boards, the points are grouped into two door nodes per board, each
node containing all of the inputs and outputs necessary to control a single door. Door boards can therefore be
configured to drive two doors (one per node). Or, they can be used to control one door and multiple devices,
since the input and output points of the second door node can be used to drive devices.

NOTE:

Although it is labeled DOOR BOARD, the Brivo ACS5000-A Door Board
can be used to drive any type of device that can be wired to close
contacts or driven by a relay; it does not have to be used to control just
a door.

NOTE:

Keep in mind, when configuring the input and output points on the
control boards, that the configuration must match the actual physical
wiring of the panel. Consult your dealer to ensure that the configuration
in Brivo OnSite Server matches the actual control panel wiring.

Control boards are accessible from the System Account only, as is all hardware-related information.

A Brivo ACS5000-A panel installation can comprise up to 15 boards. This includes the main board and up to
14 Door Boards and/or 10 Boards.

With the Brivo ACS5000-A panel, control boards can be used to manage the following devices:
Doors, both external and internal.

Switch Input Devices, such as a manual switch or any device that can create a contact closure.
Valid Credential Input Devices, such as a Wiegand card reader.

Schedule Controlled Devices, such as a light switch trigger.

Event Triggered Devices, such as a door forced open event.

Elevators

Floors
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DVRs

Cameras

Muster Points

Guard Tours

Keypad Commands
Salto Router Devices
Salto Door Locks

DED (Data Entry) Devices

The Devices tab also allows users to define Antipassback zones and create device profiles in order to expedite
the creation of multiple similar devices.
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Managing Multiple Control Panels

The Brivo OnSite Server appliance offers the option of adding more than one control panel, upgrading a control
panel through the Brivo OnSite Server interface, and configuring a panel through the web interface.

For configuration purposes, a Brivo ACS5000-A panel in Client Mode and its attached expansion boards is
considered a control panel, as are a single HID E/ERW-400 Edge device, Brivo ACS-IPDC-1 or Brivo ACS-IPDC-2.
Brivo ACS5000-A panels are capable of controlling up to 30 readers, while the Edge device or the Brivo ACS-
IPDC-1 controls one reader and the Brivo ACS-IPDC-2 controls two readers.

The input/output points on boards may be utilized to control devices attached to any control panel used by the
Brivo OnSite Server appliance. This cross-panel setup can allow a more efficient use of all of the system’s input
and output points.
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Programmable Devices
The following devices produce messages indicating their live status, which is then shown on the Dashboard:

Switch Input Device: A device with one input point and an optional output that has the state of On or Off. The
device can have the following behaviors: Toggle, Latch, Unlatch, Pulse, or Follow. A schedule associated with
the device causes it to be available for activation via its input point during the selected times for the schedule.

Schedule Controlled Device: A device whose input is a schedule and that has an optional output associated
with it. The timer's state is On during the times selected in its schedule; otherwise it is Off. The device can have
these behaviors: Toggle, Latch, Unlatch, Pulse, or Follow.

Valid Credential Input Device: A device whose input is a card reader and that has an optional output associated
with it. A valid credential device has no state, so its behaviors are limited to: Toggle, Latch, Unlatch, and Pulse.
Valid credential devices have permissions associated with them and appear in the group permissions area.
Valid credential devices do not have Disengage messages because they do not have On or Off states, nor do
they have schedules.

Event Triggered Device: A device whose input is the specific event associated with it from the door that the
event triggered device is created to watch. An event triggered device can have an optional output associated
with it. The device can always have these behaviors: Toggle, Latch, Unlatch, or Pulse. If an event triggered
device is watching for Door Ajar events, then it has a state and can have a Follow behavior. If the Follow
behavior is selected, then the device can have a Disengage message. The schedule associated with an event
triggered device defines when it is active because a client might want to respond to the event differently during
business hours than during non-business hours.

The device types above all allow the following types of Target Output:
Relay: When this type of output is targeted, the selected relay will obey the prescribed output behavior.

Schedule: When this type of output is targeted, the selected Group Activated Schedule obeys the prescribed
output behavior.

Threat Level: When this type of output is targeted, the selected Target Threat Level is changed to correspond
with the prescribed output behavior.
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Special Options for Devices: Floors and Elevators

In order to create an elevator that provides access to a certain floor, you may want to create the floor first.

To Create a Floor:

1.

o e DN

Scroll over the Configuration link. The sub-navigation menu displays.

From the Devices link, click Devices from the dropdown list. The Device List page displays.
Click Create New Device.

From the device type dropdown list, select “Floor.”

Enter the name of the floor.

& Logged in Active Account: Brivo Test Normal: Normal Change Threat Level

@ Edit Device - Floor

Settinas

Name

owner Brivo Test ~
Device Profile -
Unlock Schedule (none) -
Landing ID -

Threat Levels

This device is active when the threat level is
Ignore R

Access Permissions

Please select the schedule in which each group in this account is granted access to this device
Staff (no access) -

Visitors  (no access) -

Account Visibility

Please select the schedule each account can use to assign its groups access to this device. Note that this makes the device 'shared’ among accounts, making this schedule visible to any
account with access to this device
Agile-test (no access) -

| save | | Cancel

10.

11.

Figure 103. Create New Floor
Choose the owner of the floor from the dropdown list.
If you have created a Device Profile, you may select it from the dropdown list.

If you wish for the floor to remain unlocked during certain hours, choose a schedule during which you
would like it to remain open from the Unlock Schedule dropdown list. If you wish for the floor to remain
locked, choose “none” from the dropdown list.

If the account has a TKE license, the Landing ID may be selected from the dropdown list.

You may have the floor ignore Threat Levels or select under what Threat Level conditions the floor will
operate.

Assign schedules for when select groups can access the floor by choosing a schedule from the
dropdown list of next to each group. If you do not want a certain group to access that floor, choose “no
access.”

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 166 of 324

12. If you want other accounts to be able to assign access permissions to this floor, choose the schedule
during which other groups may assign these permissions from the dropdown list.

13. Click Save.

To create an Elevator:
1. Scroll over the Configuration link. The sub-navigation menu displays.

From the Devices link, click Devices from the dropdown list. The Device list displays.

Click Create New Device.

From the device type dropdown list, select “Elevator.”

ok w DN

Enter the name of the elevator.

Low: Sttuation Nomal | (SR IE]

2 Logged in: James Finnerty  Active Account: Brivo EZ Storage

[ siatus - [ hstory - | users ~ [ Conturaton ~ [ System ]
% Edit Device - Elevator

Settings

Name

Owner

Device Profile
Control Panel
Input

Pulse Time

Two-factor Credential
Schedule
Two-factor Timeout

Card Required Schedule

Alarm Console Settings

Include failed access as
alarm
Combine Alarms

Instruction Text

Elevator
Biivo EZ Storage v

CP795866 v

Inside Main Panel{2) DOOR 2 - READER ¥

10

{none)

10 seconds

(none)

a)
“

(none) ¥

Alarm Priority o
Alarm Active Schedule |(none) v
Alarms active when the threat level is
ignore v

Antipassback Settings

Enable []

Threat Levels

This device is active when the threat level is:
Ignore v

This device requires two-factor authentication when the threat level is
ignore v

Floors
Second Floor |inside Main Panel(2) DOOR 2 - AUX RELAY 1 v
Keypad Command Settings

Option Interval (19 seconds

Keypad Commands

R
Save | ((Cancel ]

Figure 104. Create New Elevator
Choose the owner of the elevator from the dropdown list.
If you have created a Device Profile, you may select it from the dropdown list.

Under the Control Panel dropdown menu, select the control panel that corresponds to your
elevator.

Select the input.

10. Enter (in seconds) the amount of time for the device to pulse when provided with a valid

credential.
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11.

12.

13.

14.

15.

16.

17.

18.

If you wish to require the display of two credentials in order to permit access, enable a two-factor
credential schedule from the dropdown list. If you do not wish to require two-factor credentials,
choose “none.”

Enter (in seconds) the amount of time allowed before the option to display two credentials
expires.

If you wish to enable alarm console settings, check the “include failed access as alarms”
checkbox. You may also combine alarms, provide instruction text, set alarm priority, schedule
when the alarm will function, and whether or not an elevator will function during certain threat
levels.

If you wish to enable antipassback, check the enable box. You may also enable soft reset with a
given number of minutes and determine which antipassback zones will be primary or alternative.

You may have the elevator ignore Threat Levels or select under what Threat Level conditions the
elevator will operate and if the elevator will require two factor credentialing.

If you want to control access to a particular floor, match the relay to the corresponding floor by
selecting from the dropdown list.

If you wish to apply any Keypad Commands to this elevator, click on the ¥ icon and select the
Keypad Command from the popup window.

Click Save.
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Special Options for Devices: Cameras

Brivo OnSite Server provides Live Video from the dashboard to users with previously defined permission. The
cameras are configured on the Devices page. Users can add a camera or a DVR in any order; however, in order
for the Dashboard to display Live Video, the Camera must be linked to the DVR.
To create a camera

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device list displays.

3. Click the “Create New Device” button.

& Logged in: John Smith Change Threat Level
Phome T sias =] Histoy = Users =] Contraton =Y orsen

% Devices

Filter v @ | Reset | 1.40f4 LCrea!e New Device J
Name Type
DVR DVR
Front Entrance Door
Front Entrance Camera Camera
Side Entrance Door

Figure 105. List of Devices
4. Select “camera” from the dropdown list and click “Next.” The “Edit Device” page displays.
Enter the name of the camera in the field next to Name.

If you have already installed a DVR driver, select a DVR from the dropdown list. For more on
installing DVR drivers, see Special Options for Devices: DVRs.

7. Click the Select button, and if your DVR supports listing cameras, you may choose a camera from
the available list. Otherwise, please enter the appropriate camera number in the field provided.

NOTE:

Depending upon the security settings of your particular browser, a
Security Warning popup box may appear. If it does, press No and
continue with the operation.

8. If you wish the photo attached the user profile to display when a card swipe occurs, check the
Display Photo checkbox.

9. Inthe Devices field, use the arrows to move devices from the “Available Devices” box to the
“Monitored Devices” box in order to choose which devices you would like the camera to monitor.

10. In the Account Visibility field, use the arrows to determine which accounts have permission to
access the camera and Live Video. Use the arrows to move an account from “Available Accounts”
to “Permitted Accounts.”
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& Logged in: John Smith

@ Edit Device

Settings

Name

DVR | (none) v

Camera | Sglect

Display photo [7]

Devices Monitored Devices Available Devices
| FrontEntrance
Second Floor
Side Entrance
(=]
Account Visibility

Permitted Accounts Available Accounts
(=]
(=]

Live Status

Control From Browser []

Save Cancel

Figure 106. Create Cameras

11. To allow users to view Live Video and the status of the camera from the Dashboard, check the
box next to “Control from Browser” under the Live Status field.

12. Click Save.

To edit a camera

1. Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device list displays.
Click on the Camera you wish to edit. The device’s details display.

Click “Edit Device.” The Edit Device page displays.

o & e DN

When you have finished making changes to the camera, click Save. You are returned to the list of
Devices.
To delete a camera
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Devices link, click Devices from the dropdown list. The Device list displays.
3. Click on the camera you wish to delete. The device’s details display.
4

Click “Delete.” A pop-up box appears warning you that this action is permanent. Click OK. You are
returned to the list of devices.
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Special Options for Devices: DVRs

In order to create a DVR for usage with a camera, you must first install the DVR driver.

NOTE:

The Xtralis DVR requires a plug-in to be loaded on your local machine in
order to function properly. This plug-in may be downloaded from the
Brivo website under the Support/Manuals & Downloads/3 party
support section.

NOTE:

DVRs require a license key. Without the license key, the DVRs
functionality will be disabled.

To view the list of installed drivers
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Devices link, click Devices from the dropdown list. The Device list displays.
3. Click the DVR Drivers link. The DVR Drivers page displays.

4. Click on the driver whose information you wish to view. The details for the driver displays.

& Logged i1z Jobn Smith
Phome Y saus Y Hston -] Users -] Contraton - Syt~
{5 DVR Details

Dedicated Micros Digital Sprite 2

Properties

Name Dedicated Micros Digital Sprite 2
Version 1.1
Supports DST Transition No
Auth Level None
Max. Camera 16
Adjust To Local Time No
default DVR Port 80
Back to List ] [ Uninstall DVR Driver |

Figure 107. DVR Driver Details

To install a DVR driver

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device list displays.
3. Click the DVR Drivers link. The DVR Drivers page displays.
4

Click on the Install New Driver button on the right.
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& Logged in: John Smith Change Threat Level
Fvone 1 staus ~ | isory ~{ vsers ~ ] Convuraton~ | Sysiem

Install New Driver

DVR Filename Browse

Figure 108. Install DVR Driver
5. Click the Browse button to locate the DVR driver file on your computer. Once you have found it,
click Add. You are returned to the DVR Drivers page with the newly-installed driver listed.
To create a DVR
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Devices link, click Devices from the dropdown list. The Device list displays.
3. Click the Create New Device button.

4. Select DVR from the dropdown list and click Next. The Edit Device page displays.

& Logged in: John Smith Change Threat Level
vone 1 staus ~ 1 sory ~{ Users ~] Contouraton ~ | Sysem ~

@ Edit Device

Settings

Name
Driver ' (none) v

Server Name

Time Zone  |JS/Eastem NV
Max Video Age (days)
Playback Offset g {seconds)

Advanced Settings

Figure 109. Create New DVR
5. Enter the name of the DVR in the field next to Name.

Select a driver from the dropdown list. For more information on installing DVR drivers, refer to the
previous section.

7. Enter the Server Name. If you do not know the name of the server, contact your network
administrator.

Select the Time Zone where the DVR will be installed.
Enter the Max Video Age in days to determine the day range of videos logged.

10. Enter the number of seconds next to Playback Offset to specify if there is a lag in connection or
not.
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11.

12.

13.

To edit a DVR

1.

2
3.
4

If your DVR requires a user name and password to play the video, the Advanced Settings field will
become active. Enter the user name and password in the respective fields.

If your DVR requires that you specify the DVR port number, a DVR Port field will appear for you to
enter the number. If your DVR does not require a specific port, this option will not appear.

Click Save. You are returned to the list of Devices.

Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device list displays.
Click on the DVR whose information you wish to edit. The Edit Device page displays.

When you have finished making changes to the DVR, click Save. You are returned to the list of
devices.

To uninstall a DVR driver

1.

2
3.
4

Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device list displays.
Click on the DVR Driver you wish to uninstall. The device’s details display.

Click “Uninstall Driver” at the bottom of the page. Click OK at the pop-up prompt. When the driver
finishes the uninstall process, you are returned to the DVR Drivers page.

To delete a DVR

1.

2
3.
4

Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device list displays.
Click on the DVR you wish to delete. The device’s details display.

Click “Delete” and then click the OK button in the pop-up prompt. You are returned to the list of
devices.
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Special Options for Devices: Muster Points

The Muster Point feature allows administrators to use the normal antipassback functionality to track the
presence of users in a facility. Antipassback zones are also used for mustering with the addition of a new
muster point device type that is a dedicated way to move users into a different zone for tracking purposes.

Muster point devices are a device type that only requires a reader input and a zone configuration. Users that
present a credential at a reader are moved into the zone. No permissions or other setup are required, as the
mustering point does not actually control access to any resources. It accepts all credentials tied to a user as
valid and shows up in the activity log as a valid read access. As with other Brivo OnSite Server antipassback
functionality, panel boundaries have no effect on this feature.
To create a muster point:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device List page displays.
3. Click Create New Device.
4

From the device type dropdown list, select Muster Point. Click Next.

NOTE:

Antipassback zones need to be pre-established before Muster Points
can be functional.

Enter the name of the muster point.
Choose the owner of the muster point from the dropdown list.
Choose the control panel from the dropdown list.

Choose the Input and Muster Zone from the dropdown list.

© ® N o o

You may have the muster point ignore Threat Levels or select under what Threat Level conditions
the muster point will operate.

10. If you wish to apply any Keypad Commands to the Muster Point, click on the ¥ icon and select
the Keypad Command from the popup window.

11. Click Save. You are returned to the Device Details page.
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3 Logged in: James Finnerty  Active Account: Brivo EZ Storage [Low: Situation Normal | (SR ILE ]

| Home | status v [ History ~| users ~| Configuration ~ | System ~ |
@ Edit Device - Muster Point

Settings

Name

Owner Brvo EZ Storage ¥
Control Panel (none) v
Input v

Muster Zone (none) v

Threat Levels

This device is active when the threat level is

Ignore v.
Keypad Command Settings
Option Interval 19 seconds
Keypad Commands
o=

Save Cancel

Figure 110. Create Muster Point

To edit a muster point:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

Click on the muster point you wish to edit. The Device Details page displays.
Click Edit. The Edit Device page displays.

After you have finished making changes, click Save. You are returned to the Device Details page.

To delete a muster point:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device List page displays.
3. Click on the muster point you wish to delete. The Device Details page displays.
4

Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Special Options for Devices: Keypad Commands

The Keypad Command feature allows administrators to define a numeric sequence at a keypad to a specific
output behavior. This Keypad Command has its own set of permissions that can be overseen by the
administrator, and the Keypad Command functionality can tie to any reader-based device.

Keypad Command devices are a device type that only requires a keypad reader. Users that enter a preset
numeric sequence will activate the specified keypad command. Be aware that these keypad command
numeric sequences are not unique and that the same numeric sequence can be used at different devices for
different output behaviors.

To create a keypad command:

1.
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13.
14.

15.

16.

Scroll over the Configuration link. The sub-navigation menu displays.

From the Devices link, click Devices from the dropdown list. The Device List page displays.
Click Create New Device.

From the device type dropdown list, select Keypad Command Device. Click Next.

Enter the name of the keypad command device.

Choose the owner of the keypad command device from the dropdown list.

Choose the control panel from the dropdown list.

Enter the Numeric Sequence for the keypad command device.

Choose the Target Output from the dropdown list.

. Choose the Output Behavior from the dropdown list and any delay if desired.
. Click the ¥ icon to choose the Output relay.

. Under the Relay column, click on the (Click to select panel) area and the control panel list popup

will appear. Select the appropriate control panel and then select which relay from the dropdown
list.

Choose at which threat levels this device will operate.

Select which groups will have access to this keypad command device in the Access Permissions
section.

Choose which devices to apply this keypad command to in the Apply On Devices section. Click
the “icon to call up a popup list of available devices. Click on the device and you are returned to
the Edit Device page.

Click Save. You are returned to the Device Details page.
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2 Logged in: John Smith
T T T T e
@ Edit Device - Keypad Command Device

Settings

Name
Owner Brivo Store v

Numeric Sequence

Target Output Relay )
Output Behavior Pylse v
second(s) delay
Output 9
Relay

Threat Levels

This device is active when the threat level is
Ignore v

Access Permissions

Please select the schedule in which each group in this account is granted access to this device

Cleaning Crew (np access) v,
Managers (no access) \/
Security | (no access) v

Staff |(no access) N

Visitors  (no access) S

Apply On Devices

Devices

LF

o

&

Figure 111. Create Keypad Command Device

To edit a keypad command:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

Click on the keypad command device you wish to edit. The Device Details page displays.
Click Edit. The Edit Device page displays.

After you have finished making changes, click Save. You are returned to the Device Details page.

To delete a keypad command:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device List page displays.
3. Click on the keypad command device you wish to delete. The Device Details page displays.
4

Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Special Options for Devices: Guard Tour

NOTE:

Guard Tour requires a license key. Without the license key, Guard Tour
functionality will be disabled.

The Guard Tour feature allows administrators to assign series of readers to act as tour stops that must be
visited at an established interval. Guard Tour allows any reader from any device to be utilized in one or more
tours. The Guard Tour feature sends alarm messages to the Dashboard if the tour is not successfully
completed. Guard Tour also allows relays to be activated if a tour stop is overdue, which can be linked to, for
example, a buzzer or flashing light.

Individual stops on a tour can be controlled and may be activated or deactivated as needed, and guard tours
can be subject to both assigned schedules and threat levels.
To create a guard tour:
1. Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device List page displays.
Click Create New Device.
From the device type dropdown list, select Guard Tour. Click Next.
Enter the name of the guard tour.
Choose the owner of the keypad command device from the dropdown list.
Choose the Interval of the guard tour.

Select the group that is responsible for the guard tour.
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Check the Control Individual Stops checkbox if you want them individually controlled. Enter the
Active Stop Label and Inactive Stop Label if checked.

10. Select the Active Schedule for the guard tour from the dropdown list.

11. If you wish to enable alarm console settings, check the “Combine Alarms” checkbox. You may
also provide instruction text, set alarm priority, schedule when the alarm will function, and
whether or not the alarms will function during certain threat levels.

12. You may have the guard tour ignore Threat Levels or select under what Threat Level conditions
the will operate.

13. Choose which devices to make Tour Stops for the guard tour. Click the ¥ icon to add a device to
the Tour Stops list. Click on (Click to select device) to call up a popup list of available devices.
Click on the device and you are returned to the Edit Device page.

14. If desired, you may (Click to select panel) to have the guard tour activate an Overdue Relay
and/or an Active Relay. If selected, these relays will activate when the appropriate situation
occurs.

15. Click Save. You are returned to the Device Details page.
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& Logged in: James Finnerty  Actve Account: Brivo EZ Storage

[“Status -] "tistory -] Users - Configuraton ~]"System ~|
@ Edit Device - Guard Tour

Settings

Name
Owner | Brivo EZ Storage ¥
Interval

Group (none)
Control Individual Stops [v]

o

minutes

Active Stop Label
Inactive Stop Label

Active Schedule (none) Vi

Alarm Console Settings

Combine Alarms [7]
Instruction Text (none) v
Alarm Priority o
Alarm Active Schedule (none) Vi
Alarms active when the threat level is
Ignore S

Threat Levels

This device is active when the threat level is
Ignore Vs
Tour Stops %9
Device

Overdue Relay

Main Gate In (Chick to select panel)

Save Cancel

Active Relay

(Click to select panel)

[Low: Situation Nomal | (ST RITEAT

Figure 112. Create Guard Tour

To edit a guard tour:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page

displays.

Click on the guard tour you wish to edit. The Device Details page displays.

Click Edit. The Edit Device page displays.

After you have finished making changes, click Save. You are returned to the Device Details page.

To delete a guard tour:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device List page displays.

3. Click on the guard tour you wish to delete. The Device Details page displays.

4. Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Special Options for Devices: Salto Routers and Salto Door Locks

NOTE:

Before the installation and configuration of any Salto products with the
Brivo OnSite Server, please follow all preliminary instructions from Salto
to ensure the Salto router or Salto door locks are properly configured.
Please refer to the Salto Quick Start Guide on the Brivo website for
further details.

The following equipment is required to install and configure Salto equipment on the Brivo OnSite Server.
* Alaptop running Windows Vista or later for use with the Salto executable file
* The PPD (Portable Programming Device) using firmware version 1.23 or later

Additionally, the Salto router MUST be configured along with any nodes prior to configuring any Salto door
locks.

The Salto routers and door locks feature allows administrators to install and configure Salto wireless door
locks.
To create a Salto Router:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

Click Create New Device.
From the dropdown menu, select Salto Router Device and click Next.

Enter the Name of the router.

3
4
5
6. If available, select the Account Owner from the dropdown list.
7. Select the Control Panel the Salto Router will be linked to.

8. Enter the IP Address/MAC address for the Salto Router.

9. Enter the correct Service Port. This defaults to 1234.

10. If you wish to enable alarm console settings, check the “Combine Alarms” checkbox. You may
also provide instruction text, set alarm priority, schedule when the alarm will function, and
whether or not the alarms will function during certain threat levels.

11. Click Save.
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& Logged in: Walter Hoffman  Active Account: EZ Storage Change Threat Level

“vome | "Stes ~{ Histoy ~| Uses ~{ Conturaton -] ystem ~

Settings

@ Edit Device - Salto Router Device

Name

Control Panel (none) hd
IP Address/MAC

Service Port (Generally this is 1234)

Alarm Console Settings

Combine Alarms v
Instruction Text (none) -
Alarm Priority 10
Alarm Active Schedule (none) v
Alarms active when the threat level is

Ignore >

Save Cancel

Figure 113. Create Salto Router

To create a Salto Door Lock:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

3. Click Create New Device.

4. From the dropdown menu, select Salto Door Lock and click Next.

5. Select the Owner from the dropdown list.

6. Select the Salto Router and Lock ID from the dropdown lists.

7. Select an Unlock Schedule if any for the Salto Door Lock.

8. Select the Passthrough Period for the Salto Door Lock. The default is 10 seconds.

9. If desired, select the Offline Behavior (Cached Credentials) for the Salto Door Lock. The default is
0 days.

10. If you wish to control the Salto Door Lock from your browser, check the Control From Browser
checkbox.

11. If you wish to enable alarm console settings, check the “Combine Alarms” checkbox. You may
also provide instruction text, set alarm priority, schedule when the alarm will function, and
whether or not the alarms will function during certain threat levels.

12. You may have the Salto Door Lock ignore Threat Levels or select under what Threat Level
conditions the will operate.

13. You may select which groups have Access Permissions to the Salto Door Lock and under which
schedules these permissions will operate.

14. If tenant accounts exist, under the Account Visibility section you may select the schedule each
account can use to assign its groups access to this device as well as allowing the tenant account
to activate the device by checking the Activate Devices checkbox. Note that this makes the
device 'shared' among accounts, making this schedule visible to any account with access to this
device.
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15. To enable Privacy Mode, click the Privacy Mode Enable checkbox. Select the group which may

override Privacy Mode by checking the box next to the group name.
16. Click Save.

Settings

Device Name Server Room
Owner | Brivo Enterprise Solutions %

Salto Router 2
Lock ID :
Configuration
Unlock Schedule | (none) :
Passthrough Period 10 (seconds)
Offline Behavior 7 (days)

Live Status

Operate Device from Website ¥
Alarm Console Settings

Include failed access as
alarm
Combine Alarms ¥

Instruction Text | (none) 4
Alarm Priority 10
Alarm Active Schedule | (none) :
Alarms active when the threat level is

«

Ignore

Threat Levels

This device is active when the threat level is:
Ignore

o«

Access Permissions

Please select the schedule in which each group in this account is granted access to this device.

Cleaning Crew

(no access) v
Management

Always :
Residents

(no access) :
Staff

(no access) :
Visitors

(no access)

o«

Salto Door Privacy Mode Override

Privacy Mode Enable v
Please select the group in this account that is granted to override privacy mode

Management

Save Cancel |

Figure 114. Create Salto Door Lock

To edit a Salto Router or Salto Door Lock:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page

displays.
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3. Click on the Salto Router or Salto Door Lock you wish to edit. The Device Details page displays.
4. Click Edit. The Edit Device page displays.

5. After you have finished making changes, click Save. You are returned to the Device Details page.

To delete a Salto Router or Salto Door Lock:

WARNING: Salto Routers and Door Locks

If a Salto Router is deleted and has Salto Door Locks associated with it,
the Salto Door Locks will automatically default to not having a link to
any Salto Router and will stop functioning.

1. Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device List page displays.

3. Click on the Salto Router or Salto Door Lock you wish to delete. The Device Details page
displays.

4. Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Special Options for Devices: DEDs (Data Entry Devices)

The DED (Data Entry Device) feature allows administrators to assign and configure touchscreens or keypads to
interact with the users of an elevator system attached to the Brivo OnSite Server.

NOTE:

DED (Data Entry Device) functionality requires a license key. Without
the license key, DED functionality will be disabled.

To create a Data Entry Device:

15.

16.

17.

18.

19.

20.

Scroll over the Configuration link. The sub-navigation menu displays.

From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

Click Create New Device.

From the dropdown menu, select DED Device and click Next.
Enter the Name of the DED device.

If available, select the Account Owner from the dropdown list.
If available, select the Device Profile from the dropdown list.
Select the Control Panel from the dropdown list.

Select the Input from the dropdown list.

. Enter the Group Number in the field provided (values from1-255).

. Enter the Landing Number in the field provided (values from 1-255).
. Enter the Object Number in the field provided (unique DED identifier).
. Select Which Side (Front or Rear).

. If you wish to require the display of two credentials in order to permit access, enable a two-factor

credential schedule from the dropdown list. If you do not wish to require two-factor credentials,
choose “none.”

Enter (in seconds) the amount of time allowed before the option to display two credentials
expires.

If you wish to require a card to be presented for entry, enable a card required schedule from the
dropdown list. If you do not wish to require a card to be presented, choose “none”.

If you wish to enable alarm console settings, check the “include failed access as alarms”
checkbox. You may also combine alarms, provide instruction text, set alarm priority, schedule
when the alarm will function, and whether or not an elevator will function during certain threat
levels.

You may have the Data Entry Device ignore Threat Levels or select under what Threat Level
conditions the Data Entry Device will operate and if the Data Entry Device will require two factor
credentialing.

To associate floors with the Data Entry Device, select a floor in the Available Floors box and click
on the [—] icon and move the selected floor to the Associated Floors box. To disassociate
floors, simply select the floor and click on the icon and move the Associated Floors to the
Available Floors box.

When finished, click Save.
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& Logged in: John Smith
| Status ~ | History ~[ Users ~ | Configuration ~ [ System ~ |
% Edit Device - DED Device

Settings

Name l

Ouner
Device Profile
Control Panel
put
Group Number :] (values from 1-255)
Landing Number |: (values from 1-255)
Object Number :] (Unique DED identifier)

Which Side

Two-factor Credential

<

(none)

Two-factor Timeout seconds

Card Required Schedule

I

(none)

Alarm Console Settings

Include failed access as ]
alarm
Combine Alarms

Instruction Text

Alarm Priority |4

I

Alarm Active Schedule |(none)
Alarms active when the threat level is

gnore

I
<

Threat Levels

This device is active when the threat level is:

v
This device requires two-factor suthentication when the threat level is:
v
Floors
A Floors Available Floors
[—]
[=]

Change Threat Level

Figure 115. Create a Data Entry Device (DED)

To edit a Data Entry Device (DED):
1. Scroll over the Configuration link. The sub-navigation menu displays.

2.
displays.

From the sub-navigation menu, click Devices from the dropdown list. The Device List page

Click on the Data Entry Device you wish to edit. The Device Details page displays.

Click Edit. The Edit Device page displays.

After you have finished making changes, click Save. You are returned to the Device Details page.

To delete a Data Entry Device (DED):

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Devices from the dropdown list. The Device List page displays.

3. Click on the Data Entry Device (DED) you wish to delete. The Device Details page displays.

4. Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Special Options for Devices: IPAC Devices

NOTE:

Before the installation and configuration of the IPAC device with the
Brivo OnSite Server, please follow all preliminary instructions from
Liftmaster to ensure the IPAC device is properly configured. Please refer
to the IPAC Quick Start Guide on the Brivo website for further details.

NOTE:

IPAC functionality requires a license key. Without the license key, IPAC
functionality will be disabled.

The IPAC feature allows administrators to integrate IPAC Devices with the Brivo OnSite Server and utilize IPAC
functionality, which includes:

* Creating a Directory Code for Residents in the Account Setup screen.

o Alternately, if this functionality is added after the account has been set up, this feature
can be applied from the Account Details page.

* Residents under the Users dropdown list.
o Residents are
* Resident Directory under the Users dropdown list.

* The ability to select IPAC Device from the New Device Type dropdown list.

To create an IPAC device:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

Click Create New Device.
From the dropdown menu, select IPAC Device and click Next.

Enter the Name of the IPAC device in the Device Name field.

3
4
5
6. If available, select the Account Owner from the dropdown list.
7. Select the Control Panel from the dropdown list.

8. Enter the SIP Domain information.

9. Enter the Username.

10. Enter the Authorization ID if required.

11. Enter the Password.

12. Enter the Server Port (the default is 5060) in the field provided.
13. If required, enter the Outbound Proxy and Stun Server information.
14. Choose the Max. Call Time (default is 60 seconds).

15. Choose the Max. waiting time for call establish (default is 20 seconds).
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16.
17.
18.
19.
20.

Enter the IPAC Greeting Message in the field provided.

Enter the Speaker Volume (value from 0-100) (the default is 80).
Enter the MIC Volume (value from 0-100) (the default is 80).
Select the IPAC Directory from the dropdown list.

Choose which Device to link to Gate (1) from the dropdown list. Select the DTMF Key from the
dropdown list (default is 9). Finally, if the Gate can accept an access code to allow entry, check
the checkbox to Accept Access Code.

NOTE:

The DTMF (Dual Tone Multi Frequency) Key is the number a tenant would
push on the telephone keypad to grant entry to someone calling from
outside.

21.
22.

23.

Complete step 20 again for Gate 2.

Check the checkbox for SIP Diagnostic when required. Default is to have the checkbox
unchecked.

When finished, click Save.

To edit IPAC Device:

1.
2.

5.

Scroll over the Configuration link. The sub-navigation menu displays.

From the sub-navigation menu, click Devices from the dropdown list. The Device List page
displays.

Click on the IPAC Device you wish to edit. The Device Details page displays.
Click Edit. The Edit Device page displays.

After you have finished making changes, click Save. You are returned to the Device Details page.

To delete a Data Entry Device (DED):

1.

2
3.
4

Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device List page displays.
Click on the IPAC Device you wish to delete. The Device Details page displays.

Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Viewing Video

When cameras and DVRs are in use, administrators with appropriate permissions have two options for viewing
video. Administrators may watch live video via Live Status on the Dashboard (if the camera is set up to be
controlled from the browser) or watch video related to specific access events under the Activity Log on the
Dashboard.

NOTE: Live Video and Pulsing Doors/Devices

In order to pulse a door/device using live video, the door/device being
viewed must have the Control From Browser box checked under its
device details. A device must also have its output set to Pulse.

To view live video (with a Pulse button)
1. Scroll over the Status link. The sub-navigation menu displays.
2. Click on the Dashboard link. The Dashboard will display.
3. Under the Device Status tab of the Dashboard, locate the door at which you want to view live
video.

4. Click the Camera Icon ( o ) button next to door/device. The live video pop-up window will
appeatr.

Front Door Camera > Front Door(Live Video)
DVRS 3:Camera 3 Jul 13, 2010 12:34:24 PM PDT

& ) &) () [

Figure 116. Viewing Live Video

NOTE: Playback Controls

It is important to note that not all supported DVRs provide playback controls as shown
above in Viewing Live Video.

5. Use the buttons below the video to control play (if available).

a) << to Rewind the video
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b) || to Pause or Stop the video
c) > to Playthe video
d) >> to Fast Forward the video

e) Pulse to pulse the door

To view live video (without a Pulse button)
1. Scroll over the Status link. The sub-navigation menu displays.
2. Click on the Dashboard link. The Dashboard will display.

3. Under the Device Status tab of the Dashboard, locate the camera you want to use to view live
video.

4. Click the Live Video button next to the camera. The live video pop-up window will appear.
Use the buttons below the video to control play (if available).

a) << to Rewind the video
)

b) || to Pause or Stop the video
c) > to Playthe video
d) >> to Fast Forward the video

To view event based video
1. Scroll over the Status link. The sub-navigation menu displays.
2. Click on the Dashboard link. The Dashboard will display.
3. Under the Activity tab of the Dashboard, choose the event you want to view.

4. Click the Camera Icon ( e ) next to the device name. The event based video pop-up window will
appear.

Front Door Camera -> Front Door
DVR6 3:Camera 3 Jul 19, 2010 11:37:11 AM PDT
— R e

- :
29 I8 B ©
(<] O ] =)

Figure 117. Event Based Video Playback

5. Use the buttons below the video to control play.
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a) << to Rewind the video
b) || to Pause or Stop the video
c) > to Play the video

d) >> to Fast Forward the video
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Viewing Panel and Board Details

Administrators with appropriate permissions can view the details for a control panel or control board.

To view details for a specific control panel and control board:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

3. Click the control panel you want to view. The corresponding Control Panel Details page displays
with details regarding the control boards on those panels.

& Logged in: Brivo Setup  Active Account: Brivo Systems

Qg« Control Panel Details

CP767911 Add Board to this Panel | | Add New Control Panel | | View Panel Log

Control Panel

Panel ID CP767911
Name CP767911
Location
Send Log Interval (none)
Time Zone US/Eastern
Type ACS5000-A
FIPS Mode Yes

Boards
Board Type ACS5000-DB
Location ACS5000-A
Address 1

Label Type EOL Default State Used by Device
DOOR 1 - REX Input No Open Lobby Door/Entrance
DOOR 1 - DOOR CONTACT Input No Closed Lobby Door/Entrance
DOOR 1 - DOOR LOCK RELAY Output Lobby Door/Entrance
DOOR 1 - AUX RELAY 1 Qutput

DOOR 1 - AUX INPUT 1 Input No Open
DOOR 1 - AUX INPUT 2 Input No Open
DOOR 1 - AUX RELAY 2 Output
DOOR 1 - READER Reader Lobby Door/Entrance
DOOR 2 - REX Input No Open
DOOR 2 - DOOR CONTACT Input No Closed
DOOR 2 - DOOR LOCK RELAY Output
DOOR 2 - AUX RELAY 1 Qutput
DOOR 2 - AUX INPUT 1 Input No Open
DOOR 2 - AUX INPUT 2 Input No Open
DOOR 2 - AUX RELAY 2 Output
DOOR 2 - READER Reader

’ Back to List Edit ) ' Delete Control Panel )

Figure 118. Control Panel Details

Details displayed include:

e Label. For Door Boards, the label references a terminal node on the actual board. For |0 Boards, this is
a set of eight Input points and eight Output points.

¢ Type. Valid types include Input, Output and Reader. Reader is valid only for the Reader node on Door
Boards.

* EOL. Indicates if the input point is wired for end-of-line supervision.
¢ Default State. Indicates if the point is normally open or normally closed.

¢ Used by Device. Indicates what device, if any, is currently wired to that point on the control board.
Clicking the device name takes you to the corresponding Device Details page.
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Administrators with appropriate permissions can:
Click Back to List to return to the Hardware list for this account.

Click Add New Control Panel to access a blank Add New Control Panel page in order to create a new control
panel.

Click View Panel Log to access the Fetch Panel Log page to view or download the available panel logs for the
control panel.

Click Edit on the Control Panel page to make changes to this control panel.
Click More Operations and perform the following three actions:

¢ Reboot Panel

¢ Reset Panel Data

* Reset Can Bus

NOTE:

Use of any of the above three actions should only be performed at the
request of Brivo Technical Support or by a certified Brivo technician.

Click Delete Board to delete any control board.

Click Delete Control Panel to delete the control panel.

NOTE:

On Brivo ACS5000-A panels, since the Main Board cannot be deleted,
the Delete button does not appear on the corresponding Board Details
page.
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Update and/or Configure a Control Panel

The Hardware Status tab on the Dashboard allows you to configure the firmware in a given panel or panels, as
well as choose whether you are configuring a control panel that is connected but not yet configured.

To configure your firmware on a control panel:
To upgrade and/or configure your firmware on a control panel, follow these steps:

1. To configure your panel, click the “Configure” tab next to the panel you wish to configure.

Device Status Hardware Status = Schedule Status
Name Panel ID Status
Edge Device One CP630973 Connected: 192.168.10.157

Main Control Panel One  CP767911 Connected: 192.168.192.118

(ot cantgure) CP158344  Connected: 192.168.192.97

Figure 119. Configure Brivo ACS5000-A panel

A page will then display with the configuration options.
Enter the name of the panel.

Enter the panel’s location.

o k0N

Choose from the dropdown list the type of panel or device you are configuring. You may choose
“ACS5000-A”, “ACS5000-S” or “HID E-400/ERW-400.”

6. Click Save.
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Control Panel Options

To add a new control panel:

You may choose to add a new control panel that has not yet connected to the Brivo OnSite Server appliance by
following these steps:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

Click Add New Control Panel.

Enter the Panel ID Number. This is the number that begins with the letters “CP” and can be
found printed on the packaging, inside the panel’s cover, or on a sticker on the panel’s main
board.

& Logged in: James Finnerty Change Threat Level

“Home | Satus ~ | Hisiory ~] Users -] Contguraton ~ | Sysiem ~ |
Qg New Control Panel

Panel ID
Name
Location
Send Log Interval none
Time Zone US/Eastemn
Type

Save Cancel

Figure 120. Add a Control Panel
Enter a name for the panel.
Enter the location of the panel.
If desired, enter the time interval when the control panel will upload a panel log file.
Enter the time zone for the panel.

Choose whether you are adding a Brivo ACS5000-A panel, a Brivo ACS5000-S panel, an HID E-
400/ERW-400, Brivo ACS-IPDC-1, or Brivo ACS-IPDC-2 device.

10. Click Save.

© ® N o O

To edit a control panel:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.
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3 Logged in: John Smith

@ Control Panels

Filter v 1-10f1 [ Add New Control Panel }

Name Type Panel ID
CP795866 ACS5000-S CP795866

Figure 121. Devices: Control Panels
3. Click on the control panel you wish to edit. The Control Panel Details page displays.

4. Atthe bottom of the page, click Edit. The Edit Control Panel Details page displays.

3loggedin:admin | | Change Threat Lavel
S~ | Tiwoy -] Uses -] Goveuraon -
Q Control Panel Details
5000A Add Board 10 this Pane! |  Add New Conerol Panel |  View Panei Log |
Control Panel
Pancl 1D CPB054306
Name 5000A
Location Main Office
Send Log Interval 30 Minutes
Time Zone US/Eastern
Type ACS5000-A
FIPS Mode Yes
Boards
Board Type ACS5000-D8
Location ACS5000-A
Address 1
Label Type EOL Detaul State Used by Device
DOOR 1 - REX Input No Open Main Office S5000A - Door-1
DOOR 1 - DOOR CONTACT Input No Closed Main Office 5000A - Door-1
DOOR 1 - DOOR LOCK RELAY Output Normal Main Offico 5000A - Door-1
DOOR 1 - AUX RELAY 1 Output Normal
DOOR 1 - AUX INPUT 1 Input No Open
DOOR 1 - AUX INPUT 2 Input No Open
DOOR 1 - AUX RELAY 2 Output Normal Alarm from Failed Access 5000 DR-1
DOOR 1 - READER Reader Main Office 5000A - Door-1
DOOR 2 - REX Input No Open Main Office 5000A - Door-2
DOOR 2 - DOOR CONTACT Input No Closed Main Office 5000A - Door-2
DOOR 2 - DOOR LOCK RELAY Output Energized Main Office 5000A - Door-2
DOOR 2 - AUX RELAY 1 Output Energized
DOOR 2 - AUX INPUT 1 Input No Open
DOOR 2 - AUX INPUT 2 Input No Open
DOOR 2 - AUX RELAY 2 Output Normal
DOOR 2 - READER Reader Main Office 5000A - Door-2
Board Type ACS5000-10 | Delete Board |
Location 2
Address 2
Label Typo EOL Dofault State Used by Dovice
INPUT 1 Input No Open
INPUT 2 Input No Open
INPUT 3 Input No Open
INPUT 4 Input No Open
INPUT 5 Input No Open
INPUT 6 Input No Open
INPUT 7 Input No Open
INPUT 8 Input No Open
OUTPUT 1 Output Normal
OUTPUT 2 Output Normal
OUTPUT 3 Output Normal
OUTPUT 4 Output Normal
OUTPUT § Output Normal
OUTPUT 6 Output Noemal
OUTPUT 7 Output Normal
OUTPUT 8 Output Normal
BocktoUst | Egn Delete Control Panel | Mare cpuratiors
Reboot Panel
Renet Pacet Dati
Reset Can Bus

Figure 122. Devices: Edit Control Panel Details

5. After making changes to the control panel, click Save. You are returned to the list of control
panels.
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To perform a change to Panel communications (Reboot Panel, Reset Panel Data, or Reset Can Bus)

WARNING: PANEL REBOOT

This operation should only be performed if advised by Brivo Technical Support
and should only be performed by a Certified Brivo Integrator.

Doors will be unresponsive and may be nonsecure during a reboot. If the
panel fails to boot after this operation is complete, doors will be left
unresponsive and may be a sign of more severe issue.

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

Click on the More Operations dropdown list at the bottom of the page.

Select which operation you wish to perform. You are returned to the Edit Control Panel page and
the action you performed will appear in the Activity Log.

NOTE:

The Reset Can Bus function will not appear in the dropdown list for ACS-
IPDC units.

To delete a control panel
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

Click on the control panel you wish to delete. The Control Panel Details page displays.

At the bottom of the page, click Delete Control Panel. Click OK when at the confirmation prompt.
You are then returned to the list of control panels.
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Adding Control Boards

Administrators with appropriate permissions can add a control board.

To add a control board to an account:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

Click on the panel where you would like to add a board. The Control Panel Details page displays.

Click Add Board to this Panel. The Add New Board page displays.

3 Logged in: John Smith
“Home | Siatus ~] History ~ | Users ~] Contguraton ~ | System ]
Add New Board

Please select the board type and configured address to add to the system. Note that each board must have a unique address

Board Location

Board Type ACS5000-DB v
Address 2 «

[ CreateBoard | [ Cancel |

Figure 123. Add New Board

5. Inthe Board Location field, enter a brief description of the board’s location, such as “Server
Room.”

6. Select the correct Board Type from the drop-down list.

In the Address field, assign a number to this board. The drop-down list includes all valid board
numbers (2-15) not currently in use.

NOTE:

When the Brivo ACS5000-A panel is first configured, one Door Control
Board is automatically associated with it and assigned Address 1. This
is the Main Board for the system, and it cannot be deleted.

8. Click Create Board. The Control Panel Details page displays.
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Managing Control Boards

Once the control board is created, you must configure it as part of the control panel it belongs to on the Edit
Control Panel Details page.

Administrators with appropriate permissions can configure or delete control boards.

To edit a Door Board:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

3. Click the control panel that contains the board you would like to edit. The Control Panels Details
page displays.

4. Click Edit at the bottom of the page. The Edit Control Panel Details page displays.

Q; Edit Control Panel Details

Control Panel

Panel ID  CPg0s4306
Name soo0A
Location  wain Office
Send Log Interval = 30 Minutes [
Time Zone = US/Eastern | <]
Type ACS5000-A
FIPS Mode @

Boards

Board Type ACS5000-DB
Location ACS5000-A

Label Type EOL Default State

DOOR 1 - REX Input [ < | Open [
DOOR 1 - DOOR CONTACT Input No B Closed

DOOR 1 - DOOR LOCK RELAY Output

DOOR 1- AUX RELAY 1 Output - Srogheed 3
DOOR 1 - AUX INPUT 1 Input [ © | Open 1
DOOR 1 - AUX INPUT 2 Input N B Open B
DOOR 1 - AUX RELAY 2 Output Normal i
DOOR 1 - READER Reader

DOOR 2 - REX Input N B Open %]
DOOR 2 - DOOR CONTACT Input N B Closed I
DOOR 2 - DOOR LOCK RELAY Output Normal %]
DOOR 2 - AUX RELAY 1 Output Normal o
DOOR 2 - AUX INPUT 1 Input No Open <]
DOOR 2 - AUX INPUT 2 Input [V © | Open <]
DOOR 2 - AUX RELAY 2 Output Normal <]
DOOR 2 - READER Reader

Save Cancel

Figure 124. Define Door Board Settings
The Location field for each control board can be edited on this page.

Each Door Board contains two nodes, each of which can be used to control either one door or
one door and multiple devices. On this page, these two nodes are identified as DOOR 1 and
DOOR 2, and for each there is a set of input and output points that correspond to a block of
terminals on the actual Door Board. All of the labels match the exact text silk-screened on the
control board.
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NOTE:

A Door Board node does not have to be used to control a door; it can be
used to control any number of devices. However, the following terminal
blocks cannot be used by any other device if the node is to be used for

a door: REX, DOOR CONTACT, and READER.

For each input point, there is a set of fields used to define the operation of the associated
terminals.

o Inthe EOL field, click Yes or No to indicate if the input point is wired for
end-of-line supervision.

o Inthe Default State field, click Open to indicate that the input point is
normally open, or Closed to indicate that it is normally closed.

For each output point, there is a set of fields used to define the operation of the associated
terminals.

o Inthe Default State field, click Normal to indicate that the output point
operates in a fail-secure mode. Click Energized to indicate that the output
point operates in a fail-open mode.

NOTE:

The following three steps must be completed in order to utilize Fail-
Open functionality in Brivo OnSite Server:

1. Mode set to Fail-Open
2. Correctly wired for Fail-Open
3. Fail-Open style door lock must be used

Simply changing mode to Fail-Open from a system that had been
configured for Fail-Secure operations is not sufficient to achieve Fail-
Open operation.

For more information on fail-open functionality, please review the Brivo
Fail-Open Wiring Technical Note.

9.

Click Save. The Control Panel Details page displays.

To edit an |0 Board:

1.
2.

Scroll over the Configuration link. The sub-navigation menu displays.

From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

Click the control panel whose |0 board you would like to edit. The Control Panels Details page
displays.

Click Edit at the bottom of the page. The Edit Control Panels Details page displays.

Edit the information in the corresponding fields of the 10 board.
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Board Type ACS5000-10
Location 2
Label Type EOL Default State
INPUT 1 Input N B Oper B
INPUT 2 Input o B Ope B
INPUT 3 Input No | Ope |}
INPUT 4 Input [T < | Ope 8
INPUT 5 Input No B Ope B
INPUT 6 Input No [ Oper B
INPUT 7 Input [ © | Ope B
INPUT 8 Input N B Oper B
OUTPUT 1 Output Normal |7}
OUTPUT 2 Output Normal B
OUTPUT 3 Output Normal | °]
OUTPUT 4 Output Normal B
OUTPUT 5 Output Normal | <]
OUTPUT 6 Output Normal | <]
OUTPUT 7 Output Normal B
OUTPUT 8 Output Normal <]
Save | | Cancel

Figure 125. Define IO Board Settings

6. You can define up to eight inputs and eight outputs for each 10 Board. Points can be shared by
more than one device, and some devices use multiple points; therefore, the number of devices
controlled by an |0 Board is undefined.

7. For each input device, there is a set of fields used to define the operation of the associated
terminals

o Inthe EOL field, click Yes or No to indicate if the input point is wired for
end-of-line supervision.

o Inthe Default State field, click Open to indicate that the input point is
normally open, or Closed to indicate that it is normally closed.

8. For each output point, there is a set of fields used to define the operation of the associated
terminals.

o Inthe Default State field, click Normal to indicate that the output point
operates in a fail-secure mode. Click Energized to indicate that the output
point operates in a fail-open mode.

9. Click Save. The Board Details page displays.

To delete a control board:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

3. Click on the control panel whose board you wish to delete. The corresponding Control Panels
Details page displays.

4. Nextto the type of control board is a “Delete Board” button. Click Delete. A message displays
warning that this operation cannot be undone.

5. Click OK to complete the deletion and return to the Control Panels Details page with the deleted
control board no longer listed.

NOTE:

When a control board is deleted, all dependent information is also
removed from the system. For example, any device using points on that
board will lose its hardware configuration and revert to a simple
unconfigured state.
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Browsing the Devices List

All Administrators can view the complete list of devices for their account.

To view the devices associated with a specific account:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list

displays.

& Logged in: John Smith
[“Home | taus ~ | History -] Users ~| Contguraton - | System ~ |

@ Devices

Filter v Reset | 1.4 0f4 Create New Device J

Name Type

DVR DVR

Front Entrance Door

Front Entrance Camera Camera

Side Entrance Door

Figure 126. View Devices List
Details displayed include:
* This page lists all the devices currently defined for the account.

Administrators with appropriate permissions can:
Click a device to access the associated Device Details page.
Click Create New Device to access a blank Edit Device page in order to create a new device.
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Viewing Device Details

All Administrators can view the details for any device associated with their account.

To view details for a specific device:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

3. Click the device you want to view. The corresponding Device Details page displays. The layout of
this page varies slightly depending on the type of device you are viewing.
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& Logged in: James Finnerty ~ Active Account: Brivo EZ Storage |Low: Situation Normal ]

@ Device Details

Elevator Call Button Create New Device

Settings

Device Type Valid Credential Input Device
Owner Brvo EZ Storage
Control Panel CP795866
Input Inside Main Panel(2) DOOR 2 - READER
Target Output Relay
Behavior Pulses output for 0 seconds when input activated
Output Inside Main Panel{2) DOOR 2 - AUX RELAY 2

Two-factor Credential (none)
Schedule
Two-factor Timeout 10

Card Required Schedule (none)
Live Status

Control From Browser Yes
Engage Message Elovat
Disengage Message Elevator Call Butto

Alarm Console Settings

Include failed access as No
alarm
Combine Alarms Yes
Instruction Text (none)
Alarm Priority 0
Alarm Active Schedule (none)
Alarms active when the Ignore
threat level is
Antipassback Settings

Enable No

Soft Reset No
Primary Zone (none)
Alternate Zone (none)

Threat Levels

Threat Level Ignore

Require Two-factor Ignore
Keypad Command Settings

Option Interval 10
Keypad Commands (none)

Access Permissions

Group Allowed Schedule
Cleaning Crew Cleaning Crew
Guards Always
Managers Always
Staff Monday - Friday 9-5

Account Permissions

Account Allowed Schedule
This device is not wisible to any other accounts.

[ Back to List ] I Delete ]

Figure 127. Device Details: Valid Credential Device

Details displayed include:
* Details displayed on this page vary depending on the device being viewed. See the following section,
Creating Devices, for more information.
Administrators with appropriate permissions can:

Click the name of the Two-factor Credential Schedule or Card Required Schedule, if one is identified, to access
the corresponding Schedule Details page.

Click a group name under Access Permissions to view the corresponding Group Details page.
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Click Back to List to return to the Devices list for this account.
Click Create New Device to access a blank Edit Device page in order to create a new device.
Click Edit to access the Edit Device page.

Click Delete to delete the device.
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Creating Devices

Administrators with appropriate permissions can create devices.

To create a device for an account:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Devices link, click Control Panels from the dropdown list. The Control Panels list
displays.

3. Click Create New Device. The Edit Device page displays.

& Logged in: John Smith Change Threat Level
Fvone 1 staus ~ | sory ~{ vsers ~ Convuraton~ | Sysiem

@ Edit Device

Select New Device Type

Type Door e
Subtype ' Regular Device ¥

Figure 128. Create a Device

4. Select the Device type you want to create. See the Glossary at the end of this document for a
brief description of each type.

5. Click Next. The Edit Device page displays. This page varies noticeably according to the device
being created. Enter the appropriate fields for the device you have chosen. For editing devices,
see the section on Configuring Devices for more details.
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Device Profiles

The Device Profile feature allows for the creation of a profile that can be simultaneously assigned to multiple
devices, giving all such devices identical settings. Hardware aspects of the device profile, like assigning a node
or relay, must be chosen later at the time you create the actual device.

Features:

Creating a device profile allows users to differentiate between types of devices and device subtypes

Allows users to create devices with the same settings

To Create a Device Profile:

1.

2
3.
4

Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device List page displays.
Click Create New Device. The Create New Device page displays.

From the device type dropdown list, select the device type you wish to create the profile for.
From the device subtype dropdown list, select “Device Profile.” Click Next.

NOTE:

Cameras, DVRs, Muster Points, Keypad Command devices, and Guard
Tour devices do not allow for the creation of device profiles.

8.

Enter the name of the Device Profile.
Choose the owner of the Device Profile from the dropdown list.

Assign the Device Profile the necessary configuration just like you would when creating a new
device of the same type.

Click Save. You are returned to the Device Details page.

To Apply a Device Profile:

Ll

® N oo

Scroll over the Configuration link. The sub-navigation menu displays.
From the Devices link, click Devices from the dropdown list. The Device List page displays.
Click Create New Device.

From the device type dropdown list, select the device type you wish to create. From the device
subtype dropdown list, select “Regular Device.” Click Next.

Enter the name of the device.
Choose the owner of the device from the dropdown list.
Choose the device profile from the dropdown list.

Click Save. You are returned to the Device Details page.

To Edit Settings on a Device Profile:

1. Scroll over the Configuration link. The sub-navigation menu displays.

2.

From the Devices link, click Devices from the dropdown list. The Device List page displays.

3. Click on the device profile you wish to edit. The Device Details page displays.
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NOTE:

Under the section Devices Using This Profile, all devices currently using
that device profile are listed.

4. Click Edit. The Edit Device page displays.

5. After you have finished making changes, click Save. You are returned to the Device Details page.

To Delete a Device Profile:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Devices link, click Devices from the dropdown list. The Device List page displays.
3. Click on the device profile you wish to delete. The Device Details page displays.

4. Click Delete. Click OK in the confirmation prompt. You are returned to the Device List page.
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Live Status

When logging into the Brivo interface, the Dashboard link displays the live status of a door or device on the
right-hand side. For example, depending on its position, the status of a door will be displayed on the
Dashboard under “Device Status” as “open” or “closed.”

Under the “Device Status” heading, messages display in various colors the status of the device. You may
choose to customize the message displayed for programmable devices. You can also select the color for the
message you wish to display.
Programmable Devices
You can customize the live status message of the following devices:

= Switch Input Devices

= Event Triggered Devices

= Valid Credential Input Devices

= Schedule Controlled Device
To customize Live Status message

1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

From the Devices link, click Devices. The Device List page displays.
If you want to modify an existing device’'s message
Click on the device whose message you wish to modify.
At the bottom of the page, click Edit.

B

Under the “Live Status” heading, check the box “Control from browser.” The “Engage Message”
and “Disengage Message” fields will become active.

Enter the message you wish to be displayed on the Dashboard in the respective fields.
Click Save.

Live Status
Control From Browser
Engage Message SérvrerRoorranemp Sensor On | |[Red v

Disengage Message |Server Room Temp Sensor Off | \Black ¥

Figure 129. Customize Live Status Message

Color Coding the Status of a Programmable Device
You may also choose to select specific colors to indicate the status of a Programmable Device, such as a
Switch Input Device, an Event Triggered Device, a Valid Credential Input Device, or a Schedule Controlled
Device. This decreases the time it takes for you to search for a particular event on the Live Status page.
To customize the color of the Live Status message:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Devices link, click Devices. The Device List page displays.

3. If you want to modify an existing device’s message color:
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Click on the device whose color you wish to modify.

At the bottom of the page, click Edit.

Under the “Live Status” heading, check the box “Control from browser.”

The “Engage Message” and “Disengage Message” fields will become active.

Choose from the dropdown list the color you would like the message to be displayed in.
Click Save.

© ® N o 0o &
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Managing Devices
Once a device is created, you must configure it on the Edit Device page. You are taken to this page
automatically when you first add the device, but can return to it at any time to edit the device’s settings.

To configure a device:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Devices link, click Devices. The Device List page displays.
3. Click the device you want to configure. The corresponding Device Details page displays.
4

Click Edit. The Edit Device page displays.
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& Logged in: Jim Norton

@ Edit Door Device

Settings

Device Name  froot Entrarce
Owner | Brivo Enterprise Solut
Device Profile  (ncne) &
Control Panel | Brive OnSite Sarver
Door Node | Brivo OnSite Server
Alternate Reader Node  (none)

Configuration
Unlock Schedule  Maonday - Frday 9-5
Passthrough Period 10 (seconds)
Shunt Alarm
Invalid PIN attempts 3 (times)
Invalid PIN Timer 30 (seconds)
Invalid PIN Shutout 90 (seconds)
Debounce period o (seconds)
Use lock-on-open
Report Door Ajar +
Ajar Delay 120 (seconds)
Request-to-Exit (REX) ¥
REX Fires Door Latch v
Two-factor Credential | (none)
Schedule
Two-factor Timeout 10 $0coNdS

Card Required Schedule ~ (none)
Live Status
Operate Device from Website «
Alarm Console Settings

Include failed access as
alarm
Combine Alarms
Instruction Text  (none) ¢
Alarm Priority 0
Alarm Active Schedule  (none)
Alarms active when the threat level is
Ignore )

0N

Antipassback Settings

Enable

Threat Levels

This device is active when the threat level is:
Ator Less Severe &

At (]
Access Permissions

Ploase seloct the scheduie in which each group in this

1st Shift Statf
Monday - Friday 9-8

Cleaning Crew
Cileaning Crew

Management

Always

no access)
Statt
Manday - Fridey 9-5

no access)

Keypad Command Settings

Option Interval 10 (seconds)
Keypad Commands

Sove| Concel|

| Hstoy ~ ] Users ~ [ Confiuration ~ | System ~ |

oes §

CPes1732 ¢
CP951732 ACSS000-A(1) DOOR 1

Elevated ¢

This device requires two-factor authentication when the threat lovel is:

Emargency §

account is granted access 10 this device

Figure 130. Configure a Door
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A subset of the following fields displays on the Edit Device page, depending on the type of device you are

configuring.
1.

10.

11.

12.

13.

14.

15.

16.

Name is a required field for any type of device. The name you enter should be brief, but
descriptive.

Owner is also a required field for all device types and identifies the account responsible for the
device. The default value in the drop-down list is the current account.

Device Profile is an optional field that allows a predefined device profile to be used instead of
setting up the device manually.

Control Panel is a required field that identifies to which control panel the device will be assigned.

The Door Node field displays only when you are configuring a Door. Although this page does not
require you to select a control board/point combination from the drop-down list, the door will not
function until you do. The list includes all valid, available door nodes.

The Alternate Reader Node is used if you would like the door to be controlled by two readers. You
may configure Antipassback controls for an alternate reader by selecting a Node from the
Alternate Reader drop-down list.

The Input drop-down list displays only when you are configuring either an Input Switch or Valid
Credential Input Device, and includes all valid, available input terminals.

The Input Device and Event dropdown lists are valid for Event Trigger devices only. The Input
Device list includes all doors associated with this account, while the Event list lets you identify a
specific access event, such as Door Forced Open that will cause the selected output behavior
to occur.

The Target Output dropdown lists are valid for all device types. Relay will apply the selected
Output Behavior, Schedule will apply the selected Output Behavior to the Target Schedule, and
Threat Level sets the Target Threat Level.

The Output Behavior varies dependent upon which device type or target output is selected and
include: Pulse, Follow, Latch, Unlatch, Toggle, Activate, Deactivate, and Set Threat Level.

Output Behavior is a valid field for all device types other than Door. From the drop-down list,
select the behavior you want to occur in response to the identified input. See the Glossary at the
end of this document for a brief description of each output behavior type.

When an output behavior of either Pulse or Follow is selected, the second(s) delay field becomes
active. Enter the amount of time, in seconds, that should elapse between when the input is
deactivated and the output released (for Follow) or the total amount of time the output should be
engaged for each time the input goes to an activated state (for Pulse.)

The Unlock Schedule dropdown list displays only when you are configuring a Door, and is used to
indicate the schedule period during which the door should be left unlocked.

The Output field displays when you are configuring an Input Switch, Valid Credential Input, or
Event Trigger device. Click the ¥ icon to choose the Output relay for any of these devices.

Under the Relay column, click on the (Click to select panel) area and the control panel list popup
will appear. Select the appropriate control panel and then select which relay from the dropdown
list.

The Active Schedule dropdown list displays when you are configuring any device other than a
Door, and is used to indicate the schedule periods during which the device should operate.
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NOTE:

Devices and schedules must belong to the same account. When you
change the Owner, any Schedule dropdown lists automatically reload to
include all schedules defined for that account.

17. For Doors, set Passthrough, Invalid PIN, Door Ajar, and Request-to-Exit parameters:

o

In the Passthrough Period field, enter the maximum length of time (1-
99999 seconds) the door should remain unlocked after a user presents
his or her credentials and is authenticated or presses a Request-to-Exit
switch. For example, if this value is set to 15, the user has 15 seconds to
pass through the door before it automatically re-locks. The default setting
is 10.

Check the Shunt Alarm box if the door is connected to an alarm system
that should be shunted (temporarily disabled) for a specified period of
time after the pass-through period has expired. The shunt time is in
addition to the passthrough period. For example, if Pass through Period is
set to 10 seconds, and Shunt Alarm Delay is 1 second, the alarm will
engage only if the door remains in an open state for more than 11
seconds after the user is authenticated.

When the Shunt Alarm box is checked, enter the length of time (1-99999
seconds) the alarm system should be shunted in the Delay field. The
default and strongly recommended setting is one.

WARNING: Alarm Shunt Restrictions

If any device is connected to the AUX RELAY 1 terminal block on the
Door Board, the Alarm Shunt feature cannot be enabled. Both the Shunt
Alarm and Delay fields are inactive and a message displays indicating
that there is no alarm shunt available for this door node.

In the Invalid PIN attempts field, indicate the maximum number of
consecutive invalid PINS that can be entered in the door’s keypad (1-99)
before it is considered a security risk and the keypad freezes. The default
setting is three.

In the Invalid PIN timer field, specify the amount of time (1-99999
seconds) allowed for each attempted PIN entry. For example, if this field is
set to 30, and Invalid PIN attempts is set to 3, a person would have 90
seconds total (30 seconds per attempt) to enter a valid PIN before the
keypad freezes. The default is 30.

The Invalid PIN shutdown field lets you set the length of time (1-99999
seconds) the keypad should remain frozen if the maximum number of
invalid PINs or the PIN timer is exceeded. The default setting is 90.

In the Debounce period field, specify the amount of time (1-255 seconds)
that the device will delay after a door closure is detected, before triggering
a door forced open message. The default setting is zero.
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Check the Lock-on-Open box to indicate that you want to enable the Lock-
on-Open feature. In certain installation situations, it is desired that the lock
re-enable upon detection of a door opening event. If you want a delay
before Lock-on-open engages, specify the amount of time (in milliseconds)
in the field provided.

Check the Report Door Ajar box to indicate that you want to enable the
Door Ajar feature. This feature controls how long a door can be left
propped or held open before it is considered a security risk, causing the
event to be recorded in the Activity Log. The default setting is checked.

If the Door Ajar feature is enabled, use the Ajar delay field to indicate the
maximum length of time (1-99999 seconds) the door can be left ajar
without causing a security violation. The default setting is 120.

Check the Request-to-Exit (REX) box to indicate that a Request-to-Exit
(REX) motion sensor is in use for the door. With a REX switch, if the door is
opened without a credential or a request to exit, the Activity Log records a
Door Forced Open event and an optional email notification is sent. The
default setting is checked.

NOTE:

A Request-to-Exit motion sensor (as opposed to a wall-mounted button)
can fail to engage if a person exits too quickly. Likewise, if a person
engages the motion sensor, then waits for the sensor to disengage,
then pushes the door open, the “request” will not be processed. In
either case, the system will log a Door Forced Open event.

o

Check the REX fires door latch field to indicate that the REX switch causes
the door to unlock. The default is checked.

18. For Doors and Valid Credential Input Devices, you can define a time during which two-factor
credentials are required; i.e., a period of time during which a user must provide both a card and a

PIN.

On the Two Factor Credential Schedule dropdown list, click the schedule
during which you want this door to require two credentials. During the
selected time period, users with privileges at this door will need scan a
security card and enter a PIN to gain access.

In the Two Factor Timeout field, enter the amount of time (1-99999
seconds) the user will have to present both credentials. If the user takes
more than the allotted time, access will be denied.

19. For Input Switch, Schedule Controlled, and Event Trigger devices set report engage and
disengage parameters:

o

Check the Report Engage box to indicate that engagement of this device
should be reported in the Activity Log. The default is checked.

If Report Engage is checked, enter a Message to be used in the Activity
Log, such as “Motion detected.”

Check the Report Disengage box to indicate that disengagement of this
device should be reported in the Activity Log. The default is checked. This
field is not valid for Event Trigger devices.
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20

o If Report Disengage is checked, enter a Message to be used in the Activity
Log, such as “Motion subsided.” This field is not valid for Event Trigger
devices.

. For Doors, Valid Credential Devices, Input Switches, Schedule Controlled Devices, and Event
Triggers, you can select a schedule during which presentation of a card is required.

o Onthe Card Required Schedule dropdown list, click the schedule during
which you want this door to require the presentation of a card credentials.
During the selected time period, users with privileges at this door will need
scan a security card.

NOTE:

If both Two-Factor and Card Required are selected, Two-Factor
Credential Schedule takes precedence over Card Required and so a
user will be required to present both a security card and a valid PIN to
gain access.

21

. When the Control from browser option is checked, system devices configured with an output
behavior of Pulse, Latch or Unlatch will be monitored and controllable from the Dashboard page.

NOTE:

This control mechanism does not apply to devices for which the Follow
output behavior has been defined.

22

23

24

25

26

27

28

. When the Include failed access as alarm option is checked, system devices will be monitored
from the Dashboard page. Instruction text, alarm priority, active scheduling, and threat level
compliance may also be defined.

. When the Enable option is checked, the Antipassback Settings are active, allowing for soft reset
(if checked) after a number of minutes (1-99999). Primary and Alternate Zones may also be
defined.

. You may have the device ignore Threat Levels or select under what Threat Level conditions
(including requiring two-factor authentication) the device will operate.

. The Access Permissions section of the page displays only when a Door or Valid Credential Input
device is being configured, and lists all user groups currently defined for the owner account. Two
groups are defined automatically when the System Account is first created: “Staff” and “Visitors.”
For each group, select the schedule according to which the group has access to this door or Valid
Credential device.

. If tenant accounts exist, under the Account Visibility section you may select the schedule each
account can use to assign its groups access to this device. Note that this makes the device
'shared' among accounts, making this schedule visible to any account with access to this device.

. You may add a Keypad Commands by clicking on the ¥ icon and selecting an available keypad
command from the popup window. Once selected, you are returned to the Device Details page.

. Click Save. The Device Details page displays.

To delete a device:

1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Devices link, click Devices. The Device List page displays.
© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 215 of 324

Click the device you want to delete. The corresponding Device Details page displays.
Click Delete. A message displays warning that this operation cannot be undone.

Click OK to complete the deletion and return to the Devices page with the deleted device no
longer listed.

NOTE:

When a device is deleted, all permissions to it are revoked from all
accounts and groups.
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What are Schedules?

A schedule is an editable, reusable time template that can be used to control such things as when a door is
accessible or when a device is activated. A user’s access privileges are the result of a three-way relationship
that is created between: (1) a group of users, (2) a secured device, and (3) a schedule.

A group of users is permitted access to a device, such as a door, according to a predefined schedule. This
access is granted on the Edit Group page. (Refer to the section on Creating a Group.) This page lets you define
access to single door or device differently for individual groups of users. For example, the group “Staff” may
have access to the “Front Door” according to the schedule “Work Day,” which allows them to access the door,
using a valid credential, between the hours of 7:00AM and 6:00PM. At the same door, the group “Cleaning
Crew” may have access according to the “Night Shift” schedule, permitting them access only during the hours
of 8:00PM and midnight.

Schedules also allow one-time active or inactive blocks to be defined. For example, if a training session will be
taking place at 7:00 PM to 10:00 PM on the 1st of the month, the “Work Day” schedule can add a one-time
change to the schedule allowing the “Staff” group to have access to the facility until 10:00 PM on that day.
Additionally, monthly recurring schedule blocks can be defined as well, for example, if the training session were
to become a monthly occurrence.

A door can also be assigned an Unlock Schedule, which specifies a period of time during which no credential is
required to access the door; all users have free access during the Door Unlock Schedule period. Likewise, a
device may be assigned an Active Schedule, a period during which the device is in operation. Before any of
these devices are created, you must first define the schedule according to which they will operate. (For more
information on devices, see the section on Managing Devices.)
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What are Holidays?

An observed holiday is a specific time period during which schedules refer to their Holiday override columns
instead of to the day of week. If a schedule’s Holiday column is blank, the schedule will not be active during

that time period.
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Browsing the Schedules List
The Schedules list displays a list of all schedules currently defined for the account.

Administrators with appropriate permissions can view the schedules associated with their own accounts.

To view the list of schedules:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

2. From the Scheduling link, click Schedules. The Schedules list page displays.

& Logged in: John Smith Change Threat Level
vone 1 staus ~ | isory ~{ sers ~ ] Conouraton ~ | Sysiem ~

{-) Schedules

1-60f6 [ Create New Schedule J

Name

Always

AM Shift

Cleaning Crew
Holiday Access
Monday - Fnday 9-5
PM Shift

Figure 131. View Schedules List

Details displayed include:

* This page lists all the schedules currently defined for the account. Two schedules are defined
automatically when the System Account is first created: “Always” and “Monday - Friday 9-5”.

Administrators with appropriate permissions can:
Click a schedule to access the corresponding Schedule Details page.

Click Create New Schedule to access a blank Edit Schedule page in order to define a new schedule.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 220 of 324

Viewing Schedule Details
Administrators with appropriate permissions can view basic schedule information on the Schedule Details
page. This overview indicates the times during which the selected schedule is active.
To view details for a specific schedule:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Scheduling link, click Schedules. The Schedules list page displays.

3. Click the schedule you want to view. The corresponding Schedule Details page displays.

& Logged in: John Smith Change Threat Level

[“Home | siaus ~ | History ~| Users ~| Contguraton ~ | System ~ |
Schedule Details

Monday - Friday 9-5 [ Create New Schedule

Sunday No Access
Monday 9:00 am-5:00 pm
Tuesday 9:00 am-5:00 pm
Wednesday 9:00 am-5:00 pm
Thursday 9:00 am-5:00 pm
Friday 9:00 am-5:00 pm

Saturday No Access

Holidays No Access

Threat Level Ignore

Backto List Edit Delete

Figure 132. View Schedule Details

Details displayed include:

* For each day of the week, Sunday through Saturday, this page indicates the “on” periods for the
selected schedule. In other words, when this schedule is assigned to a door, these are the periods
during which the door is automatically unlocked. When it is assigned to a group, these are the periods
during which users may access the device(s) for which they have privileges. Schedules may be
affected by Threat Levels and the Threat Level indicator shows if a schedule is affected or if the
schedule ignores Threat Levels (as above).

Administrators with appropriate permissions can:

Click the name of the Activating Group to access the associated Group Details page.

Click Back to List to return to the Schedules list.

Click Create New Schedule to access a blank Edit Schedule page in order to create a new schedule.
Click Edit to access the Edit Schedule page associated with this schedule.

Click Delete to remove the schedule from the system.
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Creating a Schedule

Administrators with appropriate permissions can create new schedules.

NOTE:

Please refer to the section on Creating a Group Enabled Schedule
before assigning an activating group to any schedule or unchecking the
Auto-Deactivate checkbox.

To create a schedule:

1. Scroll over the Scheduling link at the top of any page. The sub-navigation menu displays.
2. From the sub-navigation menu, click Schedules. The Schedules list page displays.
3. Click Create New Schedule. The Edit Schedule page displays with blank fields.

3 Logged in: John Smith

| tome | tatus ~ | Hstory ~] sers ~ ] Configuraton -] System ~ |
{5) Edit Schedule

12:00 am
1.00
200
3:00
4.00
$:.00
€00
7.00
2:00
9.00
10:00
11:00

12:.00 pm
1.00
2:00
3.00
4.00
$:00
8.00
7:00
8:.00
9:00
10:00
11:00

12:00 am

Sun Mon Tue Wed Thu Fri Sat  Hoidays

Weekly Setting

Block =+

Name |

Activating Group | (none) v

Threat Level

Threat Level

] v
[ Copy Mon -> Mon-Fni ] [ Clear All ] [ Revert ] gnore
Schedule Exceptions
Exception List
¥
One-Time E ti ‘
ne-Time EXCOPION i active | From: [06/12/12 12.00 AM % To: [06/12112 11.59 PM o
R d tis .
Speated Exception Inactive ¥ |1st ¥  Sunday v From: |12:00 AM To: [11:59 PM v

This schedule is active when the threat level is

=)

4.
5.

Figure 133. Create New Schedule
Enter a brief, descriptive Name for the schedule, such as “Night Shift” or “Cleaning Crew.”

If this is a Group Enabled Schedule, select the Enabling Group from the drop-down list and enter
an associated Grace Period. Please refer to the section on Creating a Group Enabled Schedule
before assigning an activating group to any schedule. To turn off the auto-deactivate feature of
group enabled schedules, uncheck the Auto Deactivate checkbox. Once this is done, this then
treats the group enabled schedule like a normal schedule without requiring any further input
from the enabling group until the device is deactivated manually.
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WARNING: Turning off the Auto-Deactivation feature

All panels attached to the Brivo OnSite Server appliance must have
firmware 3.0.5 or later to be able to turn off the Auto-Deactivate
functionality.

Group

activa

activa

WARNING: Group Enabled Schedules

In and Supervisor-on-Site functionality. If you assign an enabling

feature works you may inadvertently create a security risk. Refer to the
section on Creating a Group Enabled Schedule before assigning an

Enabled Schedules support the Brivo OnSite Server First-Person-

ting group to a schedule without first understanding how this

ting group to any schedule.

6. For each day of the

week, use the schedule graph to define a block of time during which the

schedule is active. Active blocks determine when a group of users has access to a door or device

or when a device is

operational.

To define an active block, click on a gray column for any day (i.e., Mon). Click
at the desired start point (e.g.., 8:00 AM) and drag the cursor down to the
desired end point (e.g., 5:59 PM), and then release. Two things happen. First,
this block of time is added to the Block drop-down list as a menu option (e.g.,
as Mon 8:00 am - 5:59 pm). Second, whenever the block is highlighted in the
schedule graph, the start and end times display in the Start and End fields.

To edit a block of time once it is defined, click the block name on the Block
drop-down list or click the highlighted block on the schedule graph, and then
use the Start and End fields to change the time range.

To delete an access block, click inside the block to highlight it then click
Delete Block. The block is cleared from the schedule graph, the associated
menu option is removed from the Block drop-down list, and the Start and End
fields become inactive.

To repeat an access period for the work week, fill in the Monday column, and
then click Copy Mon -> Mon-Fri.

To clear all active blocks, click Clear.

To revert to the most recently saved settings, click Revert.

7. Aschedule refers to its Holiday column during defined holiday periods. In the Holiday column,
enter the time period during which the door or device can be accessed or a device can be
activated during the holiday periods for this schedule. For example, you might have a schedule
called “Cleaning Crew” that is active 6:00 pm through 2:00 am Monday through Friday. But on
holidays, you want to limit access to 6:00 pm through 10:00 pm.

NOTE:

If the Holiday column is left blank, no access will be permitted during
holidays.

© 2016 Brivo, Inc. All rights reserved

. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 223 of 324

8. Threat Level determines if a schedule is affected by Threat Levels, and if so, at what point. The
default selection is to have a schedule ignore Threat Levels, but a schedule can be activated at a
certain Threat Level and may include when Threat Levels are less or more severe than the
selected Threat Level. For example, a schedule may be active at a Medium Threat Level and all
less severe Threat Levels or perhaps a schedule may only activate when a High Threat Level or
more severe Threat Levels are initiated.

9. Schedule Exceptions allow an administrator to create a One-Time Exception or Repeated
Exceptions.

* For One-Time Exceptions, select whether or not the exception will be to be active
during a normally closed portion of the schedule or to be inactive during a normally
open portion of the schedule. Then select the time and date from the calendar in the

From: and To: fields. Once complete, click on the ¥ icon to add the One-Time
Exception to the Exception List.

* For Repeated Exceptions, select whether or not the exception will be to be active
during a normally closed portion of the schedule or to be inactive during a normally
open portion of the schedule. Repeated exceptions are based on a weekly rotation,
so select the 1st through the 5th, then the day of the week, and finally the time of day
in the From: and To: fields. Once complete, click on the “’ icon to add the Repeated
Exception to the Exception List.

10. Click Save. The Schedule Details page displays. This schedule can now be used to define access
permissions and to control devices.
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Managing Schedules

Administrators with appropriate permissions can edit and delete all schedules associated with an account.

To edit an existing schedule:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Scheduling link, click Schedules. The Schedules page displays.
3. Click the schedule you want to edit. The corresponding Schedule Detail page displays.
4. Click Edit. The Edit Schedule page displays.

3 Logged in: John Smith
{5) Edit Schedule

Sun Mon Tue Wed Thu Fri Sat  Hoidays
12:00 am

100 Weekly Setting
2:00
3.00 Block |Mon 6:00 pm-8:59 pm ¥
4:00 .
5.00
6:00
7:00
8.00
9.00
10:00
11:00 Settings
12:00 pm
1:00 Name .
X Cleaning Crew|
3:00 Activating Group | (none) v
4:00
.00
6:00 Auto dea
7:00
00
200 Threat Level
10:00
11:00 Threat Level
1200 am This schedule is active when the threat level is
Ignore Y
[ Copy Mon -> Mon-Fri ] [ Clear All ] [ Revert ] gnor
Schedule Exceptions
Exception List
X
One.Time Exception :
P Inactive ¥ | From: 06/12/12 12.00 AM 'J To: '06/12/12 11:59 PM 3 v

Repeated Exceptio X
epeated Exception = W) [1st i [Sunday ¥ From: [1200AM |To: [1159Pm | ©@

Figure 134. Edit Schedule
5. Edit the schedule according to the preceding guidelines for Creating a Schedule.

6. Click Save. You are returned to the Schedule detail page.

To delete a schedule:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Scheduling link, click Schedules. The Schedules list page displays.

3. Click the name of the schedule you wish to delete. The corresponding Schedule Detail page
displays
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4. Click Delete. A confirmation prompt displays.

5. Click OK in the confirmation prompt. The Schedules page displays with the deleted schedule
removed from the list.
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Browsing the Holidays List

The Holidays list displays a list of all holidays currently defined for the account.

Administrators with appropriate permissions can view the holidays associated with their own accounts.

To view the list of holidays:

1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

2. From the Scheduling link, click Holidays. The Holidays list page displays.

& Logged in: John Smith

| Home | Status ~ [ Hstory ~ [ Users v [ Configuration ~ | System ~ |
"M Holidays
.t

1-40f4

Name Start

Memonal Day 05/30/2011 12.00 am
4th of July 07/04/2011 12:00 am
Thanksgning 11/24/2011 12:00 am
Christmas 12/25/2011 12:00 am

Create New Holiday

End

05/30/2011 11:59 pm
07/04/2011 11:59 pm
11/24/2011 11:59 pm
12/25/2011 11:59 pm

Change Threat Level

Figure 135. View Holidays List

Details displayed include:

* Name. The name of the holiday. Holidays are listed in chronological rather than alphabetical order.

* Time and Date. The calendar date and time on which this holiday is to be observed. At the listed time
on the start date, all schedules will operate according to their Holidays hours, as indicated on the

Schedule Details page.

Administrators with appropriate permissions can:

Click a holiday to access the corresponding Edit Holiday page.

Click Create New Holiday to access a blank Edit Holiday page in order to define a new holiday for the account.
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Creating a Holiday

Administrators with appropriate permissions can create new holidays.

To create a holiday:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.

2. From the Scheduling link, click Holidays. The Holidays list page displays.

3. Click Create New Holiday. The Edit Holiday page displays.
& Logged in: John Smith
“Home | tatus ~ | History -] Users ~| Contguraton ~ | System ~ |
" Edit Holiday

Name

Start 151132011 1027AM | Y

End (011372011 1027AM | Y

Save | | Cancel

Figure 136. Create a Holiday
4. Enter a brief, meaningful Name for the holiday, such as “Memorial Day.”

Click anywhere in the Start field and type in the date or click the calendar icon to open a pop-up
calendar and select the date on which this holiday should be observed. Do the same for the End

field.
6. Click Save. The Holidays page displays with the new holiday listed.
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Managing Holidays

Administrators with appropriate permissions can edit or delete a holiday.

To edit a holiday:
1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
2. From the Scheduling link, click Holidays. The Holidays list page displays.
3. Click the name of the holiday you want to edit. The corresponding Edit Holiday page displays.

& Logged in: John Smith
Pione 1 ik "= ity =] Uses ] Contrnton > Sysom =]

M Edit Holiday

Name 41 of July

Sart (o041 1200AM | Y
End (oonaitisoem |
Save | [ Cancel |

Figure 137. Edit a Holiday

4. Update the Name, Start, and End fields according to the preceding guidelines for Creating a
Holiday.

5. Click Save. You are returned to the Holidays list with the changes reflected.

To delete a holiday:

1. Scroll over the Configuration link at the top of any page. The sub-navigation menu displays.
From the Scheduling link, click Holidays. The Holidays list page displays.
Click the holiday you want to delete. The corresponding Edit Holiday page displays.

Click Delete. A message displays warning that this operation cannot be undone.

S

Click OK. You are returned to the Holidays list with the deleted holiday removed from the list.
Holiday schedules will no longer be observed on this day.
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The Maps/Floorplans feature allows administrator with appropriate permissions to import and use floorplan
graphics (campuses/complexes/buildings/offices) for both configuration and status monitoring. Using icons
and regions, administrators can monitor linked devices and regions for changes in status or alarm.
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Maps/Floorplans Definitions

Maps

Maps are imported images representing an area, for example, a building floorplan, business campus, or an
individual office. Any suitable image (floorplan or otherwise) can be used for the basis for a map. Maps can
have icons placed on them to represent devices, and maps can be detailed with regions linking them to other
maps/floorplans.

Icons

Icons are graphics that represent the devices present on your site. Examples include doors, input switch
devices, valid credential input devices, and elevators. Icons, representing devices, are placed on the
map/floorplan for monitoring and control purposes. When a device changes state on your site, the icon linked
to that device will change to match, for example showing that the door is open or closed.

When a device enters an alarm state, the icon representing the device will change to match the alarm state. A
device will, for example, enter an alarm state due to a wire cut message or a door ajar message.

Regions

Regions are sections of a map/floorplan that a user selects by drawing a border around the area. Regions are
primarily used to link multiple maps/floorplans together for monitoring purposes, like buildings on a campus or
separate floors in an office building. Additionally, when a device enters an alarm state, the region where the
device is will also enter an alarm state by changing color, and any other linked regions will also enter an alarm
state.
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Browsing Maps/Floorplans
The maps/floorplans list displays a list of all maps/floorplans currently defined by the account.

Administrators with appropriate permissions can view the maps/floorplans associated with their own accounts.

To display maps/floorplans:
1. Scroll over the Configuration section. The sub-navigation menu displays.

2. From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.

Details displayed include:

* This page lists all of the maps/floorplans currently defined for the account.

Administrators with appropriate permissions can:

Click maps/floorplans to access the corresponding View Map Details page.

Click Create New Map to access a blank Edit Map page in order to define new maps/floorplans.
Click Edit to edit currently defined maps/floorplans.

Control device states from the dashboard using the Live Map feature.
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Managing Maps/Floorplans

To create a map:

1.

o a0k wbn

Scroll over the Configuration section. The sub-navigation menu displays.

From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click Create New Map. The Edit Map page displays.

Enter the name for the map/floorplan you wish to create in the Map Properties box.

Click on the Upload Image button to load your new Map/Floorplan.

Click Browse and select the image file you wish to upload. Once it is selected, click the Upload
button. You are returned to the Edit Map page and your map/floorplan should now be displayed.

NOTE:
File types supported for maps/floorplans are .jpg, .png, and .gif.

Click Save. You are returned to the View Map Details page.

Name |
mage

Guided Help

The first step in creating a new map is using the Map
Properties box to enter name and to upload an image
for use as the background of your map.

Figure 138. Create a Map

To edit a map:

1.

2
3.
4

Scroll over the Configuration section. The sub-navigation menu displays.

From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click the map that you wish to edit. The Maps/Floorplans Details page displays.

Click Edit. The Edit Map page displays.
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5. After you have finished making changes to the map, click Save. You are returned to the View Map
Details page.
To delete a map:
1. Scroll over the Configuration section. The sub-navigation menu displays.
2. From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
3. Click the map that you wish to delete. The Edit Map Details page displays.
4

Click Delete. Click OK in the confirmation prompt. You are returned to the View Map Details page.
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To add an icon:

1.

ok 0N

Scroll over the Configuration section. The sub-navigation menu displays.

From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click on the map that you wish to edit. The View Map Details page displays.

At the bottom of the View Map Details page, click Edit. The Edit Map page displays.

To add an icon, click the Add Icon button. Move the mouse over the map area and a purple circle
will appear. Place the purple circle where you want the icon to appear.

Scale the size of the icon to fit your map. You may move the icon around the map to its desired
location.

In the Icon Properties box on the right, click the Select button to link the icon to a device at your
site. The Select box will appear with a list of all devices. Select a device and you are returned to
the Edit Map page.

In the Icon Properties box on the right, you may also select the shape of your icon from the
dropdown menu.

Click Save. You are returned to the View Map Details page.

& Logged in: John Smith Change Threat Level
Phone 1 s~ iy = bses =Y Conrton =] syen~]
E| Edit Map
|
BASIC FLOOR PLAN =
2o0m: (3 (J (8
LivingDining Room Bedroom [(Addicon | [ AddRegion ][ Remove Selected
Icon Properties
11 x15 10x13
* Device
Front Entrance |_Select
Shape  Star v

—n

| * | Map Properties

== Name pj5z5

Closet Image Upload Image
(2x10)
(Save] (Concet ]
Kitchen Guided Help
5x7 You can now select which device you want this device
Bath icon to represent. You may also remove this device icon
5x7 from your map

Figure 139. Add an Icon

To edit an icon to change the device:

1.
2.
3.
4.

Scroll over the Configuration section. The sub-navigation menu displays.

From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click on the map you wish to edit. The View Map Details page displays.

At the bottom of the View Map Details page, click Edit. The Edit Map page displays.
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Click on the icon you wish to edit.
From this page, you may move the icon around the map, or you may rescale the size of the icon.

To change the device your icon is linked to, click on the Select button in the Icon Properties box
to the right. The Select box will appear with a list of all devices.

Select a different device from the dropdown list and you are returned to the Edit map page.

When you have finished, click Save. You are returned to the View Map Details page.

To delete an icon:

1.

B

Scroll over the Configuration section. The sub-navigation menu displays.

From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click on the map you wish to edit. The View Map Details page displays.

At the bottom of the View Map Details page, click Edit. The Edit Map page displays.

Click on the icon you wish to delete.

Click on the Remove Selected button on the right side of the screen. The icon will disappear
from the screen.

When you have finished, click Save. You are returned to the View Map Details page.

To add a region:

1.

o ok~ N

Scroll over the Configuration section. The sub-navigation menu displays.

From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click on the map you wish to edit. The View Map Details page displays.

At the bottom of the View Map Details page, click Edit. The Edit map page displays.

To add a region, click the Add Region button.

Click the starting point on the map where you want the region to be outlined. As you move the
mouse, a line will appear stretching from the starting point to the mouse pointer. Select the
points around the area so that it is defined as you want it to appear. Finally, click the starting
point a second time and the region will be defined. The default color for regions is gray, so a gray
box will appear as you have outlined.

In the Region Properties box on the right, click the Select button to link the region to a map. The
Select box will appear with a list of all maps. Select a map and you are returned to the Edit Map
page.

When you are finished, click Save. You are returned to the View Map Details page.
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3 Logged in: John Smith

4&l| Edit Map

| BASIC FLOOR PLAN

zoom: [+ ] (-] (&

| Add Icon | [ Add Region] [ Remove Selected ]

Living/Dining Room

Region Properties
Link:
Normal Color: .
Alarm Color: [l

Map Properties

11 x15

Name piazg

Save Cancel
s [save ] (Cancel ]

Sx7 Guided Hel
At °
5%7 You can now select which map you want this map
region to be linked to, as well as what color to display
duning normal and alarm states. You may also remove
this map region from your map.

Figure 140. Add a Region

To edit a region:
1. Scroll over the Configuration section. The sub-navigation menu displays.
2. From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
3. Click on the map you wish to edit. The View Map Details page displays.
4. Atthe bottom of the View Map Details page, click Edit. The Edit map page displays.
5. Click on the region you wish to edit. The defining points around the region will appear.
To edit the shape of a region:

a) You may move your mouse over any defining point and while holding the mouse button down
drag the defining point anywhere on the map. You will see the shape of the region change as
a result.

b) When you are finished, click Save. You are returned to the View Map Details page.
To edit the normal/alarm colors:

a) To change the normal color, click the middle Select button in the Region Properties box to the
right. A color box will appear. You may change the color by selecting it from the main color
box, using the vertical color bar on the right or by typing in the red, green, and blue numbers
to match your chosen color.
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b) To change the alarm color, click the lower Select button in the Region Properties box to the
right. A color box will appear. You may change the color by selecting it from the main color
box, the color bar on the right or by typing in the red, green, and blue numbers to match your
chosen color.

C€) When you are finished, click Save. You are returned to the View Map Details page.
To edit the link to the region:

a) To change the link to the region, click the upper Select button in the Region Properties box to
the right. The Select box will appear with a list of all maps. Select a map and you are
returned to the Edit Map page.

b) When you are finished, click Save. You are returned to the View Map Details page.

To delete a region:
1. Scroll over the Configuration section. The sub-navigation menu displays.
From the Dashboard link, click the Maps/Floorplans link. The Maps/Floorplans list page displays.
Click on the map you wish to edit. The View Map Details page displays.
At the bottom of the View Map Details page, click Edit. The Edit map page displays.
Click on the region you wish to edit. The defining points around the region will appear.

Click the Remove Selected button on the right. The region will disappear from the screen.

N o s~ wDn

When you have finished, click Save. You are returned to the View Map Details page.
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Live Map
Once a map/floorplan has been created, icons added, and regions established, then an administrator with
appropriate permissions can utilize the Live Map feature under the Dashboard link.
To use the Live map feature:
1. Scroll over the Configuration link. The sub-navigation menu displays.

2. From the Dashboard link, click the Maps/Floorplans link. A popup window with a list of map
names appears. Select the map you wish to use.

3. The Live Map page will appear with the icons and regions in their current states (either normal or
alarm).

NOTE:

An icon representing a programmable device or door will appear as its
normal color (default is green) if in a normal state (such as unlocked or
locked). The icon will switch to its alarm color (default red) if in an
alarm state such as door ajar or wire cut.

4. To interact with a device, scroll over the icon representing that device. The name and current
status of the device will appear in a popup window.

5. If the device can be controlled via the browser, if you click on the icon, a button will appear (for
example, Pulse for a door).

6. Zoom - to zoom in, out, or reset the default size of the live map, there are three buttons in the
upper right hand corner of the screen (+), (-), and (fit).

7. Choose Map - to choose a new map for live view, click on the Choose Map button and a popup
window with available maps will appear. Select the map you wish to view live and you are
returned to the Live Map page.
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3 Logged in: John Smith [ Change Threat Level |

-

zeom (5] (5 (&) (Ghocmemion)

Figure 141. View Live Map
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The System link only displays when you log in as an administrator with appropriate permissions. Tenant
Account Administrators have no access to this section of Brivo OnSite Server. This is because, to a large extent,
the System section deals with the networking aspects of the hardware. The steps described in the System
chapter should be performed by your network administrator.
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Maintenance Mode

Maintenance Mode is a system state that prevents the Brivo OnSite Server from accepting panel connections
until it is ready. So long as the Brivo OnSite Server remains in maintenance mode, there will be no
communication between the appliance and the panels. All panels will continue to function with their current
dataset. The Brivo OnSite Server will enter maintenance mode if a firmware upgrade is started or if an
administrator manually puts the appliance into maintenance mode. The Brivo OnSite Server will remain in
maintenance mode until it is manually taken out of maintenance mode by an administrator with appropriate
permissions. For more details on manually taking the Brivo OnSite Server in and out of maintenance mode, see
Browsing the System Status Page.

So long as the Brivo OnSite Server is in maintenance mode, a red warning message will appear at the top of
every page.

2\ WARNING:

System is in maintenance mode, and is not accepting panel connections

Figure 142. Maintenance Mode Warning Message
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Browsing the System Status Page/Using Maintenance Mode

The System Status page displays when you click the System Status link from the Home page or via the
instructions below. This page is where administrators can take the Brivo OnSite Server into and out of

maintenance mode.

Account Administrators with modify permissions to the System tab can utilize the maintenance mode feature.

To access the system status page:

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click System Status. The System Status page displays.

3 Logged in: John Smith  Active Account” New York Plaza

T R A T

‘2\/ System Status

System

Serial Number
Version 3.0.3 (38703)
FIPS Mode No
RTC Battery Status okay

Maintenance Mode

Enter Maintenance Mode

Statistics

Last reboot 01/21/11 4.06 pm
Memory free/total 1796M / 2015M (89%)
Disk free/total 143114M / 143297M (99%)

Network Settings

Change Threat Level

Static or DHCP:
IP Address:
Gateway:
Primary DNS:
Secondary DNS:
Tertiary DNS:

Network Interfaces

Name Address

lo 127.001

eth0 192.168 192.193
eth1

sit0

Active Routes

Destination
192.168.192.0
0000

Patches

Name

No patches have been installed

Static
192.168.192.193
192.168.192.1
192.168.192.216
192.168.192.217
{none)

Broadcast Netmask MTU MAC
0000 255.0.00 16436 00:00.00:00:00:00:00:00
192.168.192.255 255.255.255.0 1500 00:26:69.7c:79:a:00:00
1500 00:26:69:7c:79:db:00:00
1480 00:00:00:00:79:db:00:00
Gateway Mask Flags Interface
0.0.0.0 255.255.256.0 u eth0
192.168.192.1 0000 UG eth0

Description

Details displayed include:

System

Figure 143. System Status

e Serial Number. The serial number of the Brivo OnSite Server.

* Version. The version of application firmware currently being run.

* FIPS Mode. Shows if the Brivo OnSite Server is using FIPS Mode or not.

Maintenance Mode
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* Enter/Exit Maintenance Mode. This button allows the Brivo OnSite Server to enter or exit maintenance
mode.

Statistics
e Lastreboot. The date and time at which the Brivo OnSite Server panel was last rebooted.

* Memory free/total. The amount of free memory compared to total memory on the machine running
Brivo OnSite Server.

* Disk free/total. The amount of free disk space compared to the total disk space.
Network Settings

¢ Static or DHCP. Indicates whether the network settings on this system were set by an automatic
network service (DHCP) or set manually (Static).

* |P Address. The IP address of the system, distinguishing this from other nodes on the same network.

* Gateway. The address of the machine acting as a gateway between the local network and other
networks, such as the internet.

* Primary DNS/Secondary DNS/Tertiary DNS. Tells the system which server(s) to use when converting
the machine name (e.g., www.brivo.com) to the numeric IP address used on the internet. At least one
(Primary) server is required, and a second (Secondary) is customary but not required.

Network Interfaces

* Name. A list of interfaces currently in use. Not all of the interfaces listed below are active on all
systems.

* |o. Loopback. An interface used internally by the system. If the interface is not present, the network
layer may not be active.

* ethO. Generally, the primary Ethernet interface, your connection to the outside world. When you
change the IP address settings of the panel, this is the interface that you are manipulating.

* Address. IP address assigned to the interface.
* Broadcast. Mask of bits that specify broadcast packets on the network.
* Netmask. A mask used to separate a sub-network of machines; e.g., 255.255.255.0
¢ MTU. The Maximum Transmission Unit size.
* MAC. The Media Access Control address.
Active Routes
¢ Destination. The destination host or network.
* Gateway. The address of the machine acting as intermediary between networks or hosts.
* Mask. A mask of the address range covered by the routing rule.
* Flags. Displays the status of the route, i.e. U=Active, UG=Gateway.
* Interface. Routing specific flag values.
Patches
* Name. The name of any patches that have been installed.

¢ Description. The description of any patches that have been installed.
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Browsing the System Logs

The System Logs page provides access to three different views of the system log:
System. Lists all system operations

Kernel. Lists only operations related to the system kernel.

Obix. Lists only operations related to Obix events.

NOTE:

Obix Integration requires a license key. Without the license key, Obix
Integration functionality will be disabled.

Administrators with appropriate permissions can access this page.

To view a system log:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click System Logs. The System Logs page displays.

& Logged in: John Smith Change Threat Level

"1 system Logs

-

: panelconn_heartbeat ms)
OID:795866 data stamp:1000
No new data for 795866

795866 processed in 48ms

to cpid:735866

to cpid:795866

to cpid:795866

TO cpid:795866

& processed in 43ms

Pushing panelc hearctbear to cpid:795866
: panelconn heartb
: Pushing panelconn heartbeat to cpid:795866

S]: panelconn heartbea

]: OID:795866 data stamp:1000

No new data for 795866

95866 processed in 34nms

to cpid:795866

(Oms)
94]: OID:795866 data stamp:1000
No new data for 795866
795866 processed in SOms

Pushing panelconn heartbeat to cpid:795866
panelconn hearctbeat (Oms)

¢ Pushing panelconn heartbeat to cpid:795866
1: panelconn hearcbea
]: OID:795866 data stamp:1000

Figure 144. View System Log: Application

Administrators with appropriate permissions can:
Select the type of log to view, from the drop-down list.

Click Jump to bottom or Jump to top to move quickly between the top and bottom of the page.
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Using System Tools
The application provides access to basic system commands via the Tools page in the System section.

Administrators with appropriate permissions can access or enter commands on the Tools page.

To use the system tools:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Tools. The Tools page displays.

& Logged in: John Smith  Active Account: New York Plaza Change Threat Level

[“Home | Status - | istory - Users ~ | Contguraon ~] System ~
Tools
-

Command 3 @

Figure 145. Enter System Command

Administrators with appropriate permissions can:
Select a Command from the drop-down list.
Enter a parameter for that command in the adjoining data entry field.

Click Go to activate the command.

Valid command options include:

* ping. Provides a mechanism for determining whether the control panel can reach a particular IP
address on the LAN or the internet. For example, the target of the ping command may be local to the
network (e.g., trying to ping the local gateway to the internet first to see if the control panel can
communicate with the LAN), or may be

* traceroute. Show the route a packet takes en route to its given destination. This command may take
longer to execute than the others.

* nslookup. Attempt to resolve a host name, to make sure your DNS settings are valid.
¢ arp. Output low-level routing information.
¢ ifconfig. Output low-level network device configuration and status information.

* restart network. Reinitializes the network layer, potentially releasing DHCP leases and activating any
outstanding changes to network configurations.

* reboot system. Performs a graceful restart of the system.
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Panel Comms Monitoring

The application allows the system to send notification emails concerning panel connectivity to a list of specified
recipients.

Administrators with appropriate permissions can access and assign details concerning panel communication
with the appliance.
To use panel comms monitoring:

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Panel Comms Monitoring. The Panel Comms
Monitoring page displays.

4. Select the Minimum Disconnect Time in minutes. This is the number of minutes that a panel has
to be out of contact with the Brivo OnSite Server appliance before a notification will be sent.

5. Select the Notification Repeat Interval in minutes. This is how often additional emails will be sent
to the recipients after the initial email.

6. Enter the email addresses of the intended Recipients, using commas to separate the individual
email addresses.

7. Select a Language in which the notifications will be sent.

8. Click Save.

3 Logged in: James Finnerty  Active Account: Brivo EZ Storage 'Low: Situation Normal j
T T T T T T
Qg Panel Comms Monitoring

Minimum Disconnect Time ¢ minutes
Notification Repeat Interval ¢ minutes
Recipients

Language Enghish v

Save

Figure 146. Panel Comms Monitoring

NOTE:

In the case of multiple panels losing communication with the appliance, after the
initial notification has been sent, any subsequent repeat notifications will be
grouped together. For example, if you have a five panel system, if all five panels
fail, you will receive individual notifications after the allotted time. However,
when the repeat interval expires, you will receive a single email informing you
that all five of your panels remain disconnected.
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Session Management

Brivo OnSite Server offers administrators the option to review the active sessions, and also enables the ability
to force an administrator to logout. Brivo OnSite Server logs an administrator out after thirty minutes of
inactivity. A pop-up window will appear 60 seconds prior to logout offering you the opportunity to resume your
session. If you have a pop-up blocker enabled, this feature will not function.

NOTE: Multiple Session Windows

It is important to note that if you have more than one session window
open, when the pop-up window appears for one of your windows due to
inactivity and you let the timeout expire, you will be logged out of your
session entirely, including your current window.

To manage account sessions
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Session Management. The Active Sessions page

displays.
& Logged in: John Smith  Active Account: New York Plaza
Home | "statvs ~ Hsioy ~| Users ~] Confguraion - Sysiem ~
m Active Sessions
Name Account Name IP Address Since Force Logout
John Smith New York Plaza 192.168.192.74 01/24/11 9:23 am Logout

Figure 147. System: Active Sessions

Details displayed include:
¢ User Name
¢ Account Name
e |P Address
¢ Date and time since of user’s login

* Force Logout. The Administrator has the option to force the user to logout.

Administrators with appropriate permissions can:

Force a user to logout.

To force a user to logout
1. Scroll over the System link. The sub-navigation menu displays.
From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Session Management. The Active Sessions page
displays.

4. Click the Force Logout button next to the user’s name for whom you would like to force a logout.
Once the user has been successfully logged out, you are returned to the Active Sessions page.
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Manage Running Reports
Brivo OnSite Server offers administrators the option to manage reports that are currently running, and also
enables the ability to force a report to stop running.
Details displayed include:
* Report - the name of the report that is running.
e Started - the time and date when the report was started.
¢ Administrator Name -the name of the administrator who started the report.

¢ Account - which account is generating the report.

¢ Stop Report & The Administrator has the option to stop a report from running.
Administrators with appropriate permissions can:

Stop a report from running

To end a report:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Manage Running Reports. The Running Reports page
displays showing all reports currently running.

4. Click the & button to stop a report from running. Once the report has been successfully
stopped, you are returned to the Running Reports page.

aLlogged in: Jeffrey Katz  Actve Account: Brvo Systems HQ Change Threat Level
ome 1 Siatvs -] Hotory -] sers ~| Confguraton ~ | Sysiem -]

Running Reports
J
Report Started Administrator Name Account

Actmty Summary by Account 2011-01-28 16.02:20.081279 admin Brivo Systems HQ R

Figure 148. Managing Reports

NOTE:

Ending reports prematurely is not something that should be done
regularly. It is provided as a troubleshooting/diagnostic tool. If a report
is ended prematurely, it may cause the person expecting the report to
experience errors.
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Fetch Panel Logs
Brivo OnSite Server offers administrators the option to fetch panel logs from panels attached to the Brivo
OnSite Server appliance.
Details Displayed Include:
* Panel Name - The name given to the control panel.
* Panel Type - The type of control panel.
* Panel ID - The control panel number assigned to the panel.
* Firmware Version - The version of firmware currently installed on the control panel.

¢ Connection Status - Indication of whether or not the control panel is connected to the Brivo OnSite
Server appliance.

Administrators with appropriate permissions can:

Retrieve panel logs from control panels assigned to the Brivo OnSite Server appliance.

To View the Panel Logs Page:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Fetch Panel Log. The Fetch Panel Logs page displays.

& Logged in: Abebe zereiso Kefale  Active Account Brivo Test Normal: Normal S ETNERTEETIEE

T T e T T
|

Fetch Panel Log

1

Fiter + [Go] [Reset]1.60f7 Show all
Name Type Panel ID Firmware Version Status

EDGE panel HID E-400/ERW-400 CP5412447 307 Connected
IPDC2-Agilequest IPDC-2 IPB-XV-YYX5G 307 Connected

My IPAC IPDC-2 IPB-XF-YYYW4 (not connected)
fips panel ACS5000-A CP3468336 307 Connected
ipdc IPDC-1 IPB-3G-YYXWJ 307 Connected
mypanel ACS5000-S CP4091288 (not connected)

Figure 149. Fetch Panel Logs Display Page

Administrators with appropriate permissions can:

View individual panel logs.

Download individual panel logs.

Download all panel logs from a specific panel by clicking on the Download All link.
Generate a new panel log by clicking on the Fetch Panel Log link.

Navigate between pages using the <<Page and Page>> or return to the first page by clicking on the Go To First
Page button.
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To view a list of Panel Logs for a specific control panel:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Fetch Panel Log. The Fetch Panel Logs Control Panel
List page displays.

4. To view the available panel log(s) of a specfic panel, click on the Panel Name of the panel whose
logs you wish to view. The individual list of panel logs page displays.

& Logged in: Abebe zereiso Kefale  Active Account: Brivo Test Normal: Normal
|
0 Fetch Panel Log
fips panel
Back | Download All| Fetch Panel Log Page 1 Of 21 Go to First Page Page >>
Panel ID Generated At View Panel Log Download Panel Log
CP3468336 06/17/13 1:19.01 pm View Q
CP3468336 06/17/13 1:14:01 pm View Q
CP3468336 06/17/13 1:09.01 pm View '3
CP3468336 06/17/13 1:04:00 pm View '3
CP3468336 06/17/13 12:58:59 pm View 9
CP3468336 06/17/13 12:53:58 pm View <
CP3468336 06/17/13 12:48:58 pm View <
CP3468336 06/17/13 12:43:58 pm View '3 )
CP3468336 06/17/13 12:38:58 pm View '3 )
CP3468336 06/17/13 12:33:58 pm View <

Figure 150. Individual List of Panel Logs Display Page

5. To download all available panel logs specific to the selected control panel, click on the Download
All link and the logs will be downloaded in .bin format.

6. To generate a new panel log immediately, click on the Fetch Panel Log link and a new panel log
will appear at the top of the log list.

7. To download a specific panel log, select the appropriate log and click on the li/ icon. The log
will be downloaded in .bin format.

8. To view a specific panel log, select the appropriate log and click on View. The selected panel log
displays.
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& Logged in: Abebe zereiso Kefale  Active Account Brivo Test
I T I T e

]
0 Fetch Panel Log

fips panel
Jump 10 bottom | Back | Downioad
Panel ID: CP3468336

Generated At: 06/17/13 2:14:04 pm
View Panel Log:

im= Panel Info ==
ICPID=3468336
{VERSION=3.0.7
iBuild #=50825

{oth0_mask=255.255.255.0
ieth0_addr=192.168.1.2
ieth0_gateway=192.168.1.1
iethl_addr=192.168.207.1

fethl dhcp_start=192.168.207.10
:ethl_dhcp_end=192.168.207.200
igsm_apn=internet

i==server.conf--
Eu:l_data=http=://192.163.:92.159:56079/b/d
iurl_time=https://192.16 92.189:56079/b/t
furl_firmware=https://192.168.192.189:56079/firmware/
iconn_server=192.168.192.189

iconn_server_port=56080

isrvd_port=56079

Change Threat Level

Figure 151. Viewing Individual Panel Log Details

9. To jump to the bottom of the log, click the Jump to Bottom link and likewise click the Jump to Top

link to return to the top of the log.
10. Click Back to return to the Panel Log list.

11. Click Download to download this log in .bin format.
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Diagnostic

NOTE:

The Diagnostic dashboard should only be accessed by experienced
administrators and in consultation with Brivo Technical Support.

Brivo OnSite Server offers administrators an array of diagnostic tools as well as the ability to download a
diagnostic dump and execute a tail log. The page also displays a System Detail log.

Details Displayed Include:

Component - A feature or process used by the Brivo OnSite Server appliance.
Description - The definition of the feature or process used by the Brivo OnSite Server appliance.

Logging Level - The detail level of the logging of events. Quiet (minimal logs), Normal (standard logs),
and Verbose (extremely detailed logs) are the three options.

Send Signal - Allows an administrator to switch between logging levels on the corresponding
component.

Diagnostic Dump - a detailed log of processes occurring in the Brivo OnSite Server appliance.

Tail Log - a live view of the current processes occurring in the Brivo OnSite Server appliance.

Administrators with appropriate permissions can:

Send a signal (change the logging level) for a specified component.

Download a diagnostic dump from the Brivo OnSite Server appliance.

Execute a Tail Log.
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& Logged iIn: Abebe Kefale  Aglive Account Acmel
[ status | Hstory <] Users ~] Configuraion ~ | System ~ |
W Diagnostic

-

Change component logaing level

Logging Leve!

Quiet Send signal

Devi

atus on map Normal Send signal

Dovico status on dashboard Normal Send signal

Normal Send signal
Send signal
Send signal
Send signal
Send signal
Send signal
Send signal

Send signal

Normal Send signal
Diagnostic Dump

Download
Tail Log

Execute

System Detall

Figure 152. Diagnostic Display

To change a Logging Level

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Diagnostic. The Diagnostic page displays.

4. Select the Component whose logging level you wish to change and click on the Send Signal
button. The default is Normal and each click of the Send Signal button will cycle through the
three options (Quiet, Normal, Verbose).

To download a Diagnostic Dump

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Diagnostic. The Diagnostic page displays.

4. Click on the Download button under the Diagnostic Dump section of the page. The diagnostic file
will automatically download to local storage in .bin format.

To execute a Tail Log

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Status. The Status sub-navigation menu displays.

3. From the Status sub-navigation menu, click Diagnostic. The Diagnostic page displays.
4

Click on the Execute button under the Tail Log section of the page. A pop-up window will display
showing the live log of the Brivo OnSite Server appliance.

5. Simply close the pop-up window to end the Tail Log session.

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 255 of 324

Setting System Date and Time

The system normally synchronizes its system clock via NTP (Network Time Protocol) with servers over the
Internet, to ensure accuracy. In case the system cannot reach an external server for time synchronization, such
as when a firewall blocks access or the system is simply not on a network with Internet access, the system
time must be set manually.

To set the date and time for your system:

1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.
3. From the Settings sub-navigation menu, click System Date/Time. The System Date/Time page
displays.
& Logged in: John Smith  Active Account: New York Plaza

I T T T T

L; System Date / Time

System Time

System Time Zone

Network Time Protocol

Month Day  Year Hour Min  Sec
Set Time
Jan ¥ 24 201 10 0 58

e

Time Zone  (JS/Eastemn N

Set|
Please reboot the system after setting the timezone Reboot System

NTP Server Address sme nist gov

Figure 153. Set System Date and Time

Select a System Time Zone from the Time Zone drop-down list on the bottom half of the page,
and then click the corresponding Set button.

To manually set the System Time, enter the current time using the Set Time fields, and then click
the corresponding Set button.

The Network Time Protocol defaults to time.nist.gov. To set the system to automatically
synchronize with a different Internet time server enter the associated NTP Server Address, and
then click the corresponding Set button.

NOTE:

If the System Time or System Time Zone is changed, it is highly
recommended that you reboot the system in order for these changes to
take effect.
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SNMP Agent Settings

These actions should only be performed by your network administrator.

To configure SNMP Agent Settings
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.

3. From the Settings sub-navigation menu, click SNMP Agent Settings. The SNMP Agent Settings
page displays.

& Logged in: John Smith Change Threat Level
Fvone 1 staus ~ | sory ~{ vsers ~ ] Convuraton~ | Sysiem ~

{.} SNMP Agent Settings

Enable [

Community Name  op)ic

Server Port: 161 (Generally this is 161)

Save

Figure 154. System: SNMP Agent Settings
Check the box next to “Enable.” It is left unchecked by default.
Enter the community name.

Enter the server port next to the respective field.

N o s

Click Save. You are returned to the System page.
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Upgrading Your Firmware

On occasion, Brivo LLC will issue an upgrade of the Brivo OnSite Server firmware. When this occurs, you will
need to contact Brivo Technical Support with the unit serial number for your Brivo OnSite Server to verify your
support contract and request the firmware upgrade.

This operation is restricted to administrators with appropriate permissions.

WARNING: Database Backups and Firmware Upgrades

When performing a backup for the Brivo OnSite Server prior to
upgrading firmware, it is important to allow the backup process to
complete entirely before proceeding with firmware upgrades. This
ensures the integrity of the backup process and prevents any
interruptions that may cause future problems.

WARNING: Firmware Upgrades and Maintenance Mode

When upgrading the firmware of the Brivo OnSite Server, the appliance
will automatically enter maintenance mode.

To upgrade the application firmware:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.

3. From the Settings sub-navigation menu, click Upgrade Firmware. The Upgrade Firmware page
displays.

& Logoed ox dobn St
R T e T T T
y Upgrade Firmware

!"-\ WARNING:

All data is erased during the upgrade process. Please save a backup file to continue upgrading. NOTE: The file can take
some time to generate, DO NOT BEGIN THE UPGRADE PROCESS UNTIL THE DOWNLOAD HAS COMPLETED.
After upgrading, please log in as "admin’ with no password. then restore the backup file

[[J Generate an unencrypted backup file [ Save Backup

Figure 155. Upgrade System Firmware

4. If you want the backup file of your current database to be unencrypted, click the Generate an
unencrypted backup file checkbox.

5. Create an encrypted backup of your current database by clicking Save Backup. Your operating
system guides you through the procedures for saving the backup.
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6. Enter the name of the upgrade file in the Upgrade Filename field, or click Browse to search your
system for the appropriate file

7. Click Upgrade. The upgrade process runs, outputting its progress as it goes.

WARNING: Do not interrupt upgrades!

While the system takes every possible measure to ensure a graceful
rollback in the event of failure, interrupting the upgrade process may
render the system inoperative

8. Atthe conclusion of the upgrade, the system will restart.

9. Log back into the application and follow instructions above to restore the database.
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Upgrading Panels

Upgrading panels with the Brivo OnSite Server is handled through the Upgrade Panels page. Panels can be
upgraded to the latest firmware version either individually or all at once.

This operation is restricted to administrators with appropriate permissions.

To upgrade a panel
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.

3. From the Settings sub-navigation menu, click Upgrade Panels. The Upgrade Panels page displays
showing all the available panels and their current firmware version.

& Logged in: John Smith
ame 1 ot~ tisory -] ses -] contguraton ~| Sysem -]

<& Upgrade Panels

2

Filter v LG__S] Reset | 1.10f1 Show all

Name Type Panel ID Firmware Version Status elect All Unselect All

Control Panel One ACS5000-S CP795866 303 Connected O

[ Upgrade Selected |

Figure 156. Upgrading a Panel

4. Select the panel you wish to upgrade individually by checking the checkbox or click on the Select
All link to choose all panels for upgrade.

5. Once the panels are selected, click on the Upgrade Selected button in the bottom right corner of
the page.

6. The upgrade process will begin. You will notice that the status of the panels being upgraded will
change to Upgrading.

7. Once the process is complete, the panel being upgraded will show the new upgraded firmware
version and the status will return to Connected.
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License Keys

License keys are files that “unlock” and allow a certain number of parts of the Brivo OnSite Server to function.
For example, a User Key allows a certain number of Users to be loaded into the Brivo OnSite Server. A list of
active keys is shown on the License Key page under the System tab. In addition to types of license keys, there
are also date ranges, so that certain license keys may be valid for a period of time, for example, one year,
before a new license key must be entered.

Using the example above, if a 100 User Key was licensed to a Brivo OnSite Server and the administrator
attempted to enter 101 users, the system would not allow any new users to be entered into the system until a
larger license key was installed (for example 250 Users) or the 101st user was deleted from the system.
Types of Keys

User Key - allows the specified number of users to be entered into the system.

Reader Key - allows the specified number of readers to be entered into the system.

Input Key - allows the specified number of inputs to be entered into the system.

Output Key - allows the specified number of outputs to be entered into the system.

Session Key - allows the specified number of concurrent sessions to occur.

Account Key - allows the specified number of accounts to be created in the system.

DataSync Key - allows DataSync to occur on the Brivo OnSite Server.

DVR Driver - allows the specified DVR driver to be loaded into the Brivo OnSite Server.

Guard Tour Key - allows the account to utilize Guard Tour functionality on the Brivo OnSite Server.
Branding Key - allows the Brivo OnSite Server to install specific branding.

Salto Key - allows the Brivo OnSite Server to utilize Salto door locks and routers.

DED Key - allows the Brivo OnSite Server to use TKE elevator system functionality.
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The second section of the License Key page shows the Maximum Capacity of the current licenses.

Key Type - lists the type of license key, for example, Users or Accounts.

Allowed - the maximum number of the key type allowed in the Brivo OnSite Server or whether or not a process
is allowed, for example, DataSync or use of DVR drivers.

Current - the current number of the key type in the Brivo OnSite Server.

To upload a license file:

1.

o k0N

Scroll over the System link. The sub-navigation menu displays.

From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.
From the Settings sub-navigation menu, click License Keys. The License Keys page displays.
Click Browse to locate the valid license file provided to you by Brivo.

Click Upload to upload the valid license file.

Upload License File

Please select a valid license file to upload.

Filename Browse...

Figure 157. Upload License File

When a new license file is uploaded, the system must be rebooted. Click Reboot System and
allow the process to complete.

Once complete, return to the License Key page and make certain the appropriate changes have
occurred.
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Manage Branding
The Branding section of the Brivo OnSite Server allows the administrator to make certain cosmetic changes to
the interface of the Brivo OnSite Server.
To manage branding:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.

3. From the Settings sub-navigation menu, click Manage Branding. The Manage Branding page
displays.

a Logged in: James Finnerty

| Home | Status ~ [ History ~ [ Users | Configuration ~ | System ~ |
&Manage Branding

Company Name Brivo Inc.

Change Threat Level

Appliance Name

Help URL

Logout Link Title

Header Logo Image
Header Background Image
Manage Branding Link
Appliance Name In Header

Brivo OnSite Server

Log out of the Brivo OnSite Server
Choose File | No file chosen
Choose File | No file chosen
Show Manage Branding Link
Show Appliance Name In Header v

Modify Branding | | Reset Restore Default Brand

Branding File

Branding File | Choose File | No file chosen Upload Branding File

Download Current Branding File

Figure 158. Manage Branding
Enter the Company Name you wish to use.
Enter the Appliance Name you wish to use.
Enter the Help URL you wish to link to.
Enter the Logout Link Title you wish to have appear when you mouse over the Logout link.

To upload a new Header Logo Image, click Browse and upload the file.

© ® N o o &

To upload a new Header Background Image, click Browse and upload the file.

NOTE: Acceptable file formats for branding in the Brivo OnSite Server

Any file uploaded for use as a Header Logo Image or as a Header Background
image must be in .jpg, .png, or .gif format.

10. To remove the Manage Branding link from the System link, choose Hide Manage Branding Link

from the dropdown list.

11. To remove the Appliance Name from the header of the page, choose Hide Appliance Name In

Header from the dropdown list.

12. To finalize any changes made above, click the Modify Branding button.
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13. To reset any changes made to the fields in Manage Branding before saving, click Reset to restore
the fields to their original entries. Once Modify Branding has been clicked, the Reset button will
only restore back to the last time Modify Branding was clicked.

14. To restore the fields in Manage Branding to their original factory settings, click the Restore
Default Brand button which will restore the original settings.

15. If a branding file is available for upload, click Browse to locate the file and Upload Branding File
to upload the settings to the fields on the Manage Branding page.

16. To save a copy of the current branding file, click Download Current Branding File and click Save
in the popup window.
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FIPS Mode
FIPS mode specifies that the Brivo OnSite Server will use only FIPS 140-2 validated embedded encryption

modules for all communication with Brivo ACS5000-A panels. It is engaged by default.
To enable FIPS mode:

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Settings. The Settings sub-navigation menu displays.
3. From the Settings sub-navigation menu, click FIPS Mode. The FIPS Mode page displays.
4

Click the Enable checkbox if you wish to have FIPS mode enabled. If you enable FIPS mode, a
system reboot is required to activate changes.

5. Click Save. You are returned to the FIPS Mode page.

& Logged in: John Smith
ome | Sttus <] History -] Users ~] Confiuraton ~| System ~
%! FIPS Mode
©
Enable [
Save

Figure 159. Enabling FIPS Mode

© 2016 Brivo, Inc. All rights reserved. 2/16/2016



Brivo OnSite Server Administrator’s Manual Page 265 of 324

Importing User Data
Brivo OnSite Server provides a mechanism for importing user data from a flat file.

The systems support importing user data from tab-separated flat files, without quote characters. These files
are easily created by many applications, including spreadsheet or simple database applications. Be sure to
observe the following rules when exporting a file from another application or tool for import into Brivo OnSite
Server:

Use tab characters as a field separator
Do not use any quoting or quote characters around fields
Embedded tabs are not supported on the input stream

Administrators with appropriate permissions can import user data.

To import user data from a flat file:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Database. The Database sub-navigation menu displays.

3. From the Database sub-navigation menu, click Import User Data. The Import User Data page

displays.
2 Logged in: John Smith
‘f) Import User Data

Importing user data from a flat file is often an error-prone process, therefore it is strongly recommended that you save a backup of
the current database

" Save Backup
Target Account  Boston Ofice v
Filename ((Browse.. ]
Import

Figure 160. Import User Data, Step One

4. Create a backup of your current database by clicking Export backup file. Your operating system
guides you through the procedures for saving the backup.

WARNING: Make a backup!

Importing data into a system has a tendency to magnify the smallest
errors. If data is imported into the wrong fields, the easiest way to clean
up is to restore the backup - if you've made one just before starting the
import.

5. After the database is successfully backed up, select the Target Account to which you want to
import user data.

6. Enter the name of the file you want to import in the Filename field, or click Browse to search your
system for the appropriate file.
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7. Click Import. If you have entered a valid filename, the second portion of the Import User Data
page displays.

& Logged in: John Smith
Fome 1 Sttus ~ tistoy ~] Users ~] Contouraton -

‘g) Import User Data

Please note

First Name / Last Name are required fields to import users
Cards not already defined in the system will be created to match a given Card column
Group creation is optional, if the groups you are importing users into do not already exist, please check the appropnate box below

Select a field for each column of data in the import file

First Name v LastName v Group v Card Number v Facility Code v Parking Space ¥ Enable Date v
Kevin Groves Staff 301 70 26 1/22/2010
Anne Daws Staff 302 70 26 1/22/2010
Joan Walcott Staff 303 70 26 1/22/2010
Henry Wilson Staff 304 70 26 1/22/2010
James McCallum Staff 300 70 26 112272010
Input Date Format  12/31/99 v

Create groups [)

Card format  26.bit Standard Wiegand v

Starﬁmpon

Figure 161. Import User Data, Step Two

8. You can import multiple columns of user data from a source file. Click which columns you want to
include from the drop-down lists in the middle of the page. You must include First Name and Last
Name as two of the columns. For the remaining columns you can select any of the information
displayed on the User Detail page, such as Group, PIN or Card.

9. From the Input Date Format drop-down list, click the date format used in the input file.

10. The Create Group checkbox causes the system to create groups as necessary to satisfy
relationships in the import file. If this box is not checked, any group values in the input file that
are not a match to an existing group name will be output as an error and the user/group
relationship will not be created.

11. If you are importing Card numbers, click a valid Card format from the drop-down list.

NOTE:

It is important to make certain that if you are importing card numbers
that have a facility code, that one of the columns being imported
contains the Facility Code information. This will ensure that the cards
function properly once imported.

12. Click Start Import. The import process will report its progress and will output a message when the
import has finished. Larger imports may take a while.
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Backing up Your Database

Your database should be backed up on a regular basis. You must also back it up before upgrading the
application firmware. Brivo OnSite Server facilitates the backup and restoration of your database, as well as
the export of the System Activity Log.

The frequency of system backups depends on the amount and regularity of changes to the data in the Brivo
OnSite Server. As a rule, it is strongly recommended that backups be taken, either manually or automatically,
to preserve data against unintentional or catastrophic loss.

Administrators with appropriate permissions can make backups of the system.

To create a backup of your database:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Database. The Database sub-navigation menu displays.

3. From the Database sub-navigation menu, click Backup & Restore. The Backup & Restore page

displays.
2 Logged in: James Finnerty
ome | siaus ~{ sty ~] Uses ~| Contston -] ystem -]
‘g Backup & Restore

Backup
Exporting a data file allows you to make a backup of all data and settings on the Brivo OnSite Server. This may be done on a periodic basis or prior
to performing an upgrade of the Brivo OnSite Server firmware

Generate an unencrypted backup file
Save Backup

Restore from file
WARNING: Restoring a dataset will erase all old data and activity

Filename | Choose File  No file chosen

Confirmation | am about to erase all data on the Brivo OnSite Server and replace it with new data
Restore

Restore from server
WARNING: Restoring a dataset will erase all old data and activity.
Filename Select

Confirmation | am about to erase all data on the Brivo OnSite Server and replace it with new data
Restore

Figure 162. Backup and Restore the Database

4. All backup files are normally encrypted. If you desire that the backup file be unencrypted, check
the Generate an unencrypted backup file checkbox.

5. Click Save Backup in the Backup section of the page. Your browser guides you through the
procedures for saving the backup file. Progress is reported along every step of the way. Firmware
updates are not available during this Database Backup process.

To restore a backed up database:
1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Database. The Database sub-navigation menu displays.
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From the Database sub-navigation menu, click Backup & Restore. The Backup & Restore page
displays.

In the Restore section of the page, enter the name of the file you want to restore in the Filename
field, or click Browse to search your system for the appropriate file.

WARNING: Database Restoration and network configuration

When you restore your database file, you completely overwrite all
existing data with the data from the restoration file. This includes
possibly restoring a new set of network settings, which may affect your
browser’s ability to connect to the appliance.

For Brivo OnSite Server, it may be necessary to access the console to
reset the network configuration if they’ve been overwritten by the
restore.

Once you are certain that you want to complete the restoration, check the Confirmation box that
reads | am about to erase all data on the system and replace it with new data.

Click Restore. The system restore can take a while to complete. Progress is reported along every
step of the way.

To restore a database that was backed up to a server:

If you have a backup server configured, you can restore from a backup file stored on the server. For more
information on backup servers, see the section, Backup Server.

1.
2.
3.

Scroll over the System link. The sub-navigation menu displays.
From the sub-navigation menu, click Database. The Database sub-navigation menu displays.

From the Database sub-navigation menu, click Backup & Restore. The Backup & Restore page
displays.

In the Restore from Server section, click on the Select button. A window will appear with a list of
backup files on the server.

Select a backup file from the list. The file name will appear in the box next to the Select button.

Once you are certain that you want to complete the restoration, check the Confirmation box that
reads | am about to erase all the data on the system and replace it with new data.

Click the Restore button. The system restore can take a while to complete. Progress is reported
along every step of the way.
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Backup Server

Brivo OnSite Server enables administrators with appropriate permissions to configure their servers to back up
automatically, and according to either a Windows share or SSH methods. These tasks should only be
performed by a network administrator.
To configure Backup Server settings

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Database. The Database sub-navigation menu displays.
3. From the Database sub-navigation menu, click Backup Server. The Backup Server page displays.
4

In the Auto Backup section of the page, check the “Enable” box to enable automatic backup of
your server.

3 Logged in: John Smith
[iaus -1 sty ~{ users ~ | Contgraton ~

@ Backup Server Settings

Auto Backup

Enable
Frequency
Day of Week
Time of Day

@
Weekly v
Sunday v
1200am v

Number to Keep 1
Error Email Notification | smih@brivoplaza.com

[[J Generate an unencrypted backup file
Method

® SSH
Server hackup brivoplazanet
Port (22 (Generally this is 22)

User name packup

Password geeeeeee (optional)

Folder packyps (optional)

Export Public Key

© Windows share (SMB)

ED

Figure 163. Backup Server Settings
Select the frequency of automatic backup from the dropdown list.
Select the day of the week from the dropdown list for your automatic backup.
Specify the time of day for your backup by selecting a time from the dropdown list.

Enter the number of backups to keep in the field next to Number to Keep.

© ® N o o

Enter the email address for notification of an error with automatic backup.

10. To generate an unencrypted version of the backup file, fill in the checkbox next to Generate an
unencrypted backup file.
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11. In the Method section of the page, choose either SSH or Windows share. For SSH, enter the
Server, Port, User name, Password and Folder (optional). For Windows share, enter the Server,
Share, Domain Name (optional), User name, Password, and Folder (optional). For increased
security, a public key may be obtained by clicking “Export Public Key” to allow password-less SSH

connections.
12. Click Save. Or, if you would like to test these settings, click Test Settings.
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Report Service

Brivo OnSite Server enables administrators with appropriate permissions to utilize the report service tool to
export database information for use with external tools.

NOTE: Use of the Brivo OnSite Server Report Service

An example of using Report Service can be found in the Appendices at the end
of the Brivo OnSite Server Administrator’s Manual.

To activate report service:

1. Scroll over the System link. The sub-navigation menu displays.

2. From the sub-navigation menu, click Database. The Database sub-navigation menu displays.

3. From the Database sub-navigation menu, click Report Service. The Report Service page displays.

4. To activate report service, click the Report Service checkbox.

5. Enter a new password in the Password field. This is a new password, not your current
administrator password.

6. Confirm the password in the Confirm Password field.
Click Save.

& Logged in: John Smith

“Home | Status - | History ~] Users | Conturaton ~ | System ~ ]
j Report Service

Report Service [V)

Confirm Password

Username

Password

Figure 164. Activating Report Service
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Configuring the Network

You can configure the network to use manually defined (static) network settings, or to use an automatic
network service (DHCP).

Administrators with appropriate permissions can configure network settings.

To configure your network settings:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Network sub-navigation menu displays.

3. From the Network sub-navigation menu, click Network Configuration. The Network Configuration
page displays.

& Logged in: John Smith Change Threat Level
Fvone 1 staus ~ | story ~{ vsers ~ Convuraton ~ | Sysiem ~

;?3 Network Configuration

—— -

Static IP Address Settings

IP Address 192 168 192193
Netmask 1255255 255.0
Gateway 1921681921

Primary DNS: 192 168192216
Secondary DNS: 192 163 192217
Tertiary DNS:

Set Static Params

You can also enable DHCP, which will set the above values automatically

[ Activate DHCP

Figure 165. Configure the Network
4. To configure a static network:

o Enter the IP Address of the system, distinguishing this from other nodes on
the same network.

o Enter the Netmask address, a mask used to separate a sub-network of
machines; for example, 255.255.255.0

o Enter the Gateway address, the address of the machine acting as a
gateway between the local network and other networks, such as the
internet.

o Enter the Primary DNS, Secondary DNS, and, if appropriate, the Tertiary
DNS. These numbers tell the system which server(s) to use when
converting the machine name (e.g., www.brivo.com) to the numeric IP
address used on the internet. At least one (Primary) server is required, and
a second (Secondary) is customary but not required.

o Click Set Static Params. The parameters are set, and you are returned to
the Network Configuration page.
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5. To enable DHCP, simply click Activate DHCP. DHCP becomes activated, possibly changing the IP
address of the control panel, and you are returned to Network Configuration page.

NOTE:
If DHCP is activated, this page simply displays a message to that effect.

WARNING: Changing Network Settings

Be aware that when modifying the network settings, the IP address
used by the system may change, forcing you to manually change the
URL of the browser through which you are accessing the device.

For Brivo OnSite Server, the admin console is the safest way to set
network parameters.
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Configuring Network Routing

The Network Routing page provides utilities for configuring static routes that the control panel may need to use
to reach other resources on the network, if required.

Only System Account Administrators with read/write access can configure static routes.

WARNING: Static Routes

Establishing static routes is rarely required, and should be done only
with the advice of the network administrator for the site where the
system is installed.

To configure a network route:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Network sub-navigation menu displays.

3. From the Network sub-navigation menu, click Network Routing. The Network Routing page
displays.

& Logged in: John Smith
R i I i (T
<% Network Routing

Static Routes

Destination Net/Host Netmask Gateway

There are no static routes defined

New Route

Destination
Route type net v
Netmask

Gateway

Figure 166. Configure Network Routing
On the bottom half of the page, enter a Destination IP Address or network.
Select a Route type from the drop-down list, either net or host.

Enter the Netmask address for the static route, a mask used to separate a sub-network of
machines; for example, 255.255.255.0

7. Enter the Gateway address for the static route, the address of the machine acting as a gateway
between the local network and other networks, such as the internet.

8. Click Create Route. The page reloads with the new route displayed in the table.
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Configuring the SMTP Server

In order to use the Email Notification functionality, you must first configure your SMTP Server. SMTP (Simple
Mail Transfer Protocol) is how email is sent between machines on the Internet.

Administrators with appropriate permissions can configure the SMTP server.

To configure your SMTP server:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Network sub-navigation menu displays.

3. From the Network sub-navigation menu, click SMTP Server Settings. The SMTP Server Settings
page displays.

3 Logged in: John Smith
Come | Sttus - Hsiory -] Users ~] Cotouraton ~] Sysem
"!«y SMTP Server Settings

Email From Address will be used as the ‘From' address in email notifications

Email From Address no1eply@brivoplaza.com
Server Address: smip brivoplaza.com
Server Port: 5g7 (Generally this is 25)
Username  34min
Password 4qe00000

Max. Attachment Size 20 + (Mega Bytes)

Test Settings

Send To  admin@brivoplaza com

[ Send TestMessage |

Save

Figure 167. Configure SMTP Server

4. Inthe Email From Address field, enter the email address you would like to appear in the From
field of email notifications.

Enter the address of your SMTP server in the Server Address field.
Enter the port of your SMTP server in the Server Port field. This value is usually 25.

Enter the Username and Password of the administrator configuring the SMTP server.

® N o o

Choose the Maximum Attachment Size (1 to 20 megabytes) from the dropdown menu. This will
affect files generated for scheduled reports. If the file size for the scheduled report exceeds the
maximum attachment size, the file will not be sent.

9. To test your Email settings, enter an email address in the Send To field, and then click Send Test
Message. The system attempts to send a simple message to the specified email address and
reports the status of the interactions with the email server.

10. Click Save. Some internal applications may take a moment to restart automatically at this point.
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Panel Discovery

Panel discovery is an automated process by which the Brivo OnSite Server scans a series of IP addresses for
available devices. This process will find Brivo ACS-5000A panels as well as HID E-400 devices.

To use panel discovery:

NOTE:

Using the Brivo OnSite Server’s Panel Discovery feature will cause the
Brivo OnSite Server to scan a range of IP addresses. This may trigger a
false alarm on network intrusion detection systems.

1. Scroll over the System link. The sub-navigation menu displays.
From the sub-navigation menu, click Network. The Status sub-navigation menu displays.

3. From the Network sub-navigation menu, click Panel Discovery. The Panel Discovery page
displays.

2 Logged in' John Smith
| tome | status -] Hstory ~| users ~ | Configuration ~ | system ~ |
&% Panel Discovery

Type Panel ID Version IP Address MAC Select All Unselect All

Scan Configure

Figure 168. Panel Discovery
4. Click the Scan button. The Panel Scan popup window appears.

5. Enter the beginning IP address and the ending IP address to scan. When finished, click the Scan
button. The Brivo OnSite Server will scan the IP range and report back any discovered panels.
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Scan IP address [19216819210 - [192168.19220

Scanning Panel...

Scanning IP 192 168.192.10
Scanning IP 192.168.192.11
Scanning IP 192 168.192.12
Scanning IP 192.168.192.13
Scanning IP 192 168.192.14
Scanning IP 192.168.192.15
Scanning IP 192 168.192.16
Found ACS5000 device at 192.168.192.16
Scanning IP 192 168.192.17
Scanning IP 192.168.192.18
Scanning IP 192 168.192.19
Scanning IP 192.168.192.20
== Completed. ==

Figure 169. Panel Scan

6. Once the scan is complete, click Close. You are returned to the Panel Discovery page where any

unassigned panels detected with be displayed.

& Logged in: John Smith Change Threat Level
&% Panel Discovery

Type Panel ID Version IP Address MAC Select All Unselect All

ACS5000 CP 1840900 5013 192.168.192.16 00:1d:00:00:30:¢3 O

[ Re-Scan ] [ Configure ]

Figure 170. Discovered Panels

Discovered panels will display Type of panel, the CP number (Panel ID), the current Version of
firmware, the assigned IP address, and the MAC Address to the discovered panel.

If multiple panels are discovered, the administrator may individually select each using the
provided checkboxes or simply click Select All to select all discovered panels. Administrators may
also click Unselect All to deselect all discovered panels.
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9. Once a panel has been selected, click Configure. The Configure Panel popup window will appear.

Configuring Panel

Please verify the |P address of the Brivo Inc. Brivo OnSite Server that panel(s) should connect to and
hit 'Proceed’ to start configuring the selected panel(s)
The panel(s) will contact the configured server and download firmware, then install that firmware.

Warning: All data is erased from the panel, and it becomes a client of the configured server.

Server address |10.200.153.79 | Proceed |

Close

Figure 171. Configuring Panel

WARNING:

All data is erased from the panel, and it becomes a client of the configured server

10. Verify the server address is accurate and click Proceed.
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Custom Server Certificates
Custom Server Certificates displays the current active certificate in use and allows the administrator to upload
a new certificate file.
To upload a new certificate file:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Status sub-navigation menu displays.

3. From the Network sub-navigation menu, click Custom Server Certificates. The Custom Server
Certificates page displays.

4. Click on the Browse button and select the .PEM file you wish to upload.
5. Click on the Upload button to install your custom server certificate.
6. The Active Certificate information will change to denote the new Issuer and Validity.
7. For details on the active certificate, click on the Display Detail button and an expanded detailed
version of the certificate will display.
2 Logged in: James Finnerty _ Active Account: Brivo EZ Storage [Cow: Stuation Nomnal ]

T R A A S T

3? Custom Server Certificates

Active Certificate

Issuer /C=US/ST=Maryland/L=Bethesda/O=Brivo Systems LLC - INTERNAL PD/OU=Semer/CN=INTERNAL PD - Brivo.net CA/femailAddress=ca@brvo.net
Validity Jul 19 14:46:29 2011 GMT ~ Jul 19 14:46:29 2031 GMT

D-sélai Detail | | Delete

Upload Certificate File

Please select a valid certificate file to upload
Filename Browse.

Figure 172. Custom Server Certificates

To delete a custom server certificate:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Status sub-navigation menu displays.

3. From the Network sub-navigation menu, click Custom Server Certificates. The Custom Server
Certificates page displays.

4. Click on the Delete button. Click OK in the confirmation prompt. You are returned to the Custom
Server Certificates page. The default self-signed certificate is loaded until a new custom server
certificate is uploaded.
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ES IP Pool Configuration

The ES (Elevator System) IP Pool Configuration allows an administrator to configure a specific pool of IP
addresses that the Brivo OnSite Server will use to contact the elevator control system using destination
dispatch instead of using general network broadcasting. For the Brivo OnSite Server, this functionality is for
use with systems that work with ThyssenKrupp elevators (TKE).

Details include:

* Account Name - The account using the IP address to connect with the elevator system using
destination dispatch.

* |P Address - The specific IP address used by the Brivo OnSite Server to connect to the elevator system
using destination dispatch.

N\
e Action - The ﬂ icon which allows an administrator to delete an already configured IP address from

the IP pool.
Administrators with appropriate permissions can:
Add IP addresses to the elevator system IP pool.

Remove IP addresses from the elevator system IP pool.

To add an IP address to the ES IP Pool:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Status sub-navigation menu displays.
3. From the Network sub-navigation menu, click ES IP Pool Configuration. The ES IP Pool
Configuration page displays.
4. Enter the desired IP address in the IP Address field and click the E’ icon.

Click Save. The IP address will appear under the List of Addresses.

& Loggedin Active Account: Brivo Test Normal: Normal = [&ETGERTEETRRETE]

;Q’:‘ ES IP Pool Configuration

- ek o

IP Address: @
List Of Addresses
Account Name IP Address Action
Brivo Test 192.168.192.210 b4

| Save

Figure 173. Elevator System IP Pool Configuration

To remove an IP address from the ES IP Pool:
1. Scroll over the System link. The sub-navigation menu displays.
2. From the sub-navigation menu, click Network. The Status sub-navigation menu displays.

3. From the Network sub-navigation menu, click ES IP Pool Configuration. The ES IP Pool
Configuration page displays.
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4. Find the IP address you want to remove from the ES IP Pool and click on the corresponding
icon. The selected IP address will disappear from the page.

5. Click Save. The IP address will be deleted from the ES IP Pool and you will be returned to the ES
IP Pool Configuration page.
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Typically, there will be a single Account defined in Brivo OnSite Server, the System Account. However, if
sections of a facility are leased out, there may also be one or more Tenant Accounts (see Appendix A for
details). In such cases, the System Account is used to manage the overall facility, such as access to lobby
doors or a cafeteria. Tenant Accounts, on the other hand, are used to manage the access of users, groups and
devices associated with the tenant organization.

As with the System Account, Tenant Accounts have Administrators. Although there may be multiple
Administrators defined for a single Tenant Account, each Tenant Account Administrator is associated with one
and only one Tenant Account.

System Account Administrators have access to all Tenant Account data. All administrators with appropriate
permissions can view, create, edit, and delete Tenant Account information.

This chapter explains how Brivo OnSite Server operates differently when Tenant Accounts exist. The first
section describes the changes that affect a System Account Administrator’s access. The second section
provides an overview of how Brivo OnSite Server functions for Tenant Account Administrators.

NOTE:

The maximum number of Tenant Accounts is determined by the
licensing agreement for a Brivo OnSite Server system.
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Changes in System Account Administrator Access

For the most part, a System Account Administrator’s access to Brivo OnSite Server does not change much
whether there are Tenant Accounts defined or not. The few changes that do occur when one or more Tenant
Accounts are defined are described below.

Active Account drop-down list

When a System Account Administrator creates the first Tenant Account a new item is automatically added
above the menu. This is the current Active Account. If you click on the Active Account link, the Select New
Active Account popup window appears and it lists all currently defined Accounts. Selecting a Tenant Account
from the list allows a System Account Administrator to view the system from the perspective of a Tenant
Account Administrator.

Active Account: New York Plaza

Figure 174. Active Account

When a Tenant Account is selected as the Active Account, the System Account Administrator is limited in what
s/he can see or do in the system. For example, the System link disappears from the section menu since
Tenant Account Administrators do not have access to this section. Also, all actions performed by this
Administrator will be tracked on the Administrator Journal of the Tenant Account.

Although this Active Account link does not display when Tenant Account Administrators log in, since they can
only see their own Account, it does remain visible for System Account Administrators even after they select a
Tenant Account from the list. This allows the System Account Administrator to return to the System Account at
any time. Additionally, the Administrator can select an Active Account and then display activity from the
Dashboard according to a particular account.

To select an Active Account
1. Click on the Active Account link at the top of any page.

2. Select an account from the popup window.

Active Account: Boston Office

Figure 175. Select Active Account

3. The activity for the selected account will display.
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NOTE:

If a System Account Administrator accesses a page that is not visible to
a Tenant Account Administrator and then selects a Tenant Account from
the Active Account drop-down list, an error message will display. For
example if a System Account Administrator accesses the System
section and then selects a Tenant Account as the Active Account, the
message: Page Not Found displays. Switch back to the System
Account to continue working.

Accounts list

Another change that occurs when a Tenant Account is created is that a new option is added to the Account
dropdown menu. This is the Accounts option, which provides access to the Accounts list, a list of all currently
defined Accounts.

& Logged in: John Smith  Active Account: New York Plaza
M i i i e i

e

2% Accounts

>

l Create New Account |

Name
Boston Office
New York Plaza

Figure 176. View Accounts List

Operations that can be performed on this page include:

Create New Account. This button appears for administrators with appropriate permissions. Click it to access a
blank Edit Account page in order to create a new Tenant Account.

Name. Click the name of an account to access the corresponding Account Details page.

Deleting Tenant Accounts

Once it is created, the System Account cannot be deleted. However, System Account Administrators with
read/write access can create Tenant Accounts at any time.

1. Log in as a System Account Administrator.
Scroll over the Configuration link. The sub-navigation menu displays.
From the Accounts link, click Accounts on the sidebar menu. The Accounts list displays.

Click the Tenant Account you want to delete. The corresponding Account Details page displays.

o kM e DN

Click Delete. A warning message displays indicating that by deleting this account you will remove
all its associated cards, users, schedules, and notification rules, and ownership of all Tenant
Account devices is returned to the System Account.

6. Click OK to complete the deletion and return to the Accounts page with the deleted account no
longer listed.
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Tenant Account Devices

Tenant Accounts can be assigned 'ownership' of devices. This allows Tenant Administrators to manage all non-
hardware related properties of the respective device. This also makes all activity events relating to that device
visible to the Tenant Administrators.

By way of example, a Lobby Door in a building would be shared by multiple tenants, while the entrance to a
particular tenant's suite would be owned by that tenant. Sharing a device between multiple tenants is done by
setting the Account Visibility for the device. Multiple tenants may also activate a device, so long as the Activate
Devices checkbox is checked under the Account Visibility section. However, a device cannot be both owned by
a Tenant Account and shared with other Tenant Accounts at the same time.

Account Visibility

When Tenant Accounts are defined, there is an additional Account Visibility section that appears at the bottom
of the Edit Device page when the Device type is Door or Valid Credential Device. The Account Visibility feature
allows a door to be shared among Tenant Accounts. For example, a café located in a building may want to
restrict access for certain parts of the day, but may want to grant access to all Tenant Accounts during meal
hours.

To share a Door or Valid Credential Device with a Tenant Account:
1. Scroll over the Configuration link. The sub-navigation menu displays.
2. From the Devices link, click Devices. The Devices list page displays.
3. Access the Edit Device page:

o To share an existing Door or Valid Credential Device, click that device to
access the Device Details page then click Edit.

o To share a new Door or Valid Credential Device, click Create New Device,
select Door or Valid Credential Device from the Device type drop-down list,
and then click Next.
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& Logged in: John Smith  Active Account: New York Plaza

@ Edit Device

Settings

Name

Owner
Device Profile
Control Panel
Door Node

Alternate Reader Node

New York Lobby Entrance

New York Plaza ¥

(none) ¥

Control Panel One ¥

Control Panel One ACS5000-S(1) DOOR 1 v

(none) v

Configuration

Unlock Schedule
Passthrough Period

none) v
5 seconds
Shunt Alarm  [7)
Delay |5 seconds
Invalid PIN attempts 3
Invalid PIN Timer g
Invalid PIN Shutout 4
Report Door Ajar [7]
Ajar Delay 4

Request-to-Exit (REX) [
REX Fires Door Latch [

Two-factor Credential | (none) v
Schedule
Two-factor Timeout §

Live Status

Control From Browser [

Alarm Console Settings

Include failed access as
alarm

Combine Alarms
Instruction Text (none) v
Alarm Priority
Alarm Active Schedule  Always v
Alarms active when the threat level is

Ignore v

Antipassback Settings

Enable
Soft Reset [

Primary Zone  (none) v
Alternate Zone | [nside b/
Threat Levels

This device is active when the threat level is:
AtorLess Severe v | Major Alert v

This device requires two-factor authentication when the threat level is
Ignore v

Access Permissions

Please select the schedule in which each group in this account is granted access to this device
Cleaning Crew | Cleaning Crew v
Management | Anays v
Staff | Monday - Friday 95 ¥

Visitors | (no access) A

Account Visibility

wisible to any account with access to this device

Boston Office | (no access) M

Change Threat Level

Please select the schedule each account can use 1o assign its groups access to this device. Note that this makes the device 'shared’ among accounts, making this schedule

Figure 177. Share a Door or Valid Credential Device

4. For new devices, follow the procedures in the Managing Devices section for data entry guidelines

not related to the Account Visibility section.

5. Inthe Account Visibility section, for each Tenant Account listed, select a schedule from the drop-
down list to define when users of that Account have shared access to the device being
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configured. If you do not want a Tenant Account to have shared access, leave (no access)
selected. Select the Activate Devices checkbox to allow the Tenant Administrators for the
selected Tenant Accounts to be able to activate this device.

6. Click Save. The Device Details page displays with the shared status for each Tenant Account
listed in the Account Permissions section at the bottom of the page.
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Tenant Administrator Access

As with System Account Administrators, some Tenant Account Administrators have certain permissions while
others do not. This distinction is the same for both types of Account Administrators. In other words,
administrators with appropriate permissions manage (create, edit and delete) the data to which they have
access, while other administrators with fewer permissions cannot.

Following is a list of all the ways in which Brivo OnSite Server functions differently for Tenant Account
Administrators. The list is broken down into sections that parallel the chapters in this document. For example,
the Account section below lists the ways in which a Tenant Account Administrator’s access differs from the
access described in the Account chapter. For each section, see the corresponding chapter for more
information.
Account
Tenant Account Administrators:

e Cannot view the Accounts list.

¢ Can view the Account Details page for the Tenant Account only.

e Cannot create new Accounts.

¢ Can edit their own Account contact information if they have permissions.

Schedules and Holidays

¢ Tenant Account Administrators with appropriate permissions can view/edit/delete Schedules and
Holidays, with the exception of the Holidays created by the System Account, which are inherited across
all Tenant Accounts.
Devices
Tenant Account Administrators:

¢ Cannot view the Hardware list or any pages used in maintaining control boards, including Board
Details, Add New Board, and Edit Board Details.

* Can view only those devices that have been shared by a System Account Administrator on the Devices
list. See the Account Visibility topic in the Changes in System Account Administrator Access above for
more information.

¢ Can activate only those devices which have Activate Devices checked under Account Visibility.
* Cannot create devices.

¢ Can edit non-hardware related characteristics of devices owned by the Tenant account, such as the
Active Schedule on a device or the Passthrough Period on a door. All hardware settings are the domain
of the System Administrators only.

Cards
Tenant Account Administrators:

¢ Cannot view the Card Formats list or any pages used in maintaining card formats, including Card
Format and Edit Card Format.

* Cannot create, edit or delete cards.

¢ Can assign cards to user aliases that are only valid for the permissions in that account.

Users and Groups

Tenant Account Administrators:
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¢ Cannot edit the name of a user alias.
¢ Cannot edit the photo of a user alias.
e Cannot edit the enable from and expires on fields for a user alias.

¢ Can perform all other user and group administration like a System Administrator.

Activity Logs
Tenant Account Administrators:

* Can view the System Activity log for the Tenant Account, which shows activity related to only those
devices and users to which the Tenant Account has access.

* Can see if a user from a different Tenant Account has interacted with a device on the Administrator’s
own Tenant Account, but cannot see the user’s name. For example, an Administrator for Tenant
Account “A” can see if a user from Tenant Account “B” has attempted access at a Tenant “A” door, but
cannot see the user’s name. The name is not visible since that would represent a leak of data
between Tenant Accounts. However, this information js available to System Administrators.

¢ Can view the Administrative Journal for the Tenant Account, which tracks the actions performed by all
Tenant Account Administrators. This journal also shows actions performed by System Account
Administrators when they had the Tenant Account selected as the Active Account.
Dashboard
e Can control devices owned by the Tenant Account.
e Can view devices that are shared by multiple Accounts.

e Can control devices that are shared by multiple accounts if Activate Devices has been selected.

Email Notifications

* Administration of email notifications is the same for Tenant Administrators and System Administrators.

System Management

* No access to the System link or any system management pages.

Threat Levels
e Can create new threat levels.
* Ability to change threat levels must be specified in the Account section.

* No access to shared devices when the device is out of its default threat level.
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Appendix 1: Glossary

Account
A span of access control which identifies who has access to what areas of a facility according to which
schedule, as well as what devices are associated with the facility and how they operate.

Account, Active

System Account Administrators can access all data for all Accounts at a facility. They can also choose to act as
an Account Administrator for a Tenant Account by selecting that Account from the Active Account drop-down
list.

Account, System
The System Account is the primary Account for a facility. A facility must have one and only one System Account.
System Account Administrators can access the data maintained for all Accounts.

Account, Tenant

If sections of a facility are leased out, the System Account may be used to manage security for the entire
building while Tenant Accounts are created to manage security for individual organizations. While there can
only be one System Account, a facility may have multiple Tenant Accounts. Tenant Account Administrators can
access only that data associated with their account.

ACS
Access control system.

Administrative Journal
A record of actions performed by Administrators, such as logging in and editing the properties of a user.

Administrator

A person with access to Brivo OnSite Server, the web-based interface. Administrators may have a variety of
permissions including read only access to an account, or may have read/write access that allows them to add,
change, and delete data in the system.

Administrator Role
Administrator roles are an assigned set of permissions that allow an administrator to potentially view, modify,
create, delete, or allow access to the various sections of the Brivo OnSite Server.

Administrator, System Account
System Account Administrators have access to all data maintained via Brivo OnSite Server.

Administrator, Tenant Account
Tenant Account Administrators have access to only that data that is directly related to the Tenant Account with
which they are associated.

Alarm Console
A tab on the Dashboard that allows administrators to view and acknowledge alarm events at devices that are
configured to report alarm events.

Brivo ACS5000-A panel
The model of Brivo ACS5000 control panel that is compatible with the Brivo OnSite Server

Brivo OnSite
The software interface for the Brivo ACS5000-S panel when operated in its default mode.

Brivo OnSite Server
The software interface that runs on a dedicated appliance to drive multiple Brivo ACS5000-A panels or other
compatible control panels.

Card Required Credential
A security feature that requires users to provide a card at a door, elevator, or valid credential device.

Client Mode

When a Brivo ACS5000-S has been configured to act as a client of a Brivo OnSite Server appliance, it is said to
be in ‘client mode’. In this mode, it has no application software of its own. The panel receives all configuration
information from the Brivo OnSite Server appliance it is configured to work with.
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Control Panel

A system consisting of 1-15 control boards: one Main Board and up to 14 Door Boards and/or Input Output
Boards. A Brivo OnSite system consists of a single control panel, while a Brivo OnSite Server system consists of
an appliance and a number of Control Panels.

Criteria

Criteria are ways to specify what data appears in a report. Criteria are built by selecting a property of a
relation, an operation and a value. For example, to constrain a report on users to only those that will be
expiring in the next two weeks, add a criteria for 'User Expiration Date', an operation of 'within the next' and
specify a value '14 days.' Note that all rows in the report will match all given criteria.

Dashboard

The Dashboard page is the initial system form displayed after logging into Brivo OnSite Server. The Dashboard
provides a two-fold functionality for monitoring and controlling the operation of system devices for authorized
Administrators.

Data Entry Device (DED)
Touchscreens or keypads which are used to interact with the elevator user.

Device
A device is a logical definition of how a control panel interacts with the world. A motion detector, a temperature
sensor, and an EAS pedestal are just a few examples of devices.

Device Profile
A feature that allows for the creation of a profile that can be simultaneously assigned to multiple devices,
giving all such devices identical settings.

Device Type, Door
A door with an electronic means of entry, such as a keypad or card reader. A door has a descriptive name such
as "Lobby Door" or "Server Room" and a number of configuration options that control its behavior.

Device Type, Input Switch

A device with one input point and one output point that has state (On or Off). The device can have these
behaviors: Latch, Unlatch, Pulse, or Follow. A schedule associated with the device causes it to be available for
activation via its input point during the selected times for the schedule.

Device Type, Schedule Controlled Device

A device whose input is a schedule and that has one output point associated with it. The timer's state is On
during the times selected in its schedule; otherwise it is Off. The device can have these behaviors: Latch,
Unlatch, Pulse, or Follow.

Device Type, Valid Credential Input Device

A device whose input is usually a card reader and that has one output point associated with it. A valid
credential device has no state, so its behaviors are limited to: Latch, Unlatch, and Pulse. Valid credential input
devices have permissions associated with them and appear in the group permissions area. They do not have
Engage/Disengage messages because they do not have state, nor do they have schedules as their schedule
behavior is defined by permissions, as with Doors.

Device Type, Event Trigger

A device whose input is the specific event associated with it from the door that the event track device is
created to watch. An event track device can have one output point associated with it. The device can always
have these behaviors: Latch, Unlatch, or Pulse. If an event track device is watching for Door Ajar events, then it
has state and can have a Follow behavior. If the Follow behavior is selected, then the device can have a
Disengage message. The schedule associated with an event track device defines when it is active because a
client might want to respond to the event differently during business hours than during non-business hours.

Email Notification
An email message that is sent in response to a set of rules including an event, a schedule and a possible
target for the event.
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First-Person-In
A security feature which prevents a door from unlocking until a specified period of time and until a member of
the enabling group arrives. See Group Enabled Schedule.

Group
A group of users with the same access privileges for a facility. A group has a descriptive name such as
“Washington Staff.”

Group Enabled Schedule
A group of users responsible for activating a schedule. Until a member of this group accesses the door or
device to which the schedule is linked, the schedule remains inactive and does not permit any type of access.

Guard Tour
A feature allows administrators to assign series of readers to act as tour stops that must be visited at an
established interval.

Holiday
A period of time during which schedules refer to their Holiday override columns instead of to the day of week.

Keypad
A device that accepts numeric input (e.g. a PIN) from a User. A typical Keypad has 12 keys. A Keypad is
connected to a control panel.

Keypad Command Device
A device feature that allows administrators to define a numeric sequence at a keypad to a specific output
behavior.

Maintenance Mode

Maintenance Mode is a system state that prevents the Brivo OnSite Server from accepting panel connections.
It is used during the firmware upgrade process. This allows for an upgrade and restore of the Brivo OnSite
Server without interrupting the operation of the panels or causing the loss of any event data during the actual
upgrade process.

Maps/Floorplans

Maps/Floorplans are imported images representing an area, for example, a building floorplan, business
campus, or an individual office. Maps can have icons placed on them to represent devices, and maps can be
detailed with regions linking them to other maps/floorplans.

Muster Report
A feature that allows administrators to use the normal antipassback functionality to track the presence of
users in a facility.

Output Behavior
The behavior a device exhibits when it is activated.

Output Behavior, Follow

When the device is activated, the outputs are activated until the state that is being followed terminates and the
delay period elapses. This behavior is only valid for devices that have state, such as switches, timers, or event
trackers when Door Ajar is the selected event. Example: If you have an Event Track device set to watch Door
Ajar messages, you can set the output to follow the input, and it will engage its output when the door is left
ajar. Likewise, when the Door Ajar condition is cleared, the Event Track device will disengage its output.

Output Behavior, Latch
When the device is activated, it causes the device’s outputs to latch. Example: A buzzer is activated when a
switch is turned on to call a service person.

Output Behavior, Pulse

When the device is activated, its outputs are activated for the amount of time defined in the second(s) delay
field. Example: If a Valid Credential device controls access to a Copy Machine, the machine is only accessible,
once a credential is verified, for the amount of time specified in the seconds(s) delay field.
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Output Behavior, Toggle

When the device is activated, it causes the device’s output to change to the opposite state. Example: A switch
linked to the burglar alarm is toggled to deactivate during office hours, but after hours, the switch toggles back
to being activated.

Output Behavior, Unlatch
When the device is activated, it causes the device’s outputs to unlatch. Example: A buzzer is silenced when the
switch is turned off by a service person.

Request-to-Exit (REX) Switch
A button or motion sensor that causes a Door latch to disengage, allowing a person to exit.

Relations

Relations are the data that you want to report on, and related data. For example, users have groups, which
have permissions and thus are tied to devices. When building a report listing all users and the groups those
users are in, you can start with the Users relation then select Groups. This makes various properties of Users
as well as Groups available for both report criteria and outputs.

Rule
A set of conditions for routing email notifications.

Schedule
A schedule is an editable, reusable time template that can be used to control such things as when a door is
accessible or when a device is activated. A Schedule has a descriptive name such as “Mon-Fri 7AM-7PM.”

Schedule Exception

A schedule exception is an exception to a schedule, either once or on a repeating timetable, that determines if
the exception will cause the schedule to be active during a normally closed portion of the schedule or to be
inactive during a normally open portion of the schedule.

Supervisor-on-Site
A security feature that lets you define a schedule so that it does not become active unless or until a member of
a specific group accesses the door to which that schedule is linked.

Swipe & Show
A tab on the Dashboard that allows an administrator to view the last eight valid credential reads at a selected
device.

System Activity Log
A record of Access Events, Exception Events, Device Events and Control Panel Events.

Threat Level
Different operational modes that can allow or restrict access to certain portions of a facility, including doors,
elevators, floors, or devices.

Two Factor Credential
A security feature that requires users to provide both forms of credentials, a card and a PIN, at a door, elevator,
or valid credential device.

User
A person who requires access to one or more doors. A user has unique credentials, such as a Card or PIN, and
belongs to one or more group

User Alias

A method to place a user in multiple sub-accounts. A user alias may only be created by an administrator who
can see both the primary account and the account where the alias is being created. The user name, user
photo, credentials, and dates work across permissions granted in multiple sub-accounts.

User Status - Enabled
A user who is currently active. This information appears on the View Users page.

User Status - Expired
A user whose expiration date in their User Profile has passed. This information appears on the View Users

page.
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User Status - Suspended
A user who has been suspended. The user’s credential(s) will not function at any device until the user is
reinstated. This information appears on the View Users page.
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Appendix 2: Use of Report Service
Below is a list of instructions for the use of the Brivo OnSite Server Report Service in Microsoft Windows.
1. Download driver from the following website: http://www.postgresal.org/ftp/odbc/versions/msi/

2. Install the driver by double clicking on psqlodbc.msi

Folder Tasks ' E

[] Btractalfies README  wpgrade

File and Folder Tasks

@ Muve Uis [z

1) Copytisfie

) Fubishtis fl to e e
X Dektz this e

3. Configure system data source (ODBC)
a) Control Panel -> Administrative tools -> Data Sources (ODBC)

™ Administrative Tools L!EE
Fle Edk Wew Favorkes Tools Hep 4
GM - J |’ /ﬁSeuch W Folders -

v_cg

Ackiress | 4 Administrative Tools

File and Folder Tasks Shorte E ?),:m:'
2= 2KB

Sl Share this folder

No Souces (co8c) E Event Viewer
Shortout
Other Places " td ZK8

B Control Panel % gff%u*ym P’evf'?m'ne
) My Documents 268

ﬂ My Computer
g My Network Places Shortout

b) Click on User DSN tab and then click Add.
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c)

d)

e)

£ ODBC Data Source Administrator

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Paoling | 4bout |

User Data Sources:
Name l Driver Add...

i

An ODBC User data source stores information about how to connect ta
the indicated data provider. A User data source is only visible to you,
and can only be used on the current machine.

oK l Cancel | ! | Help |

Select PostgreSQL Unicode and click OK.

Create New Data Source @

Select a driver for which you want to set up a data source.

Name | v
Microsoft Paradox Driver (“.db )
Microsoft Paradox-Treiber [*.db )
Microsoft Text Driver [*.txt; ".csv)
Microsoft Text-Treiber [“.tst; *.csv)
Microsoft Visual FoxPro Driver
Microsoft Visual FoxPro-Treiber
PostgreSOL ANSI

PostgreSOL Unicode

SOL Server
<

N Q0 Q0 — —* o 5 e B

v

I Finish I Cancel J

a)Database: paneldata
c) User Name: reporting

)
)
)
)

Server Report Service section.

A popup setup window will appear. There are four essential parameters that must be
configured. Fill in the fields as instructed below.

b)Server: This is the IP address or host name for your Brivo OnSite Server

d)Password: This password must match the password defined in the Brivo OnSite

When all four fields are entered properly, click Test to make certain it can connect to the Brivo
OnSite Server.
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PostgreSQL Unicode ODBC Driver (psqlODBC) Setup

Data Source |PoslgreSDL35W Description I

User Name |(eporting Password |

Database |pane|da!a S5L Mode Idisable
Server |192.1BB4192421D Port |5432

Options
Datasource I Global I

| Couldn't load libpg - SSL mode is unavailable:

Save |

Cancel |

f)  If the above steps show Connection Successful, click on Save to save the settings.

4. Your internal setup is complete. At this point, please consult your product specific
documentation for how to interface with an ODBC data source.
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Appendix 3: Salto Equipment
Salto Maintenance Schedule

Batteries:

1. Battery life benchmarked to 65,000 Operations or 2.5- 3.0 years.
2. Shall be powered by standard off the shelf batteries (AAA).

3. Proprietary batteries or proprietary battery packs are not acceptable.

Salto Installation and Configuration

OVERVIEW

SALTO wireless locks can only communicate to a Brivo ACS access control system through the Brivo
Sallis Router using Sallis technology. The router must first be associated to a maximum of 30 locks
that will communicate to up to 7 nodes. Finally, the router is connected directly into the AEN Ethernet
port of a Brivo ACS5000 control panel. This is a private network.

The diagram below illustrates an architectural structure view and the wire connections of the Brivo
Sallis router. The figure below illustrates a combination of two hardwired readers and six wireless lock
sets in a Brivo OnSite Server system. A total combination of 30 hardwired and/or wireless doors can

be connected under a single Brivo ACS5000-S or Brivo ACS5000-A control panel system.

Brivo OnSite Server / SALTO SALLIS Architecture

Card readersand SALTO wireless locks
are equal in terms of card reader capacity
onthe Brivo OnSite Server

Any combination
ofup to 30 card

readersand
SALTO locks per
panel

Brivo OnSite Server

Web Browser

SALTO Combo
Router & Node

Upto 6 extra Nodes per

Router/Node SALTO Node

Upto 16 blocks per Node. Max
distance from Node to Lock is 30 feet

One router per ACS5000-S Panel. B
Maxof 30 locks per router.

—
foass B Rsass B

N, W, N~

Below the Brivo Sallis router wire connections are shown. The power adapter will be supplied when
purchasing a router from an authorized Brivo dealer. The RS485 connection from router to node is to

be wired using CAT5e twisted pair wire.
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Be sure to have the following required hardware and firmware components supplied:

A. Brivo Sallis Ethernet Router (with or without built-in node). Note: The Sallis RS485 Router is not
compatible with Brivo controllers.

B. Brivo OnSite Server Firmware 3.0.6 or higher

C. Sallis Router Configuration Software 3.1.06 or higher

D. Salto PPD programmer with firmware 1.23 or later

After going through the general step for updating the firmware on the Brivo OnSite Server to 3.0.6 and
upgrading the associated panels, the Salto equipment can now be configured and connected.

ROUTER CONFIGURATION

A. OVERVIEW
All Brivo Sallis routers come from factory with DHCP enabled. When connecting an Ethernet cable
between the Brivo Sallis Router and the Brivo ACS5000 AEN port, the router will obtain an IP
address from the Brivo ACS5000 board and connect automatically.
B. Follow the steps below to log into the router and confirm DHCP.
a. Plug a laptop or PC directly into the Sallis router Ethernet port
b. Confirm that the laptop or pc being used has its static IP configurations correct and open a
standard internet browser
c. On the router find the CLR button and press down for 5 seconds, the LED should then turn
orange. The router is now in “fabrication mode.”
d. Inthe address bar type 192.168.0.234 to get to the Sallis router configuration screen (no
login required)
e. The router configuration screen will confirm that DHCP is enabled (if it is not enable it by
clicking on ‘enabled’); also take note of the ‘MAC Number’ and ‘Port Number’ - they will be
needed later.
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€ 102.168.0.234 C | [~ Google
SALLIS ROUTER

MAC Number:

000A83012EDS

Port configuration:

Port Number for communication between Host and Router:
1234

Write a new value? (Max. 4 digits):

—

DHCP Configuration:

7\

DHCP status:
9 Enabled (' Disabled

[

f.  Assign the router a specific name if necessary and click ‘save’

€ 192168.0.234 C ||~ Google

192"168"000"233
Static IP Gateway:
255"255"255"000
Static IP NetMask:
192"168"000"001

Write new values?:

static IP RAddress:
Static IP Gateway:
Static IP NetMask:

Router Name:

(Only used when DHCP Enabled)

|| |Name of 'Sallis Router":
Doors

<Wrice a new value? (Max. 30 alphanumeric characters):

\
Send Clear

m

g. It will show that the configurations have successfully been saved

& {7} 192168.000.234/?puerto=&dhcp=18&new=&new=&new=&new=&inew=&inew=&new=&new=8ne G| |29~ Google

Configuration succesfully sent

h. Now that the router has been configured, unplug the Ethernet cable from the laptop or PC and

plug it into the AEN port of the Brivo ACS5000 panel.

1) The LED on the Brivo Sallis router will begin to blink red signaling that connection has
been lost. Once the Brivo panel has begun its communication with the router the LED will

turn green signaling communication has been restored.
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C. Arouter configuration file must now be configured in the Sallis Software. This data file being
created will be uploaded to the router and lock in future steps.
a. Install and open the Sallis software.
b. After the installation is complete, open the Sallis software and click File ->New.

[ - [E=TrEnTx=
File Tools Help
Einew | Search door:

Open Q

(=) Exit

Language X

Exit

c. Inthe pop-up window, find the location in which the file will reside, type in the desired file
name and click ‘Open.’

[ satis - [= B3
File Tools Help
‘ ‘ ) Seschcen 5
N e N e i
- N
I Open -]
Lookin:  J| Sato - 02 E
by
s L
Recent Places i
|| o
Dexop Quick Start DEMO.sef
Libraries
1A
Computer
@
Network
File name: Brivo Quick Start Guide - Open
Files of type: Sato fles v [ cancel |

d. A password can be set for file security if desired. If no password is desired leave the
password fields blank and click ‘OK.’
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[ satis

o w2
File Tools Help

! iﬂil l . Search door:

g N
Create password =)

Brivo Quick Start Guide.sef
Password

Confirm password

[ © oK ][ @ Cancel ]

e. On the side tab click installation & data.

23 Sallis (Brivo Quick Start Guide.sef)
File Tools Help
1)

—— L) i —— %

Search door:
.

- ) -
Bw card New node New door

¢ INSTALLATION DATA

od DRSO

f. Select “Ethernet-PoE” under router model, which has been supplied to you by Brivo.

k=l

g Click 238  (found in the toolbar next to 'new door’).

5§ sallis (Quick Start_D
File Tools Help

o ,i@ B H @ Search door

Newcard Newnode NewdooN\ Save /| Ext
# 3 INSTALLATION DATA
® i3 NODES & LOCKS

& FFD

Router model
© RS5485
© Ethemet-PoE

IDCode size
u: 7
AcCode: |0

[v]Enable door beep
Site RF channels
[T]11 (2405 MHz) [[112(2410MHz)  [T]13(2415MHz)  [T]14 (2420 MH2)
[V]15(2425MHz)  [V]16(2430MHz)  [1117(2435MHz)  [7]18 (2440 MHz2)
[7]19 (2445 MHz) 20(2450MHz)  [V]21 (2455 MHz)  [¥] 22 (2460 MHz)
[7] 23 (2485 MHz) [[124(2470MHz)  [[]25(2475MHz)  [T] 26 (2480 MHz)

CARD TYPE CONFIGURATION
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A. Do not use Salto’s card type configuration. Please refer to the Adding Cards section of the Brivo
OnSite Server manual for the proper method of adding cards.

NODE CONFIGURATION
|
=
A. Pressthe Mewnode pytton in the toolbar to add a node to the router file. A new icon will be created
under the ‘NODES & LOCKS' icon.
B. Setthe correct Node ID.
a. For example if only 1 node will be installed, leave this setting at ‘N1.’
b. If 5 nodes will be installed, set each node, ‘N1’ to ‘N5’ accordingly.
C. Find the MAC of each node (on the backside of the node on the sticker labeled “MAC”) and input
the data for each node accordingly.

D. If adding more nodes click ‘New Node’ at the bottom of the screen, or else click the = =38
button.

2§ Sallis (Brivo Quick Start Guide.sef)

=Rl - { Q
New caly New node Jllew door  Save Exit

&3 NODES & LOCKS
LN
& FFD

MAC address

I I
’ -5 New node ] [ - Delete node

DOOR CONFIGURATION

B

A. Pressthe Mewdoor putton in the toolbar to add a door to the router file. A new icon will be
created under the ‘NODES & LOCKS'’ icon.

B. Setthe desired ID for the lock being configured and pick the node it will be associated with under
“Parent Node.”

C. Setthe desired “open time” (the length in time in seconds that the lock is unlocked after a valid
unlocking event).

D. Leave “Offline Behaviour” as it is set from factory. This feature will have no effect on this setup.

k=

E. If adding more doors click ‘New Door’ at the bottom of the screen or else click the Save
button.
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2 Sallis (Brivo Quick Start Guide:sef

File Tools Help

=5 E@ Ez H @ Search door:

New card Ne'w node Newdoor — Save Exit
@03 INSTALLATION DATA
=i 4 NODES & LOCKS ID Name
| B Parentnode
o 50 T—

Open time
3

Offline behaviour
[¥] Open to the last cards accepted by the HOST
7 days

l B New door ‘ l @ Delete door ‘

PPD DATA DOWNLOAD

A. Now that the Salto configuration is complete, the data must be downloaded to the PPD.
a. Connect the PPD to the computer via USB
b. Click ‘Download Data’ at the bottom of the screen

[y Sallis (Brivo Quick Start Guide.sef)

File Tools Help
I B I @ Search deor:
—0 =0 -
Newcard Newnode Newdoor — Save Exit
.2 INSTALLATION DATA
- 4 NODES & LOCKS
Version: 01.19 Battery: very high
Serial number: 0.000.0028 Language: English
Fact Date: 8/1/2011 Memory (Kb): 1024
0 1024
Change PFD lnguege | [ UpdateProfimuee |
l @ Download data l [ Download firmware files

c. The pop-up task bar will show the data being transferred successfully
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@ Sallis (Brivo Quick Start Guide.sef) = B3
File Tools Help
5 1) B @ Search door:
15 o k=
New card Newnode Newdoor  Save Exit
@3 INSTALLATION DATA
£ 1.3 NODES & LOCKS
g 2 N PPD status
| BB Version: 01.19 Battery: very high
& PPD Serial number: 0.000.0028 Language: English
Fact Date: 8/1/2011 Memory (Kh): 1024
0 1024
I )
Change PPD language oPD = E
Sending data
Wait please
[ 3 Download data. ‘ [ Download firmware files
[ satis @rivo uick start Guidesen T T . . = 8 X

File Tools Help
= 1) El @ Search door:
0 =0 &) H

Newcard Newnode Newdoor Save  Exit

@ 3 INSTALLATION DATA

;4 NODES & LOCKS

8- A N1 PPD status
Wl Version: 01.19 Battery: very high
& PPD Serial number: 0.000.0028 Language: English
Fact. Date: 8/1/2011 Memory (Kb): 1024

0 1024
0%

Update PPD fimware.

Change PPD language

Information

) Data correctly downloaded to PPD

{ bannIoudduta l { Download firmware files }

DATA UPLOAD/UPDATE ROUTER AND NODE DEVICES

ROUTER UPDATE

A. Turn on the PPD and select the ‘Update Router’ option.
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B. When prompted, connect the PPD to the router and press ‘OK.’

C. If the error message pops up: “ERROR DOESN'T BELONG TO THE SYSTEM,” proceed again
with step B keeping the ‘CLR’ pressed on the router.

D. The configuration file has successfully been updated to the router when the PPD shows
“UPDATED.”

NODE UPDATE

A. Turn on the PPD and select the ‘Initialize Lock’ option and press ‘OK.’
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B. The list of configured doors will be displayed. Toggle through to find the correct door and
press ‘OK.

C. When prompted connect the PPD into the PPD socket on the lock device.

D. If the error message pops up: “ERROR DOESN'T BELONG TO THE SYSTEM,” proceed again
with step C keeping the ‘CLR’ pressed on the back of the lock device (PPD MUST BE
CONNECTED WITH CLR PRESSED AND AT THE SAME TIME THE LOCK DISPLAYS AN AMBER
LED).

E. The configuration file has successfully been updated to the router when the PPD shows
“UPDATED.”
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F. After the PPD finalizes the initialization process and the lock tries to connect with the
assigned node. It will show a corresponding LED with tone.
a. Green LED flash: the lock is successfully connected to the node.
b. Red LED flash: the lock indicates a connection error. Re-check that the node is correctly
installed and within range of the lock device.

BRIVO SOFTWARE CONFIGURATION

DEVICE CONFIGURATION

A. Log into the Brivo OnSite Server and go to Configuration->Devices->and select Devices.

Logout | Help
EEVO
Brivo OnSite Server

a Logged in: James Finnerty Change Threat Level
/‘ . . $ Account D
4% Welcome to Brivo OnSite

”~ & Cards D

wg Devices D || w@ Devices
Common Tasks
—| & Scheduling D ||« Control Panels

*% View Dashboard {& Dashboard D ||z= DVR Drivers

=

@ Add User

= 4 Obix Integration D

“= Add New Credential

S Run Activity Report

@ Run Muster Report

a Change Password

B Make System Backup

@

System Status

B. Inthe ‘Devices’ database page, click ‘Create New Device.’
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Brivo OnSite Server

& Logged in: James Finnerty Change Threat Level

Filter: v|[Go | | Reset]

Name Type
There are no configured devices that match the given filter.

Create New Device | | Page >>

C. Inthe drop down menu select ‘Salto Router Device’ and click Next.

©brivo.

Brivo OnSite Server

a Logged in: James Finnerty Change Threat Level

Select New Device Type

Type | Door v
Subtype |Door
Input Switch
Valid Credential Input Device
Schedule Controlled Device
Event Trigger
Elevator
Floor
Camera
DVR
Muster Point
Guard Tour
Keypad Command Device
IPAC Device
Salto Router Device
Salto Door Lock
DED Device

D. Input a desired name for the router along with the MAC and Service Port noted earlier
then click Save. (MAC number can also be found on the sticker on the router labeled
‘MAC’)
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©brivo.

Brivo OnSite Server
a Logged in: James Finnerty Change Threat Level

a Edit Device

Settings

Device Name

QeI Brivo EZ Storage + |
Control Panel |(none) v |
IP Address/MAC

Service Port (Generally this is 1234)

Alarm Console Settings

Combine Alarms v
Instruction Text |(none) v/
Alarm Priority 10
Alarm Active Schedule |(none) v
Alarms active when the threat level is )

Ignore v ‘ v

Save Cancel

E. After a router has been configured, an associated lock device must be set. To do so, go
back to the device database list and select ‘Create New Device’
F. Inthe drop down select ‘Salto Door Lock’ and click Next.

©brivo.

a Logged in: James Finnerty

Brivo OnSite Server

Change Threat Level

Select New Device Type

Type | Salto Door Lock v
Subtype |Door
Input Switch
Valid Credential Input Device
Schedule Controlled Device
Event Trigger
Elevator
Floor
Camera
DVR
Muster Point
Guard Tour
Keypad Command Device
IPAC Device
Salto Router Device

Salto Door Lock
DED Device

G. Setthe desired parameters and click Save.
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Settings

Device Name Server Room
Owner | Brivo Enterprise Solutions %
Salto Router 2
Lock ID :

Configuration

Unlock Schedule | (none) :
Passthrough Period 10 (seconds)
Offline Behavior 7 (days)

Live Status

Operate Device from Website ¥
Alarm Console Settings

Include failed access as
alarm
Combine Alarms ¥

Instruction Text | (none) 4
Alarm Priority 10
Alarm Active Schedule | (none) :
Alarms active when the threat level is

«

Ignore

Threat Levels

This device is active when the threat level is:
Ignore

o«

Access Permissions

Please select the schedule in which each group in this account is granted access to this device.

Cleaning Crew

(no access) v
Management

Always :
Residents

(no access) :
Staff

(no access) :
Visitors

(no access) 2

Salto Door Privacy Mode Override

Privacy Mode Enable v
Please select the group in this account that is granted to override privacy mode

Management

Save Cancel |

The Salto devices are now configured to the Brivo OnSite Server device and can be used or controlled as
any other device created in the Brivo OnSite Server setup.
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& Logged in: Brivo Master Admin

@ Dashboard

Activity Swipe & Show
Time Event

:31:45 amDevice activated by administrator: Brivo Master Admin
:30:30 amOpen with metallic key (Forced Open)
:30:20 amOpen with inside handle (REX)
:30:14 amintrusion Alarm Clear
:29:58 amIntrusion Alarm
9:29:52 amIntrusion Alarm Clear
9:21:16 amIntrusion Alarm
9:19:44 amOpen with metallic key (Forced Open)
9:19:38 amOpen with inside handle (REX)
9:19:32 amintrusion Alarm Clear
9:19:24 amIntrusion Alarm
9:19:08 amintrusion Alarm Clear
9:19:06 amintrusion Alarm
9:19:04 amintrusion Alarm Clear
9:14:56 amintrusion Alarm
9:06:26 amOpen with inside handle (REX)
9:06:04 amOpen with inside handle (REX)
9:05:54 amDevice activated by administrator: Brivo Master Admin

System

Device
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door
Real Salto Door

Device Status
Name

Real Salto Door

Salto Door

Hardware Status = Schedule Status
Status
Locked, Battery Status: ¥

Open / Locked (Door Ajar)

Filter: (none) ~

([Puise ]
Pulse
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Appendix 4: Obix Integration

Obix Integration is integrated event notification tool, allowing the Obix software to listen directly, rather than
through Brivo DataSync API, to a defined set of events. These events are door ajar, door forced open, panel
communication failure, and AC power loss.

NOTE:

Obix Integration requires a license key. Without the license key, Obix
Integration functionality will be disabled.

The Obix Integration setup is divided into three sections: Listener Settings, Control Panel Mapping, and Device
Mapping.

Administrators with appropriate permissions can add, edit, or delete Listener Settings, Control Panel Mappings,
and Device Mappings associated with their own accounts.
To create Listener Settings:

1. Scroll over the Configuration section. The sub-navigation menu displays.

2. From the Obix Integration link, click the Listener Settings link. The Listener Settings page
displays.
Enter the Server name in the field provided (IP address of destination Obix server)
Enter the Listener Path in the field provided (optional). Defining this field allows you to push

events directly a more defined URL destination. For example, in the screenshot below, the URL
would appear as http://10.200.153.35:8000/0obixhandler.

5. Enter the Control Panel Sub-Path in the field provided (optional). As above, defining this field
allows you to push events to a more defined URL destination. To continue on the example above,
a control panel event (i.e., panel communication failure) would appear as
http://10.200.153.35:8000/0bixhandler/ControlPanel/(Control Panel Mapping Name)

6. Enter the Device Sub-Path in the field provided (optional). ). As above, defining this field allows
you to push events to a more defined URL destination. To continue on the example above, a
device event (i.e., door ajar or door forced open) would appear as
http://10.200.153.35:8000/0bixhandler/Door_Readers/(Device Mapping Name)

Enter the Username and Password in the fields provided.

8. Enter the email address to send any errors that occur to the provided email address in the Error
Email field.

9. To activate Listener Settings, check the Activate checkbox.
10. To Enable Verbose Logging, check the Enable Verbose Logging checkbox.
11. Click Save.
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& Logged m' John Hoffman  Aclive Account Highland Limded
“Home | statis ~ ] tisiory ~| Users ~ | Conguraon ~ | Sysim ~
;;J Listener Settings
Server hitps //10 200,153 35 8000
Listener Path ohixhandler
Control Panel Sub-Path ControlPanel
Device Sub-Path ()oor Readers
Username admin
Password
Error Email

Activate

(N

Enable Verbose Logging

LN

Save | Cancel

Details displayed include:
* This page lists the Listener Settings currently defined for the account and whether or not the Listener
Settings have been activated.
Administrators with appropriate permissions can:

Click Save to save the Listener Settings page.

To create Control Panel Mapping:
1. Scroll over the Configuration section. The sub-navigation menu displays.

2. From the Obix Integration link, click the Control Panel Mapping link. The Control Panel Mapping
list page displays.

Click on the Add New Control Panel Mapping button in the upper right hand corner.
Select the Control Panel from the dropdown menu.

Enter the Listener Mapping Name in field provided.

NOTE:

The Listener Mapping Name selected must match the Obix name
exactly or the notification push will not perform correctly.

6. Click Save.
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a Logged in: James Caldwell Change Threat Level
“Home | Staus ~{ Hisioy ~ | Users -] Conguraton ~

gg Control Panel Mapping

Add/Edit New Control Panel Mapping

Control Panel |(none) v
Listener Mapping Name

Save | | Cancel

Details displayed include:
* This page lists all of the control panels and their corresponding listener mapping names for the
account.
Administrators with appropriate permissions can:
Click on a Control Panel to access the corresponding Control Panel Mapping page.
Click Add New Control Panel Mapping to define new listener mapping names.

Click Reset to return to the first page of the Control Panel Mappings list.

To create Device Mapping:
1. Scroll over the Configuration section. The sub-navigation menu displays.

2. From the Obix Integration link, click the Device Mapping link. The Device Mapping list page
displays.

Click on the Add New Device Mapping button in the upper right hand corner.
Select the Device from the dropdown menu.

Enter the Listener Mapping Name in field provided.

NOTE:

The Listener Mapping Name selected must match the Obix name
exactly or the notification push will not perform correctly.

6. Click Save.
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& Logged in: James Caldwell Change Threat Level
T T T T T

@ Device Mapping
Add/Edit New Device Mapping

Device (none) v
Listener Mapping Name

Save | | Cancel |

Details displayed include:

* This page lists all of the devices and their corresponding listener mapping names for the account.

Administrators with appropriate permissions can:
Click on a Device to access the corresponding Device Mapping page.
Click Add New Device Mapping to define new listener mapping names.

Click Reset to return to the first page of the Device Mappings list.
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Appendix 5: DVR Installation Notes

NOTE:

Use of DVRs with the Brivo OnSite Server requires a license key. Please
consult your dealer about acquiring the necessary license key(s) to match
your DVR(s).

Xtralis DVR Installation Notes
The Xtralis DVR only functions with Internet Explorer.

Xtralis FastTrace2

FastTraceAxV01-00-05 windows client driver is required to be installed on the client’'s computer. This is an
ActiveX implementation, so it will only function with Internet Explorer. The driver is available for download at
http://www.brivo.com/support/downloads.php.
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Exacq DVR Installation Notes
Brivo OnSite Server supports the following Exacq DVR models:

Exacq EL Series

Exacq Z Series

For instructions on the installation and configuration of Exacq DVRs, please consult the manufacturer’s
documentation.

For create/edit camera retrieval and for viewing video:

¢ With IE9, you have to click Show all content.

* With IE8, you have to click No when asked “Do you want to view only the webpage content that was
delivered securely?”.

e With IE7, you have to click Yes when asked “Do you want to display the nonsecure items?”.
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Dedicated Micros DVR Installation Notes

NOTE:

Due to changes in the Dedicated Micros 4.5 firmware release, client PCs
must have version 6 of the Java browser plugin. If the upgrade is
necessary, users will be prompted to perform this upgrade when they
attempt to view video for the first time through the Brivo OnSite Server.
Customers may also be prompted by the Java update mechanism to install
further Java6 updates. Brivo recommends that users install all updates
suggested by the Java update application. It is important to note that this
upgrade process may be required on each client PC used to view video.

Additionally, customers using both badging and Dedicated Micros video
integration on same client PC, will also be asked to re-install the Java
Media Framework (JMF) following the upgrade when performing image
capture. This behavior is expected, and following the re-installation, image
capture and other badging features will operate normally.

To use a Dedicated Micros DVR with Brivo OnSite Server, you must take steps to ensure that the DVR’s system
time is synchronized with your Brivo OnSite Server. Failing to do so may result in the incorrect video being
displayed for events in the Activity Log.

To install the Dedicated Micros time synchronization utility:

1. Download the Dedicated Micros Time Synchronization Utility from
http://www.brivo.com/support/downloads.php.

Extract the zip file into a directory on the machine that will host time synchronization tool.

3. Open DVIPSync.exe in the directory used in Step 2. The DVIP Time Sync V0.3 application window
displays.

4. Leftclick on the toolbar. A popup text edit window opens, displaying the following text:

; This is the file defining servers to have the time set by the

; VuSync program. It is in a standard ini file format with each

; server address as a section enclosed in [] brackets. Parameters

; in each section then define the time of day each server should

; be updated and how many days to wait between each update. Lines
; (like these) starting with a ; will be ignored

; Example:

; This is the section header defining the server and can be a URL

; or an IP address

; [serverl.netl.pridomain]

; This line defines the time of day to send the update - default

;is 12:00

; SyncTime=13:00

; This line defines the number of days to wait between each update -
; defaultis 1

; Freg=1

; This is the date and time of the last update and will normally

; be updated by the program

; Lasttime=06,/09/02 13:18:33
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9.

10.

11.

In the tenth line, replace the text [serverl.netl.pridomain] with the IP address or DNS
name of the DVR and remove the leading ; character.

In the thirteenth line, replace the text SyncTime=13:00 with the time at which you want to
synchronize the DVR and your Brivo control panel(s), and remove the leading ; character.

In the sixteenth line, replace the text Freq=21 with the number of days between each update,
and remove the leading ; character. It is generally best to leave this value as 1.

In the last line, remove the leading ; character.
Click Save, then Close the text edit window.

Right-click on the grid in the DVIP Time Sync V0.3 window and click Reload List on the popup
men. The DVR IP address or DNS name should appear in the grid.

Close the DVIP Time Sync V0.3 application window.

To schedule the execution of the time synchronization utility:

1. Open the Windows Start menu.

2. Click All Programs or Programs, depending on your operating system.) The Programs popup menu
displays.

Click Accessories. The Accessories popup menu displays.

Click System Tools. The System Tools popup menu displays.

Click Scheduled Tasks. The Scheduled Tasks window opens.
NOTE:
For Microsoft® Windows NT, the location will be slightly different: Click on
the My Computer icon, and then click Scheduled Tasks. The Scheduled
Tasks window opens.

6. Double-click Add Scheduled Task. The Scheduled Task Wizard beings running.

Click Next.

8. 0On the next screen, click Browse, and select the DVIPSync.exe from the directory to which it was
saved in step 2 of the procedures for installing the Dedicated Micros time synchronization utility
above.

9. On the next page, enter a descriptive name for the task, click the Daily radio button, and then
click Next.

10. Enter the Start time as one minute before the time entered in step 2 of the procedures for
installing the Dedicated Micros time synchronization utility above; click the Every Day radio
button; enter today's date as the Start date; and then click Next.

11. Enter the user name and password of the account that will execute the time synchronization
task, and then click Next. For most installations, the logged in user name and password is
sufficient.

12. Click Open Advanced properties for this task when | click Finish, and then click Finish. A dialog
box with the advanced settings displays.

13. Click the Settings tab. Enter 5 minutes for the Stop tasks if it runs for value, and then click OK.
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Intellex DVR Installation Notes

Before you can use the Intellex DVR with the Brivo OnSite Server you must first install the Intellex client
software, provided by Brivo, and specify the Brivo OnSite Server as a trusted site in Internet Explorer.

NOTE:

American Dynamics has limited who is authorized to utilize the Intellex DVR
interface with the Brivo OnSite Server. Please check with your Brivo representative
if you have any questions about your access to this integration.

To install the Intellex client software:

1.

2
3.
4

Create a temporary directory on the C: drive named c:\temp.
Go to http://www.brivo.com/support/downloads.php.
Download the file intellex_client.zip to the directory just created.

After the zip file is downloaded, open it. Inside you will find the file intellex_client.msi. Extract
this file.

When the intellex_client.msi file is extracted, double click on it. The Intellex installation
program begins running. Follow the default prompts to install the program.

NOTE:

To uninstall the Intellex software, you must rerun the installation program
and select Remove when prompted.

To add your Brivo OnSite Server as a trusted site on Internet Explorer when using the Intellex

DVR:

1.

ok 0N

8.

In Internet Explorer, click Internet Options on the Tools menu.
Click the Security tab.

Click Trusted sites. The Sites button becomes active.

Click Sites. The Trusted sites window opens.

In the Add this Web site to the zone field, enter your direct IP address
https://NNN.NNN.NNN.NNNN or http://brivoonsiteserver-name.subdomain.top-level-domain (if a
DNS name has been established for your Brivo OnSite Server).

Click Add. The url now displays in the Web sites field.
Click OK to return to the Sites window.

Click OK to close the Internet Options window.

To configure the Windows NTP synchronization program for Intellex.

1.

2.

Right click on the time displayed in the lower right-hand corner of the Start bar. The Date/Time
popup menu displays.

Click Adjust Date/Time. The Date and Time Properties dialog box opens.
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Click the Internet Time.

Click the Automatically synchronize with an Internet time server checkbox. The Server field
becomes active.

5. Inthe Server field, enter www.time.gov
6. Click OK. The Date and Time Properties dialog box closes.

NOTE:
The Brivo OnSite Server supports Intellex DVR version 4.0 and greater.

At this time, support for the Intellex DVR does not include password-
authenticated video playback. Nor does it include custom network ports;
the Intellex DVR must be configured to use the default network ports.
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